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PykoBoaACTBO NoJfib3oBaTen4

no paboTe B cetu

MynbTURNPOTOKOMbHLIN MHOTOYHKLMOHANbLHLIU CepBep
neyatn co BCTpoeHHbIM Ethernet n 6ecnposogHon

MHOTro@YHKLMOHaNbLHLIN cepBep nevaTtu

OaHHoe “PykoBoacTBO nonb3oBaTens no paboTte B CETU” COAEPXKMUT
NnonesHy MHpopmaLmo OTHOCUTENBHO NapamMeTpPoB NPOBOAHON U
BGecnpoBoaHo ceTn, 6e30NacHOCTU U UHTEpPHET-hakca yCTponcTBa
Brother. 3geck Takke npuBeaeHa nHopmaLusa o NOAAEPXKUBAEMbIX
npoTokonax u nogpobHble pekoMmeHaaumnmn no NOMCKY U YCTpaHEHUIO
HeucnpaBHOCTEMN.

[nsa 3arpy3ku nocnegHen Bepcun pykosoactea nocetute Brother
Solutions Center (http://solutions.brother.com/). Ha Be6-cawTe Brother
Solutions Center MOXHO Takxe 3arpy3uTb NocrnegHne Bepcumn
OpanBepoB M YTUNUT AN Ballero annapara, npoyvMtaTb OTBETbl Ha
YyacTo 3afaBaeMble BONPOCHl U COBETHLI MO MNOUCKY U YCTPAHEHMIO
HeucnpaBHOCTEN, a Takke y3HaTb 06 0CobbIX pelleHnsx Ans neyatu.
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RUS
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Mopenu, K KOTOPbIM OTHOCUTCA AaHHOE PyKOoBOACTBO

HacTtosiuee pykoBoACTBO NONb30BaTENSI OTHOCUTCS K CIieAyoLLMM MOAENSAM:
DCP-9020CDN/9020CDW/MFC-9130CW/9140CDN/9330CDW/9340CDW

OGo3Ha4YeHUAa NnpMMeYaHum

B HacTosiwem pykoBOACTBE Nonb3oBaTesid UCNONb3yOTCA cneayrune 3Ha4ku.

BA)KHA;' BAXKHAA UHOPOPMALINA ykasbiBaeT Ha NOTEHLUMaNbHO ONACHY0 CUTyaLmIo,
KOTOpasi MOXeT NPUBECTU K NOBPEXAEHUIO MMYLLECTBA UK noTepe

MHd)OPMAU,M;l PYHKLMOHANbHOCTM M3aenus.

B npuMevaHmnax cogepxartca MHCTPYKUMN Ha cnyqa|7| BO3HMKHOBEHUA

NMPUMEYAHUE onpeAeneHHbIX CUTyauuin 1 COBETbI O BbIMOMHEHUN AAHHOW onepauum ¢
ApyrMMn napameTpamu.

BAXHOE NPUMEYAHUE

B [laHHbIN NPOaYKT YTBEPXAEH ANS UCNOMb30BaHUS TOMNbKO B CTpaHe NOKynku. He ncnonb3ynte AaHHbLIN
NPOAYKT 3a npefenamun cTpaHbl NOKYMNKKW, Tak Kak 3TO MOXET NPUBECTU K HapyLLEHUIO NpaBun
©ecnpoBOAHOW CBSA3M U UCMOSNb3yEMON MOLLHOCTU, YCTAHOBMEHHbIX B 3TOW CTPaHe.

B B HacTosLEM OOKYMEHTE HauMeHOBaHue “Windows® XP” 06o3HauaeT onepaunoHHble CUCTEMbI
Windows® XP Professional, Windows® XP Professional x64 Edition n Windows® XP Home Edition.

B Windows Server® 2003 B HacTosiLLeM AoKymeHTe o6o3HadvaeT Windows Server® 2003 1 Windows
Server® 2003 x64 Edition.

B B HacTosiLeM AOKyMeHTe HaMmeHoBaHue “Windows Server® 2008” 0603HauaeT onepaunoHHbIe CUCTEMBI
Windows Server® 2008 u Windows Server® 2008 R2.

B Mog Windows Server® 2012 B gaHHoM OOKYMeHTe noHumatoTca Bce usganuna OC Windows Server® 2012.
B Moa Windows Vista® B faHHOM oKyMeHTe noHuMMatoTcst Bee usganns OC Windows Vista®.
® Windows® 7 B HacTosilem fokymeHTe obo3HavaeT Bce nsganms OC Windows® 7.

® Windows® 8 B HacTosilem fokymeHTe obo3HavaeT Bce n3garHms OC Windows® 8.

B [1na 3arpysku gpyrux pykosoacts nocetute Brother Solutions Center no agpecy:
http://solutions.brother.com/ n Ha cTpaHuUe cooTBETCTBYIOLEN MoAenn HaxmuTe “PykoBoacTtea”.

EB HEKOTOpPbIX CTpaHaxX AOCTYyNHbl HE BCe MOodeNNn.
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BBegeHue

CeTeBble hyHKUUN

AnnapaT Brother MOXHO UCMONb30BaTh AMsi COBMECTHOM paboThl B MPOBOAHOM ceTh 10/100 MB 1 v
6ecnpoBogHou cetn IEEE 802.11b/g/n (ons mogenen, nogaepxmnsatoimx paboty B 6ecnpoBoaHbIX CETSX)
Ethernet ¢ nomoLLblO BCTPOEHHOrO ceTeBOro cepeepa nevatn. Cepeep nevatn nogaepXuBaeT pasnuyHble
yHKLMM 1 cnOcoBbl NOAKNIOYEHNST B 3aBUCMMOCTY OT ONepaLmMoHHON CUCTEMBI, KOTOpas NCNONb3yeTCs B
cetn ¢ nogaepxkon TCP/IP. B cnepytowen Tabnuue nepevmcneHsl ceteBble QYHKUMN 1 NOAKMIOYEHMS,
noanep>xmeaemMble Kaxagon onepaumoHHON CUCTEMOWN.

NMPUMEYAHUE

» XoTa annapart Brother MOXHO ncnonb3oBaTh Kak B NPOBOAHOM ~, Tak 1 B 6eCnpoBOaHON ceTy,
OAHOBPEMEHHO MOXHO MCMNONb30BaTb TONLKO OANH crnocob nogkntoyeHns. OgHako 6ecnpoBogHoe
ceTeBoe noaknoveHne n nogknioyveHme Wi-Fi Direct™, nnbo npoBogHoe ceTeBOe NoaKIo4eHNE K
noakntoveHne Wi-Fi Direct MOXHO ncrnonb3oBaTb OQHOBPEMEHHO.

1

 MNoapob6Hble cBeaeHMst CM. B JOKyMeHTe “PykoBoacTBO No ucnonb3osaHuio Wi-Fi Direct™”, koTopbIn
MOXHO CKayaTb Ha cTpaHuue “PykoBoacTea” Ans umetoLlernca mogenu annapara Ha Beb-cante Brother
Solutions Center (http://solutions.brother.com/).

1 WHTepdenc ons npoBoaHom ceTn nmeetcs Ha mogensax DCP-9020CDW, MFC-9330CDW n MFC-9340CDW.


http://solutions.brother.com/

BBegenune

OnepaunoHHbIe CUCTEMbI Windows® xp Windows Server® |[Mac OS Xv10.6.8,
: _® |2003/2008/2012  |10.7.x,10.8.x
Windows Vista
Windows® 7
Windows® 8
Mevatb 4 v v
CkaHupoBaHue
>»>»PyKoBOACTBO MO UCMOMb30BaHUIO v 4
nporpamMmmMmHoro obecneveHusi
OTtnpagBka ¢pakcoB ¢ komnbrTepa (PC-Fax) 1
>»>»PyKoBOACTBO MO UCMOMb30BaHUIO v v
nporpamMmmMHoro obecnevyeHus
Mpuem cakcos Ha MK (PC-Fax) !
>»>»PyKoBOACTBO MO UCMOMb30BaHUIO v
nporpamMmmMHoro obecneveHus
BRAdmin Light 2
g v v v
Cwm. cTp. 5.
BRAdmin Professional 33
v v
Cwm. cTp. 8.
YnpaBneHue yepe3 Be6-uHtepdenc
(6pay3ep) v v v
Cwm. cTp. 57.
YpaneHHasa HacTpoMka 1
>»>»PyKoBOACTBO MO UCMOMb30BaHUIO v v
nporpamMmmMHoro obecneveHus
Status Monitor
>»>»PyKoBOACTBO MO UCMNOMb30BaHMIO 4 v
nporpamMmmMHoro obecneveHus
MacTep pa3BepTbiBaHUs ApanBepoB v v
Vertical Pairing (meTon 6ecnpoBogHoro
NoAKNYeHun) v
Cwm. cTp. 137.

OtcyTcTtBYyeT Ha mogensax DCP.

Tonbko Windows® 7 1 Windows® 8.

Ytunuty BRAdmin Light gna Macintosh moxHo 3arpy3nTb ¢ Beb-caviTa http://solutions.brother.com/.

Ytunuty BRAdmin Professional 3 moxHo 3arpy3uTb ¢ Be6-canTta http://solutions.brother.com/.
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BBegenune

Opyrue ceteBble PYyHKLUMU

UHTepHeT-pakc (MFC-9130CW, MFC-9140CDN, MFC-9330CDW n MFC-9340CDW: MOXHO
3arpy3uTb ¢ Be6-canTa)

Mogynbe “UHTepHeT-hakc” (I-Fax) no3sonseT oTnpaBnsaTe U NPUHUMaTL akcel Yepes HTepHeT. (Cm.
pasgen MumepHem-gakc (MFC-9130CW, MFC-9140CDN, MFC-9330CDW u MFC-9340CDW: MOXHO
3agpys3umsb ¢ eeb-catima) »» ctp. 74.)

[na ncnonb3oBaHnd 3TON OYHKL MK 3arpy3mTe Heobxoaumoe nporpaMmHoe obecnedeHne co cTpaHuLbl
“®annbl” Beb-y3na Brother Solutions Center no agpecy http://solutions.brother.com/. Nepen
Ncnonb3oBaHMeM 3TOM PYHKLUM HEOBXO0AMMO HacTpouTb TpebyemMble napaMeTpbl annaparta ¢ NOMOLLbIO
naHenuv ynpasneHusa annapaTta, ytunutel BRAdmin Professional 3 unu cuctemsl ynpasneHnus yepes seb-
uHTepdenc. NogpobHbie cBegeHMa CM. B PyKOBOACTBE Nonb3oBaTens VIHTepHeT-dhakca Ha ykazaHHOM
BblLle Beb-canTe.

Be3onacHocTb

B maHHOM annapate Brother ncnonb3yloTcs camble cOBpeMEHHbIE NPOTOKOMbI 6e30nacHoOCTU K
wndpposaHus. (Cm. pasgen @yHkyuu besonacHocmu »» ctp. 85.)

PyHKUUA “ Pakc Ha cepBep”’ (MFC-9130CW, MFC-9140CDN, MFC-9330CDW n MFC-9340CDW:
MOX>HO 3arpy3uTb ¢ Beb-caunTa)

dyHkums “Pakc Ha cepBep” NO3BONSET annapaTy CKaHMpOBaTb AOKYMEHThI U NepeaaBaTh MX MO CETU HA
OTAenNbHbIN hakcumMunbeHbIn cepeep. (CM. pasgen @yHkyus “@Pakc Ha cepsep” (MFC-9130CW,
MFC-9140CDN, MFC-9330CDW u MFC-9340CDW: mMoxHO 3agpy3ums ¢ eeb-calima) »» c1p. 45.)

[na ncnonb3oBaHNd 3TON PYHKL MK 3arpy3mTe Heobxoaumoe nporpaMmHoe obecnedeHne co cTpaHuLbl
“®annbl” Beb-y3na Brother Solutions Center no agpecy http://solutions.brother.com/. Nepen
ncnonb3oBaHnem aTon yHKUUN HeO6X0AMMO HAcTpouTb TpebyeMblie napaMeTpbl annapara ¢ NOMOLLbIO
naHenu ynpaeneHus annapara, ytunutel BRAdmin Professional 3 nnu cuctemsl ynpasneHuns yepes seb-
uHTepdenc. NoapobHble cBegeHMs CM. B PyKOBOACTBE Nonb3oBaTens VIHTepHeT-dhakca Ha ykazaHHOM
BblLle Beb-canTe.

3awuTHaa 6nokupoBka ¢pyHkumn 2.0

3awuTHas 6noknpoBka yHKUMi 2.0 No3BONSET NOBbICUTL 6E€30MacHOCTb 3a CHET OrpaHNYEeHUsA HEKOTOPbIX
dyHkumr annapaTta. (Cm. pasgen 3awumHas 6nokupoeka ¢yHkyul 2.0 »>» ctp. 60.)

CoxpaHeHue XypHarna B ceTu

®yHkums “CoxpaHeHne XypHana B ceTu” no3BonseT coxpaHaTb hann XypHana neyaTtu ¢ annaparta Brother
Ha ceTeBon cepBep ¢ ucnono3osaHueMm CIFS. (Cm. pasgen CoxpaHeHue XypHarna 6 cemu »» cTp. 65.)

dyHkuusa Brother Web Connect

YTunuta Brother Web Connect no3songeT 3arpyxaTb 1 neyaTaTb n3obpaxeHus, a Takke nepegasaTb
hannbl Ha UHTEPHET-CEPBUCHI HEMOCPEACTBEHHO C Ballero yctpouctea. [llogpobHble cBeaeHust CM. B
JokymeHTe “PykoBoACTBO MO MCNosib3oBaHUO VIHTEpHET-CepBMCOB”, KOTOPbLIA MOXHO CKayaTb Ha CTpaHuue
“PykoBoacTBa” Ans uMmerollenca mogenu annapara Ha Beb-cante Brother Solutions Center
(http://solutions.brother.com/).
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N3meHeHMe NnapamMeTpoB ceTU annapara

CnocoObl 3MeHeHUsA napaMeTpoB CeTU annapara
(IP-apgpec, Macka noaceTu U LUSHO3)

MapameTpbl HACTPONKK CeTU annapaTta MOXHO U3MEHUTb C MOMOLLbIO MaHenu ynpasneHus, yTunnThbl
BRAdmin Light, BRAdmin Professional 3 n cuctemel ynpasneHus yepes Beb-uHTepdenc. [ina nonyveHus
noapobHON NHpopMaLumm CM. AaHHYIO rnasy.

Ucnonb3oBaHue naHenu ynpaBneHus

Mo>kHO HacTpoOUTb UCnonb3yemMbli annapaT Ans paboTbl B CETM C MOMOLLbIO COOTBETCTBYIOLLETO MEHIO
naHenu ynpaeneHus. (Cm. pasgen Hacmpolika ¢ naHenu ynpasneHusi »» ctp. 36.)

Ucnonb3oBaHue ytunutel BRAdmin Light

Ytunuta BRAdmin Light npegHasHadeHa ons HadanbHOW HAaCTPOWMKM YCTPOMCTB Brother, noaknioveHHbIX K
ceTn. [Mpn NOMOLLM 3TOWN YTURUTLI MOXXHO TakXe BbINOMHATL NOUCK YCTPONCTB Brother B ceTeBon cpene
TCP/IP, npocmaTpmBaTth UX COCTOSIHNE U M3MEHATb HACTPOWNKK ceTun (Hanpumep, IP-agpec).

YcraHoBka BRAdmin Light ans Windows®

0 Y6eauTecnb, YTO YCTPOMCTBO BKIMIOYEHO.
9 BkntounTte komnbloTep. Nepen HAaCTPOMKOM 3aKkponTe Bce paboTalolme nporpaMmmbi.

0 BcTtaBbTe kKOMNakT-AUCK C NPOrpamMMon YyCTaHOBKM B AMCKOBO, AN KOMMNAKT-AUCKOB. ABTOMaTUYEeCKU
oTobpaxkaeTcsa Ha4vanbHbIA 3KpaH. Ecnn oTkpbiBaeTcs ananorosoe okHo Bbibopa moaenu, Bbibepute
COOTBETCTBYIOLLYO MoAersb annaparta. Ecnu oTkpbiBaeTcs amManoroBoe okHO Bbibopa s3bika, Bbibepute
CBOW £A3bIK.

0 OTKpbIBaeTCsi rNaBHOE MEHI0 KOMNakT-gucka. Haxmnte BbibopoyHas ycTaHOBKa, 3aTeM
CeTeBble YTUNUTDI.

@ LWenkHnte BRAdmin Light n cnegynte otobpakaeMbiM Ha 3KpaHe MHCTPYKLMSM.

YcranoBka BRAdmin Light ana Macintosh

MocneaHtoto Bepeuio yTunutel BRAdmIn Light moxHo 3arpy3unte ¢ Beb-carta http://solutions.brother.com/.
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M3ameHeHne napamMeTpoB CeTun annaparta

3apaHue IP-agpeca, Mackv noAceTy M LLNKO3a € NOMOLbIO yTunuTel BRAdmIn Light

NMPUMEYAHUE

 MocnegHtoto Bepcuto ytunutel BRAdmIn Light moxHo 3arpy3uts ¢ Beb-canta
http://solutions.brother.com/.

» Ecnn HeobxognMbl Gonee WMpokMe BO3MOXHOCTM yNpaBneHnst annapaTtoM, UCNONb3yhTe NOCNeLHIo

Bepcuio ytunutel BRAdmIn Professional 3, koTopyto MOXHO 3arpy3utb ¢ Beb-canta

http://solutions.brother.com/. 3ta yTunuta nmeetcs Tonbko Ans Windows®.

» Ecnu ncnoneayetca dyHKUnsa bpaHamayapa aHTULLMMOHCKOW UM aHTUBUPYCHOW NMPorpamMmmbl, BDEMEHHO
oTkntounTe ee. llocne ycnewHon NpoBepkn nevaTn NOBTOPHO BKITIOUUTE 3TY (DYHKLMIO.

* ima y3na: nms ysna otobpaxaeTtcs B TekyweM okHe yTunutel BRAdmin Light. Mo ymonyaxuio B
annaparte ucnonb3yeTca ums yana cepsepa nedatn “BRNXXXXXXXXXXXX” A4NA NPOBOAHOMN CETU NNu
“BRWXXXXXXXXXXXX" ANns 6€cnpoBogHOM CETU. (“XXXXXXXXXXXX" — aTo MAC-agpec/Ethernet-agpec
annapara.)

* Mo ymonyaHuio naponb He TpebyeTca. BBeante naposnb, €cnv OH YCTaHOBNMEH, U HaxxmuTe kHonky OK.

0 3anyctute ytunuty BRAdmIn Light.
® [Ins Windows®
(Windows® XP/Windows® Vista/Windows® 7/Windows Server® 2003/windows Server® 2008)
Haxmunte kHonky (Myck) > Bce nporpammbl > Brother > BRAdmin Light > BRAdmin Light.
(Windows® 8/Windows Server® 2012)
Haxmunte KHonky (BRAdmin Light).

B [Ins Macintosh

Mo 3aBeplueHnn 3arpy3kn geaxabl wenkHute pain BRAdmin Light.jar anga sanycka ytunuthbl
BRAdmin Light.

9 Ytunuta BRAdmin Light aBTomMatn4eckn BbINOMHWUT NOUCK HOBbIX YCTPOWCTB.
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N3meHeHVe napameTpoB ceTu annapara

0 [Baxab! LeNKHUTE HEHAacTPOEeHHOe YCTPONCTBO.

Ons Windows® Ana Macintosh
£33 BRAdmin Light == |ESE
Qaitn Ycrpoiicrsa  Kowtponmposats  Cnpaska ’
@%Haﬁm @M\:}
() T

<l i

loToso

NMPUMEYAHUE

» Ecnu ans cepBepa nevaTtn yctaHOBNEHbI 3aBOACKME HACTPOWKM NO ymMonyaHuto (ecnu cepsep

DHCP/BOOTP/RARP He ucnonbayetcs), yCTponcTBo otobpasutcsa B okHe yTunutel BRAdmin Light kak
Unconfigured (He HacTpoeHO).

» MoxHo y3HaTb ums yana u MAC-agpec (agpec Ethernet), pacnevataB cnvcok koHdurypaumm cetu (Cm.
lMeyamb omyema o KoHguaypayuu cemu »>» ctp. 48). Umsa yana u MAC-agpec MOXHO Takke BbIICHUTb
¢ nomMoLubto naHenu ynpaeneHusa. (Cm. pasgen naea 4: Hacmpolika ¢ naHesnu yrnpaesieHus.)

0 Bbibepute STATIC (Ctatndeckuin) B meHio Boot Method (MeTop 3arpy3ku). Beegute

IP Address (IP-appec), Subnet Mask (Macka noacetun) n Gateway (LUntwo3) (npu He06X0ANMOCTK)
Ans annapara.

®

Ons Windows [Onsa Macintosh

@ Haxmunte OK.

@ Ecnn IP-agpec ykasaH npaBunbHO, annapaTt Brother nosasutca B cnucke yCTpomucTs.



M3ameHeHne napamMeTpoB CeTun annaparta

Opyrve yTUnuThbl ynpaBreHus

Momumo ytnnutel BRAdmIn Light annapat Brother umeet cnegytowime yTunntel ynpasneHus. 3Tn yTUNuThbl
MOXHO MCMNONb30BaTb 4151 UBMEHEHUSI NapaMeTpPOB CETMU.

YnpaBneHue yepe3 Beo-uHTepdenc (bpaysep)

Wcnonb3ynte ctaHgapTHbLIN Gpaysep ANs u3MeHeHUsl HacTpoek cepBepa nevaTtu ¢ NOMOLLbIO NpoToKona
HTTP (Hyper Text Transfer Protocol — npotokon nepegayu runeptekcrta) unu HTTPS (Hyper Text Transfer
Protocol over Secure Socket Layer — npoTokon nepegayv runeprekcra ¢ ypoBHEM 3aLUMLLEHHbBIX COKETOB).
(Cwm. paspen Hacmpolika napamempoeg arnnapama ¢ Ucrosib308aHuUemM cucmemsl yrpasrieHust 4epes eeb-
uHmepcgbetic (bpaysep) »» ctp. 58.)

Yrunuta BRAdmin Professional 3 (ans Windows®)

BRAdmin Professional 3 — aTo yTunuTa ansa paclumpeHHoro ynpasneHus annapatamu Brother,
NOAKNOYEHHBIMU K ceTU. C MOMOLLbIO 3TOW YTUIUTLI MOXKHO BbINOSHATL MOMCK YCTPOMCTB Brother B cetn n

npocMaTpuBaTb COCTOSIHME YCTPONCTB B yAOOHOM OKHe (HanomuHatowem okHo NpoBoaHuka Windows®), B
KOTOPOM COCTOSIHUSI YCTPONCTB 0003Ha4YeHbl pa3HbiMuy LiBeTaMu. MOXHO HacTpouTb NapameTpbl CETU U
®

YCTPOMCTBA, a TakKe BO3MOXHOCTb OOHOBNEHUSA MUKPONpPOrpaMmbl yCTPONCTBA ¢ koMnbloTepa Windows™ B
nokanbHou cetn. C nomoubto ytunutel BRAdmin Professional 3 MoXHO Takxke BECTU XypHaribl COObITUN
ycTponcTts Brother B ceTn n akcnopTupoBaTth AaHHble XXypHanoB B gopmatax HTML, CSV, TXT nnn SQL.

YctaHosuTe nporpammy Print Auditor Client Ha knueHTckui K ons nonb3oBaTtenein, KOTOpbIM HEOH6X0AMMO
KOHTpONUpoBaTh YCTPOWCTBA, NOAKMNIOYEHHbIE NOKanbHO. [laHHasa yTunuTa No3BonsieT KOHTPONUMpoBaTh
annaparbl, NogkmtoYeHHble K knneHTckomy MK yepes USB nnu napannenbHbIn HTepgenc n3 nporpaMmmel
BRAdmin Professional 3.

[na nonyyeHna 4ONOMHMTENBHON MHAOPMaLUK N 3arpy3ku AaHHOW NporpaMmbl nocetuTte Beb-cant
http://solutions.brother.com/.

NMPUMEYAHUE

» Vcnonb3ayiTte nocnegHiow Bepcuto ytunutel BRAdmiIn Professional 3, koTopyto MOXHO 3arpy3uTb ¢ Beb-

cawnTa http://solutions.brother.com/. 3ta yTnnuta nmeeTcs ToNbKO Ans Windows®.

» Ecnu ncnoneayetca dyHKUnA bpaHamayapa aHTULLMMOHCKOW UM aHTUBUPYCHOW NMPorpamMmmbl, BDEMEHHO
OTKNIoYMTE ee. Y6eAMBLUMCL B TOM, YTO MOXHO BbIMOSTHUTL NeYvaTb, HaCTPonTe NPOrpaMmMHoe
obecneyeHune, crefyst MHCTPYKUNAM.

* ima y3na: nms ysna ang kaxxgoro annaparta Brother B cetu otobpaxaetcs B ytunute BRAdmin
Professional 3. o ymonyaHuto ncnonb3yetcsa nMmsa yana “BRNXXXXXXXXXXXX” A1 NPOBOAHOW CeTU Unu
“BRWXXXXXXXXXXXX" ANs 6€cnpoBogHOM CETU. (“XXXXXXXXXXXX" — aTo MAC-agpec/Ethernet-agpec
annapara.)
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M3ameHeHne napamMeTpoB CeTun annaparta

BRPrint Auditor (Windows®)

Bnarogapsa nporpamme BRPrint Auditor Ha annapaTtax, NOAKMOYEHHbIX NIOKanbHO, MOXXHO BOCMOMb30BaTbCA
MOLLHbIMW CPeACTBAMU KOHTPOIS CETEBbLIX MHCTPYMEHTOB ynpasneHus Brother. OT1a ytunuta nossonset
KNUEeHTCKOMY KOMMbOTEPY cobumpaTb MHpopmaumio 06 MCNONb3OBaHUU U COCTOSHMM OT annapaTta Brother,
NoakntoYeHHoro Yepes napannensHbin unu USB-untepdenc. BRPrint Auditor moxeT 3aTem nepefatb 3Ty
WMHOpMaLMIO Ha ApYron KOMNbOTEP B ceTu ¢ 3anyeHHon ytunuton BRAdmIn Professional 3. MNpu atom
aAMUHUCTPATOpP MOXeT NPOBEPUTL UHPOPMALMIO O KONMYECTBE CTPaHUL,, COCTOAHUN TOHepa u
doTobapabaHa, a Takke BEPCUIO MUKpONporpaMmmel. B gononHeHne kK oTyeTamM Ha NpUoXeHns ceTeBoro
ynpasneHus Brother gaHHas ytunmMta MoxeT oTnpaBnsaTe UHopMaLmio 06 NCNONb30BaHUM Y COCTOSIHUK
HenocpeaCTBEHHO Ha NpeABapuUTENbHO yKa3aHHble agpeca 9nekTpoHHOM noyTte B hannax ¢goopmarta CSV
unun XML (TpebyeTca nogaepkka NpoTokona anekTpoHHon noutel SMTP). YTunuta BRPrint Auditor Takke
nogaepXmnBaeT PYHKLMIO yBEAOMIIEHMS MO 3NEKTPOHHOM NoyTe Ans nepefadv npeaynpexneHuin um
COOOLLEHNN O COCTOSAAHUAX OLLNOKMN.



HacTtpouka annaparta anga paboTtbl B
OecnpoBogHOM ceTu (ANs moaeneun
DCP-9020CDW, MFC-9130CW,
MFC-9330CDW n MFC-9340CDW)

O6wasn nHdopmauunn

Ana nogknioyeHnsa annapaTta kK 6ecnpoBOAHON ceTU pekoMeHayeTcsa criefoBaTb OAHOMY U3 cnocoboB
HaCTPOMKK, YKa3aHHbIX B OKyMeHTe “PykoBoACTBO Mo ObICTPOI YyCTaHOBKE".

CamMbIM NpocTbIM ABRSETCS cNocob HacCTPonkn 6ecnpoBOAHOM CETU C MOMOLLBIO KOMMNAKT-AMCKa NPOrpaMmbl
ycTaHoBKM 1 kabena USB.

B cnyyae gpyrmx cnocoboB HacTporikm 6eCnpoBOAHOIO COEAUHEHUS U3yunTe NpMBeaEHHbIE B HACTOSLLIEN
rnase NogpobHble MHCTPYKLMK MO HAacTpovike napaMeTpoB 6GecnpoBoaHOM ceTu. [JononHUTENbHYO
uHdopmaumio o napameTtpax TCP/IP cm. B pasgene Criocobsl usMeHeHUs napamempos cemu annapama
(IP-adpec, macka nodcemu u wino3) »» cTp. 5.

NMPUMEYAHUE

o [Ins 4OCTUXEHMS ONTUMAanbHBLIX Pe3yrbTaToB NPY 06bIYHONM eXXeAHEBHON NeYaTn JOKYMEHTOB
pacnonoxwuTte annapat Brother kak MoxHoO Brvke kK Touke 6ecnpoBOAHOMO AOCTyNna/MapLlpyTM3aTopy, no
BO3MOXHOCTU, 6e3 npensaTcTBuiA mexay HuMu. Hanndmne GonblumMx NpeaMeToB U CTEH MeEXAY ABYMS
yCTpOMCTBaMU, a Takke NOMeXu OT APYrMX 3MEeKTPOHHbLIX YCTPOWCTB MOFYT NOBNUSITL HA CKOPOCTb
nepeaayn AaHHbIX NPy NevyaTy 4OKYMEHTOB.

Mo aTum npmynHam BecnpoBogHas CeTb MOXET OKa3aTbCH HE My4llMM MEeTO4O0M NOAKMNIoYEeHNs Ang
HEKOTOpbIX TUMOB AOKYMEHTOB U NpunoxeHni. MNMpu nevaTtn 6onbwmx dannos (Hanpumep,
MHOTFOCTPaHUYHbIX JOKYMEHTOB C TEKCTOM M BonbLUMMK rpadmyeckumMmm n3obpaxeHnamm) ny4ywie

ncnonb3oBaTb NpoBogHoe Ethernet-coegmHeHne anst 6onee GLICTpON Nepenaym gaHHbIX L ynn usB ansa
obecneyeHns camon GOMbLLIOW CKOPOCTU nepenayn.

» XoTsa annapart Brother MOXHO nCnonb30BaTh Kak B MPOBOAHOM ! takus becnpoBoaHom ceTy,

OAHOBPEMEHHO MOXHO MCMNONb30BaTb TONLKO OANH crnocob nogkntoyeHns. OgHako 6ecnpoBogHoe
ceTeBoe noaknodeHne n nogknoyveHme Wi-Fi Direct, nnb6o npoBoaHoe ceTeBOe NoaKo4eHne n
noakntoveHne Wi-Fi Direct MOXXHO ucrnonb3oBaTb OOHOBPEMEHHO.

* MNogpob6Hble cBeaeHWst CM. B JOKyMeHTe “PykoBoacTBO No ucnonb3oBaHuio Wi-Fi Direct™”, koTopbIn
MOXHO CKayaTb Ha cTpaHuLe “PykoBoacTea” Ans umetoLLerica mogenu annapara Ha Beb-cante Brother
Solutions Center (http://solutions.brother.com/).

 [lepen HacTpomnKon napameTpoB DecnpoBOAHON CBSA3M HEOO6X0aMMO 3HaTb UM ceTu (SSID) 1 ceTeBon
kntou. Mpu ncnonb3oBaHUKM KopnopaTnBHOM 6ecnpoBOAHON ceTu Takke He0b6X0AMMO 3HaTb
naeHTudmkaTop NONb3oBaTENS M NAPOsb.

1 WHTepdenc ons npoBoaHow ceTn nmeetcs Ha mogensax DCP-9020CDW, MFC-9330CDW n MFC-9340CDW.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

NpoBepka ceTeBOM cpeabl

MopknioyeHne K KOMNbLIOTEPY Yepe3 TOUKY 6ecrnpoBOAHOro
AocTyna/mapLipyTusaTtop B ceTu (PeXxum MH(ppacTpyKTypbl)

1 Touka 6ecnpoBoaHoOro goctyna/mapLlipyrusaTop 1

1 Ecnu komnbiotep nogaepxueaet Intel® MWT (My WiFi Technology), MOXHO UCMONb30BaTh €ro B Ka4ecTBE TOYKM AOCTYNa C NOAAEPKKOM

WPS (Wi-Fi Protected Setup).
2 becnpoBoagHoW ceTeBOM annapart (Bawl annapar)
3 BecnpoBoaHON KOMNbLKOTEP, MOAKIIOYEHHbIA K TOYKE 6ecnpoBOAHOro AocTyna/mapLipyTusaTtopy

4 [poBoaHOM KOMNbLIOTEP, HE NOAAEPXKUBaKOLWMIN GecnpoBoAHOe NOAKMNIOYEHME U NOAKMIOYEHHbIN
K TOYKe 6ecnpoBOAHOro AocTtyna/MmapLpyTu3aTopy ¢ NOMOLLbLIO CeTeBOro kabens

MeTon HacTpomnku

B npuBegeHHbIX HUXE MHCTPYKUMAX NpeanaralnTces YeTblpe cnocoba HacTpovikv annapaTta Brother gnga
paboTbl B 6ecnpoBogHon ceTeBon cpene. Boibepute cnocob, KOTOpLIA NpeanodYTUTENeH Ana Ballen
pabouewn cpefpbl.

B HacTtponka napameTpoB 6ecnpoBOAHON CETU C BPEMEHHbLIM MCNONb3oBaHMeM kabena USB
(pekomeHayeTcs)

Cwm. pasgen Hacmpolika napamempog 6ecripo8o0OHOl cemu ¢ 8peMeHHbIM UCIMONb308aHUeM Kabens
USB (pekomeHdyemcs) »>» cTp. 13.

B HacTpolka 6ecrnpoBOAHOro CoeaUHEHNS C MaHENN ynpaBreHns npu noMoLLmM Mactepa yCTaHOBKU

Cwm. pasgen Hacmpolka rnpu noMowu Mmacmepa ycmaHO8KU C naHesu ynpaesneHus annapama
>»>» cTp. 18.

B Hactponka 6ecnpoBogHon cetu “ogHUM Haxatmem” ¢ ncnonb3osaHmem WPS (Wi-Fi Protected Setup™)
unn AOSS™

Cwm. pasgen Hacmpolika oOHum Haxxamuem ripu nomowiu WPS (Wi-Fi Protected Setup) unu AOSS™
>»>» cTp. 27.

B HacTtponka 6ecnposogHoun cetu ¢ PIN-kogom ¢ nomowbio WPS
Cwm. pasgen Hacmpolika npu nomowiu PIN-koda ¢pyHkyuu WPS (Wi-Fi Protected Setup) »>» ctp. 29.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

MopknioyeHne K KOMNbIOTEPY, NoaaepXxMBaloLemy becnpoBoagHoe
coeauHeHue, B ceTn 6e3 ToOYKM GecnpoBOAHOro AocTyna/MmaplpyTusaropa
(pexum ad-hoc)

B ceTu aToro Tmna oTCyTCTBYET LieHTpanu3oBaHHas Todka 6ecnpoBogHoro gocryna/mapupyTtusatop. Bee
B6ecnpoBoaHbIe KNMeHTbl 0bMeHMBaloTCs AaHHbIMK HanpsMyto. Korga 6ecnposogHon annapat Brother (Baw
annapar) sSiBfsieTcs 4YacTbio TakoW CeTu, OH MPUHMMAaET BCe 3aaHUs nevyaTu HenocpeaCcTBEHHO C
KOoMnbloTepa, OTAPaBRAOLWEro JaHHble nevaTu.

1 BecnpoBogHoOM ceTeBOM annapart (Baw annapar)
2 KomnbloTep ¢ nogaepxKkon 6ecnpoBogHOro coeamHeHus

B pexume ad-hoc 6ecnpoBogHoe ceTeBoe NoaknYeHne ¢ ucnonb3osaHnem npogykros Windows Server®

He rapaHTupyeTcsa. MHCTpyKUMM NO HacTpownke annapaTa B pexume ad-hoc cm. B pasgene Hacmpolika e
pexume ad-hoc »>» ctp. 32.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTtpounka napameTpoB 6ecrnpoBOAHON Ce€TU C BPEMEHHbIM
ucrnosnb3oBaHmeM kabens USB (pekomeHayeTcA)

[nsa aToro cnocoba HacCTPONKM peKoMeHAyeTCa UCNONb30BaHNE KOMMbOTEPA, NOAKMIOYEHHOIO K
©ecnpoBoaHoON ceTw.

M

1

B

OXKHO yaareHHO HacTpOUTb annapaT C NOAKIMIYEHHOrO K CeTU KOMMbIOTEPA, Ucnonb3ys kabenbs USB (A) L

(O]

MapameTpbl 6eCcnpoBOAHON CETU Ha annapaTte MOXHO HaCTPOUTb, UCNonb3ys kabenb USB, BpeMeHHO NOACOeAMHEHHBIN K KOMMNbIOTEPY,
NOAKIIOYEHHOMY K NMPOBOAHOW Mnun 6ecnpoBOAHOM CEeTH.

AXHAA NHPOPMALIUA
Huxe npuBegeHbl MHCTPYKLMKM ANs YCTAaHOBKM annapaTa Brother B ceTeBon cpege npu nomoLum
nporpamMmMbl yCTaHOBKM Brother, 3anucaHHOM Ha KOMNAaKT-ANCKe, BXOASALEM B KOMMNIEKT NOCTaBKU
annaparTa.

Ecnu Ha annapaTte paHee 6binM HacTpoeHbl NapameTpbl 6ecnpoBOgHON ceTu, To Nepeq HOBOM
HacTporKon napameTpos 6ecnpoBogHON ceTn HeobxoamMmo copocuTh NpeabiayLie napameTpbl
nokanbHon ceTu.

NHcTpykumm no cbpocy napaMeTpoB NOKanbHOW CETU CM. B pasgene BoccmaHosneHue 3a800CKUX
Hacmpoek cemu »» cTp. 47.

Ecnu ucnonb3ayeTcs 6paHamayap OC Windows®, byHKUMA BpaHaMayapa aHTULLINMMOHCKMUX NPorpamMm 1nm
aHTUBUPYCHbIE NPUIOXEHNS, BPEMEHHO OTKIIOYUTE UX. YOEeANBLUNCH, YTO nevaTh BbINOMHAETCH, CHOBA
3anyctute 6paHamayap.

Bo Bpemsi HacTponkn Heob6xoaNMMo BpeMeHHO NoakmntoymnTb kabenb USB.
Mepen BbINONHEHMEM 3TOW YCTAaHOBKN HEOOGXOAMMO BbISACHUTL NapameTpbl 6ecnpoBOAHON ceTu.

Ecnu TpebyeTca nogkntounTb annapat Brother k ceTu, To nepen ycTaHOBKOM pekoMeHayeTcst 00paTUTbCs
K CUCTEMHOMY afMUHUCTpaTopPYy.

Ecnu B mapwipyTtusatope ucnonbayetcs wungposaHme WEP, BBeguTe KoY, UICNOMb30BaHHbLIN B
kauyecTtBe nepBoro knoya WEP. Annapat Brother nogaepkmsaeT MCNONb30BaHUE TOMBKO NEPBOro Kritoya
WEP.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

0 [o HacTponkun annapaTta pekoMeHayeTcs 3anucaTtb napameTpbl 6ecnpoBogHON ceTn. ATU AaHHbIE
noTpebyloTcs ANa NpoAoINKEHMS Npouecca HacTPOMKH.

HacTtpouka ansa yacTHon 6ecnpoBOAHON ceTH

Mpwn HacTpoike annapaTa Ang paboTtbl B HeGonbLon 6ecnpoBogHON ceTU, HAaNpMMep B AOMaLLHEN
cpege, 3annwute SSID n ceTeBOR Ktou.

Ecnu ncnonesyetcs Windows® XP unu ecnu ans nogknioyeHns KoMMbloTepa K Touke 6ecrnpoBOAHOro
JocTtyna/mapLupyTmnsaTtopy ucnonb3yeTtcs ceteBou kabenb, TO nepes NoakntoyeHmeM Heobxoanmo
y3HaTb SSID 1 ceTeBON koY To4kM BeCnpoBOAHOro AocTyna/MapLupytmusartopa.

Nmsa cetu: (SSID) CeTeBoOM KoY
Mpumep:

Nmsa cetu: (SSID) CeTeBoOM KoY

HELLO 12345678
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u

MFC-9340CDW)

HacTpoika ana kopnopatMBHOM 6ecnpoBO4HOMN CeTn

Mpn HacTpowke annapaTa ans paboTbl B 6€CnpoBOgHON CEeTU C noadep»kon ctaHgapTa IEEE 802.1x
3anumMTe MeToabl ayTeEHTUUKALMK N LUNPPOBAHMUS, MAEHTUAMKATOP NoNb3oBaTens 1 naporsib.

Nmsa cetu: (SSID)

Pexxum obmeHa gaHHbiMu | MeTtoa ayTeHTUdMKaumm Pexunm UpeHtucpukartop | Maponb
wucppoBaHus nonb3oBarens
UHdpacTpykTypa LEAP CKIP
EAP-FAST/HET AES
TKIP
EAP-FAST/MS-CHAPv2 AES
TKIP
EAP-FAST/GTC AES
TKIP
PEAP/MS-CHAPV2 AES
TKIP
PEAP/GTC AES
TKIP
EAP-TTLS/CHAP AES
TKIP
EAP-TTLS/MS-CHAP AES
TKIP
EAP-TTLS/MS-CHAPV2 AES
TKIP
EAP-TTLS/PAP AES
TKIP
EAP-TLS AES —
TKIP —
Mpumep:
Umsa cetu: (SSID)
HELLO
Pexxum obmeHa gaHHbiMu | MeTtoa ayteHTUdMKaumum Pexunm UpeHtucpukartop | Maponb
wucppoBaHusA nonb3oBarens
WHppacTpykTypa EAP-FAST/MS-CHAPv2 AES Brother 12345678
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

NMPUMEYAHUE

» Ecnu BbINOMNHSETCS HAacCTpoWKa annapaTa, ucnonbeaytowlero ayteHtudgukaumo EAP-TLS, Heobxoaumo
YyCTaHOBUTb cepTUMKaT KNMeHTa, BblaaHHbIn LIC (LeHTpom cepTudukaumm), nepes Havyanom HacTPOMKU.
[na nonyyeHna nHgopmaumm o ceptudpmkate knmeHTa obpaTutech K agMuHucTpaTopy cetu. Ecnu
ycTaHoBneHo 6onee ogHOro ceptudukarta, pekomeHayeTcd 3anncaTtb UMsi cepTudmkara, kotopbin dyaet
ncnonb3oBaTtbcd. [Ana nonyyeHnsa JONoNHUTENbHOW MHpopmaumm 06 ycTaHOBKe cepTudmkarta cum.
pasgen Mcrionb3osaHue cepmughukamos 0151 obecriedyeHuss besonacHocmu arnnapama »» cTp. 86.

e Ecnu Ha annapaTe ncnonb3yeTcs cTaHAapTHOE MMSA cepTudumKaTa cepBepa, peKoMeHayeTcs 3anmcaTb
cTaHAapTHOe UMs 10 HaYana HacTponku. [na nonyyYyeHust MHdopMauum o cTaHaapTHOM UMEHM
cepTudukaTta cepepa obpaTutecb kK aoMUHUCTPATOPY CETH.

9 Bkntounte KOMMbOTEP N BCTaBbTE KOMMNAKT-AUCK C nporpaMM0|7| yCTaHOBKM B AUCKOBOA A1A
KOMMaKT-ANCKOB.

(Ansa Windows®)
1 AsTOMaTMyecku oTobparkaeTcst HayYanbHbIA 3KpaH.

Ecnu oTkpbiBaeTca guanoroBoe okHO BbiGopa Moaenu, Bolbepute COOTBETCTBYIOLLYIO MOAESb
ycTpouncTtea. Ecnu oTkpoeTca akpaH Bblbopa si3bika, BeibepuTte Tpebyemblin A3biK.

2 OTKkpblBaeTCH rmaBHOE MEHIO KOMNakT-gucka. Haxmute YetaHoButb MFL-Pro Suite, 3atem
HaxxmuTe [la, ecnv npyHMMaeTe NUUEH3NOHHbIe cornalleHnd. Cnegynte MHCTPYKUUAM Ha SKpaHe.

NMPUMEYAHUE

» Ecnu okHo Brother He nosiBunock aBToMmatnyecku, Bolibepute Komnbrotep (Mo komnbroTtep). (Ons

Windows® 8: HaxmMuUTe 3HaYOK (MpoBoaHMK) B NaHenu 3agad, 3atem Bbibepute KomnbroTtep.)
[Baxapbl WenkHUTE 3HAa4Y0K NPMBOAA KOMMAKT-OUCKOB, 3aTeM ABaXabl LenkHuTe start.exe.

» Ecnu oto6paxaetcs akpaH KOHTpOnb y4eTHbIX 3anucen nonb3oBaTenen,
(Windows Vista®) HaxmuTe PaspewmTs.
(Windows® 7/Windows® 8) HaxmuTe [a.

3 BbibepuTte BecnpoBogHoe ceTeBOe NoAKMIOYEHMe, 3aTeM HaxmuTe [anee.

4 Bbibepute napameTtp 6paHamMayapa Ha akpaHe OBbHapyxeH 6paHaMayap/aHTUBUPYCHas
nporpamma, a 3atem Haxmute [lanee.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

(Ana Macintosh)

1 AsTOMaTMyecku oTobparkaeTcsl HayanbHbIA 3kpaH. Haxmute Start Here OSX (3anyck OSX).
Bbibepute annapat n HaxmuTe Oanee.

2 Bbibepute BecnpoBogHoe ceTeBOe NOAKMIOYEHMe, a 3aTeM HaxmuTe Janee.
0 Boibepute Oa, y MeHs1 ecTb USB-kabenb AnA BbINOJIHEHUA YCTAHOBKMU., a 3aTeM HaxmuTe [anee.

0 BbINONHUTE MHCTPYKLMM Ha 3KpaHe, YTOObl HACTPOUTL NapameTpbl 6eCNPOBOAHON CETMU.

NMPUMEYAHUE
* pu oToBparkeHUn gruanoroBoro okHa [ocTynHbie 6eCNpPoBOAHbLIE CETU, ECNN B HACTPONKAX TOUKM
[0oCTyna paccbinka naeHtngukatopa SSID 3anpelleHa, MOXHO BPYYHYIO BKIIOYUTL ee, HaxaB KHOMKY
HDononHutenbHo. Beeaute Uma (SSID) B cCOOTBETCTBUUN C MHCTPYKUUAMMU, OTOOpaKaeMbIMU Ha SKpaHe.

* Npu oToBpakeHUM ManoroBoro okHa, uHdopmupytoLero o cboe HacTponku 6ecnpoBogHON CETH,
HaxxmuTe kHonky MoBTOPUTL U NOBTOPUTE MOMbITKY.

@ Mo 3aBepLUEHMU HACTPOMKM NapaMeTpPoB 6eCnpoBOAHON CBA3U MOXHO NEepenTn K yCTaHOBKe
ApanBepoB M NporpamMmMHOro obecneyeHusi, Heo6xoanMMbIX AnNa paboTbl ¢ annapaToMm.
Haxmute “[anee” B AManoroBoM OkHe YCTaHOBKMU U ClieAynUTe MHCTPYKLMAM Ha 3KpaHe.

17



HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTpoWka npu nomoLwm macTepa yCTaHOBKU C NMaHenu
ynpaBrieHusl annapara

[na HacTporkn napameTpoB 6ecnpoBOgHOM CETU MOXHO UCMONb30BaTh NaHenb ynpasneHus annapara.
Mcnonb3ysa pyHKUMIO NaHenn ynpaBneHnsa Macrep ycT- k1, MOXHO NErko NoAkniouMTb annapat Brother k
b6ecnpoBogHou ceTu. Nepea BbLINONMHEHMEM 3TOM YCTAaHOBKM HEOGXOAMMO BbIACHUTL NapameTpbl
6ecnpoBogHOM ceTu.

BAXHAA NHOOPMALIUA

» Ecnu Ha annapaTe paHee 6binn HacTpoeHbl NapameTpbl 6ecnpoBOAHON ceTu, TO Nepes HOBOW
HacTpouKon napameTpoB 6ecrnpoBogHON ceTn HeobxoamMmo copocuTh NpeablayLie napameTpbl
nokarnbHoOMn ceTu.

NHcTpykuum no cbpocy napaMeTpoB NOKanbHOW CETU CM. B pasgene BoccmaHosneHue 3a800CKUX
Hacmpoek cemu »» cTp. 47.

* Ecnn B maplwpyTtusaTtope ncnons3yetcsa wudposaHne WEP, BBeguTe kniod, UCNONbL30BAHHLIN B
kayecTtBe nepsoro knova WEP. Annapart Brother nogaepxvmBaeT MCNoONb30BaHUE TOMbKO NEPBOro Kritoya
WEP.

B [Npu HacTpolike annaparta ans paboTsbl B HeOonbLIOW 6ecnpoBOAHON CETU, HAaNpuMep B AOMaLLHEN
cpege:

» [1ns HacTpovikn paboTel annapaTta B cyLlecTBytoLern 6ecnpoBogHON ceTu ¢ NOMOoLLbo SSID u
CeTeBOro kritoya (ecnu TpebyeTtcsa) cM. Hacmpolika 8pyyHyro ¢ naHenu ynpasneHus »» ctp. 19.

» Ecnu B HacTpowkax Touku 6ecnpoBo4HOro gocTtyna/mapLupytmsatopa paccbiiika umenun SSID
3anpelLleHa, cM. pasgen Hacmpolka annapama, ecnu paccbirika SSID omkrnodyeHa »» cTp. 21.

* [Mpn HacTponke annapaTa B pexume ad-hoc cm. Hacmpolika 8 pexume ad-hoc »» ctp. 32.

B Ecnu annapart HacTpanBaeTcs ans paboTbl B 6ecnpoBogHON ceTu, nogaepxusatowen ctaHgapTt IEEE
802.1x, cMm. pasgen Hacmpolka annapama 0ns pabomesi 8 KopriopamugHol b6ecripogodHoul cemu
>»>» cTp. 23.

B Ecnu Touka 6ecnpoBogHoro gocrtyna/mapwpytusatop nogaepxusaet WPS unu AOSS™, cm.
Hacmpotika odHum Haxxamuem ripu nomowu WPS (Wi-Fi Protected Setup) unu AOSS™ »>» cTp. 27.

B [Mpn HacTpowke annapaTa ¢ nomoLwbio pyHkuun WPS (PIN-kog) cm. Hacmpolika npu nomowu PIN-koda
yHkyuu WPS (Wi-Fi Protected Setup) »» cTp. 29.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTtpouka Bpy4HylO C naHenu ynpaBrieHUsA

0 [o HacTpomkun annapaTta pekoMeHayeTcs 3anucaTtb napameTpbl 6ecnpoBogHON ceTn. ATU AaHHbIE
noTpebyloTcs ANa NpoAoINKEHMS Npouecca HacTPOMKH.
MpoBepbTe M 3anuwnTe TekyLme napameTpbl 6ecnpoBogHON CETU.

Nmsa cetu: (SSID) CeTeBoOM KoM
Mpumep:

Umsa cetu: (SSID) CeTeBoOM Kntou

HELLO 12345678

NMPUMEYAHUE

* Ecnn B mapwpyTtusaTtope ncnonb3syetcs wmgposaHne WEP, BBeguTe kniod, UCMONbL30BAHHLIN B
kaudecTtBe nepBoro knoya WEP. Annapart Brother nogaepxmsaeT MCNONb30BaHUE TOMbKO NEPBOro Kritoya
WEP.

» Ecnu kHonka g oTobpaxkaeTcsa B NpaBOM BEPXHEM Yrily CEHCOPHOro aKpaHa, MOXHO BbINOMHUTb
HacTpoWkn 6ecnpoBOAHOM CBA3M NyTEM HaxaTus Ha KHonky. MepenanTe k wary @.

9 Haxmunte .

0 Haxxmute Cers.
o Haxmute Becnposon. cerTs.

@ MpoBeauTe Nanbuem BBEPX UMK BHU3, MO0 HaxxmuTe A unm Y. 4yTobbl 0TOOPa3nTb MacTep ycT- K.
Haxmnte Mactep ycr- xu.

@ Mpn oTobpaxeHnn coobLLEHNS BrIoUunTsE GECOPOBOOHYI CETh? HAXMUTE Ja ANA NnoaTBEPXAEeHUs.
3anyckaeTcs MacTep HacTpOnKn 6ecnpoBO4HOM CETMW.
[ns oTMeHbl HaXMUTE Her.

o Annapart BbINONHUT NOUCK AOCTYMHbIX naeHTudgunkatopos SSID. Ecnu oTobpaxkaeTcst CANCOK
ngeHtudgukatopos SSID, npu nomowm A nnu ¥ Beibepute ngeHtndukatop SSID, 3anncaHHbIn B
nyHkte @. Haxmute OK.

BbinonHuTe ogHO 13 cnefylowmx 0eiCTBUN:

B [Tpy ncnonb3oBaHUM MeToda ayTeHTUdUKaunm n wndposaHus, TpebyloLero ceTeBoro Knwoya,
nepenauTe K wary @.

B Ecnv MeToaoM ayTeHTUdMKaLmmM ABNSETCA OTKPbITasi CUCTEMA, @ PEXUM LN POBAHUS BbIKITIOYEH,
nepenguTe K wary (.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

B Ecnun Touka 6ecnpoBogHoro goctyna/maplipytusatop nogaepxusaetr WPS, otobpaxaeTtcs
OnarnoroBoe OKHO BeibpaHHas Touka pocTynal mapmpyTtusaTop noamepxusaer WPS.
UcnonbpsosaTe WPS?. [Ina noakntoyYeHms annapaTa ¢ NOMOLLbIO aBTOMaTM4YeCcKoro 6ecnpoBogHOro
pexuma, HaxmuTe Tla. (Ecnu Bbl Haxkanu Her ( Bpyunywn) , nepenaute k wary @ v sBBegnte
ceteBon kntoy.) Koraga otobpasutca coobuieHne Sanycrure WPS Ha 6ecnpoBOIHONM TOUKE
nocrynal MapmpyTusarope m Haxmure [ Jlasee] ., HaxXMuTe kHonky WPS Ha Touke
GecnpoBoAHOro AocTyna/mapLupyTu3aTope, 3aTeM HaxmuTe asnee. MNepengute K wary @.

@ BBeauTe ceTeBON KoY, 3anucaHHbli B nyHkTe @. (MHdopmaumsa o BBoae Tekcta: »»PykoBoacTBo Mo
ObICTPOV YCTaHOBKE.)
Haxmnte OK.
Ecnu BBeaeHbl BCe CMMBOIbI, HAOXXKMUTE KHOMKY a Ans npumeHeHns napameTpos. NepenanTte K wary

@ YCTponCcTBO NpeanpmMmMeT NonbITKY NOOKOYUTLCA K 6eCNPOBOAHON CETU, UCMOMb3YHa BBEOEHHYIO
MHOpMaUUIO.

@ Mpn ycnewHom nogkrtoyeHun 6ecnpoBogHOro annaparta Ha gucnnee otobpasnTtca coobLleHune
[TogkJIYeHO.
Annapat pacnedataeT OT4YeT O COCTosAHNKN BecnpoBogHoW ceTu. Ecnn nponcxogunTt cbo coeanHeHus,
npoBepbTe Ko oWnbKM B Hane4aTaHHOM otyeTe. (»»PykoBoacTBo no GbICTpon ycTaHOBKE:!
YcmpaHeHue HeucrnpagHocmedl.)

Q (Ansa Windows®)

Ha aTom HacTpoika 6ecnpoBoaHOM ceTu 3aBepLueHa. Ecnu TpebyeTcsa npoaomxknTb
yCTaHOBKY ApavBepPOB U NPOrpaMMHOro obecne4yeHms, Heo6xoAMMbIX AnNA paboTbl ¢
YCTPOMCTBOM, BbIGepUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
YCTaHOBKY AipavBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6xoANMbIX AnA paboTbl ¢
YyCTPOMCTBOM, BbIGepuTe B MEHIO KOMMNaKT-AUcKa nyHKT Start Here OSX (3anyck OSX).
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTtpouka annaparta, ecnu paccbifnika SSID oTknroyeHa

0 [lo HacTpolku annaparta pekoMeHayeTcs 3anMcaTb NapaMeTpbl 6ecnpoBogHOM CeTU. QTN AaHHble
noTpebyloTcs ANa NpoAoINKEHMS Npouecca HacTPOMKH.
MpoBepbTe M 3anuwnTe TekyLme napameTpbl 6ecnpoBogHON CETU.

Nmsa cetu: (SSID)

Pexxum obmeHa aaHHbIMU | MeTop ayTeHTUdmnkauum | Pexxum wuncpoBaHus CeTeBOWM Kniou
WHppacTpykTypa OTkpbITas cuctema HET —
WEP
O6wwmn knoY WEP
WPA/WPA2-PSK AES
TKIP !

1 Pexum TKIP nogaepxusaetcsa Tonbko ansg WPA-PSK.

Mpumep:

Umsa cetu: (SSID)
HELLO

Pexxum obmeHa gaHHbiMu | MeTtoa ayTeHTudukauum | Pexum wudpoBaHus CeTeBOM Kniou4
WHppacTpykTypa WPA2-PSK AES 12345678

NMPUMEYAHUE

Ecnu B mapwipyTtumsatope ucnonbayetcs wungposaHme WEP, BBeguTe KoY, UICNOMb30BaHHbLIN B
kauyecTtBe nepBoro knovya WEP. Annapat Brother nogaepkmsaeT MCNONb30BaHUE TOMBKO NEPBOro Kritoya

WEP.

Haxmute .

HaxmuTe Cers.
Haxmnte Becnposon. ceThb.

MpoBeauTe Nanbuem BBEPX UMK BHU3, NGO HaxxmuTe A unm Y. 4Tobbl 0TOOPa3nTb MacTep yCT- K.
Haxmnte Macrtep ycr- xu.

@ 06000

Mpn oTobpakeHnn coobLLEHNS BrIoUunTE GECOPOBOOHYI CeTh? HAXMUTE Ja ANA NnoaTBEPXAEeHUs.
3anyckaeTcs MacTep HacTPONKN 6GecnpoBO4HOM CETMW.
[ns oTMeHbl HaXMUTE Her.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

o YCTPOWCTBO BLINOSTHAET MOUCK CETU U OTOBpaxkaeT cnMcoK AocTynHbIX SSID. Beibepute
<Hosemt SSI D>, ncnonb3ya knasuily A nnm V.
Haxmnte OK.

@ Beegute ums SSID. (MHdopmaumsa o BBoae Tekcta: »»PykoBoAcTBO No 6bICTPON yCTaHOBKE.)
Haxmnte OK.

@ Mpn nosiBNeHnn cooTBETCTBYIOLLETNO 3anpoca HaXMUTE VHbdpacTpyKkTypa.

@ HaxmuTe Ha akpaHe BbIGpaHHbIA cnocob ayTeHTudukaumu.
BbinonHuTe ogHO 13 cnefylowmx 0eiCTBUN:
Ecnu BbIGpaH NyHKT OrxpuTrasa cucrema, Nnepengute kK wary @.
Ecnu BbIGpaH NyHKT 06wt xsuou, Nepengute K wary @.
Ecnu BoiGpaH nyHkT WPA/ WPA2- PSK, nepenagunte Kk wary @.

e

HaxmuTe Ha akpaHe BbIGpaHHbIN TN WngpoBaHmsa Het nnu VEP.
BbinonHuTe ogHO M3 cneayowmx 4encTBumn:

Ecnu BbiGpaH NyHKT Her, nepengute K wary @.

Ecnu BbiGpaH nyHkT VEEP, nepengute K wary @.

Beegute kntovy WEP, 3anucaHHbin B ware @. Haxmute OK. Mepengute k wary @. (MHdopmaums o
BBOAE TekcTa: »»PykoBoAcTBO MO BGbLICTPOM YCTAHOBKE.)

HaxxmuTe Ha akpaHe BbiOpaHHbIn Tun wudgposarHuns TKI P unn AES. MepengnTe Kk wary @.

Beegute kntovy WPA, 3anucaHHbin B ware @. Haxmute OK. Mepengute k wary @. (MHdopmaums o
BBOAE TekcTa: »»PykoBoAcTBO Mo BGbLICTPOM YCTAHOBKE.)

® 8060 &

UTto6bl NPUMEHUTb BbIOpaHHbIE NapameTpbl, HAXXMUTE Ia. [Ans OTMEeHbl HaXXMUTe Her.
BbinonHuTe oaHO 13 cnefylowmx 0eiCTBUN:

Ecnu BbiGpaH NyHKT Tla, nepengute k wary @.

Ecnu BbiGpaH NyHKT Her, BEPHUTECH K LWary @.

Annapart nonbiTaeTcs BbIMNOMHUTL NOAKINIOYEHNE K BbIBpaHHON GecrnpoBogHON CEeTW.

(=5

Mpwn ycnewHom nogkrntoyeHun 6ecnpoBogHOro annaparta Ha gucnnee otobpasnTtca coobLleHune
[IOOKJIIUEHO.

Annapat pacnedataeT OT4YeT O COCTOsAHUKN BecnpoBogHow ceTu. Ecnn nponcxognTt cbo coeanHeHus,

npoBepbTe Ko oWnbKM B Hane4aTaHHOM otyeTe. (»>»PykoBoacTBo no GbICTpON yCTaHOBKE:!
YcmpaHeHue HeucrnpagHocmedl.)

@ (Ana Wi ndows®)

Ha aTom HacTpoika 6ecnpoBogHOM ceTu 3aBeplueHa. Ecnu TpebyeTca npoaomxknTb
yCTaHOBKY ApavBepPOB U NPOrpamMMHOro obecne4yeHms, Heo6xoAMMbIX AnA paboTbl ¢
YCTPOMCTBOM, BbIGepUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
YCTaHOBKY AipavBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6xoANMbIX AnNA paboTbl ¢
YyCTPONCTBOM, BbiGepuTe B MEHIO KOMMNaKT-Aucka nyHKT Start Here OSX (3anyck OSX).
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u

MFC-9340CDW)

HacTtpounka annapara ansa paboTtbl B KOpnopaTuBHoOu 6ecnpoBOogHON CeTU

0 [lo HacTpolku annaparta pekoMeHayeTcs 3anMcaTb NapaMeTpbl 6ecnpoBogHOM CeTU. QTN AaHHble
noTpedylTca Ansa NpoaosHKeHMst Npouecca HaCTPOMKM.

MpoBepbTe K 3anuwnTe TekyLme napameTpbl 6ecnpoBogHON CETU.

Umsa cetu: (SSID)

Pexxum obmeHa gaHHbiMu | MeTtoa ayteHTUdMKaumum Pexunm UpeHtucpukartop | Maponb
wucpoBaHusA nonb3oBarens
UHdpacTpykTypa LEAP CKIP
EAP-FAST/HET AES
TKIP
EAP-FAST/MS-CHAPVv2 AES
TKIP
EAP-FAST/GTC AES
TKIP
PEAP/MS-CHAPV2 AES
TKIP
PEAP/GTC AES
TKIP
EAP-TTLS/CHAP AES
TKIP
EAP-TTLS/MS-CHAP AES
TKIP
EAP-TTLS/MS-CHAPV2 AES
TKIP
EAP-TTLS/PAP AES
TKIP
EAP-TLS AES —
TKIP —
Mpumep:
Nmsa cetu: (SSID)
HELLO
Pexxum obmeHa gaHHbiMu | MeToa ayteHTUdMKaumm Pexunm UpeHtucpukartop | Maponb
wucppoBaHusA nonb3oBarens
WHppacTpykTypa EAP-FAST/MS-CHAPv2 AES Brother 12345678
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

NMPUMEYAHUE

» Ecnu BbINOMNHSETCS HAacCTpoWKa annapaTa, ucnonbeaytowlero ayteHtudgukaumo EAP-TLS, Heobxoaumo
YyCTaHOBUTb cepTUMKaT KNMeHTa, BblaaHHbIn LIC (LeHTpom cepTudukaumm), nepes Havyanom HacTPOMKU.
[na nonyyeHna nHgopmaumm o ceptudpmkate knmeHTa obpaTutech K agMuHucTpaTopy cetu. Ecnu
ycTaHoBneHo 6onee ogHOro ceptudukarta, pekomeHayeTcd 3anncaTtb UMsi cepTudmkara, kotopbin dyaet
ncnonb3oBaTtbc4. [1na nonyvyeHus nHdopmauum ob yctaHoBKe cepTudukaTa cM. pasgen VMcrnonb3oeaHue
cepmucbukamos 0nisi obecriedeHuss 6ezonacHocmu arnnapama »» ctp. 86.

e Ecnu Ha annapaTe ncnonb3yeTcs cTaHOapTHOE MMSA cepTudumKaTa cepBepa, peKoMeHayeTcs 3anmcaTb
cTaHAapTHOe UMs 10 HaYana HacTporku. [na nonyyYyeHust MHdopMauum o cTaHaapTHOM UMEHM
cepTudukaTta cepepa obpaTutTecb kK aoMUHUCTPATOPY CETH.

9 Haxmunte .

0 Haxxmute Cers.
o Haxmute Becnposozn. cerTs.

@ MpoBeauTe Nanbuem BBEPX UK BHU3, MO0 HaxxmuTe A unm Y. 4yTobbl 0TOOPa3nTb MacTep ycT- K.
Haxmnte Mactep ycr- xu.

@ Mpn oTobpakeHnn coobLLEHNS BrIounTsE GECOPOBOOHYI CeTh? HAXMUTE Ja ANA NnoaTBEepXAeHus.
3anyckaeTcs MacTep HacTPONKN 6GecnpoBO4HOM CETMW.
[ns oTMeHbl HaXMUTE Her.

o Annapart BbINONHAET NOUCK ceTn 1 oTobpakaeT cnMcoK A0CTynHbIX SSID.
B cnuncke gomkeH NpucyTCTBOBAaThL 3anncaHHbIn paHee nageHtudgukarop SSID. Ecnu obHapykeHo
HEeCKONnbKO ceTen, NpoBeanTe nanbLEeM no 3KpaHy BBEPX UNu BHU3, MO0 HaxmuTe A unm Y, 4ytobsbl
BblOpaTth ceTb. Mepenaute k wary @. Haxmure OK.
Ecnun B Touke gocTyna oTkno4veHa paccblfka ngeHtudukatopa SSID, Heobxoanmo Bpy4YHyto [O6aBUTL
Tpebyemoe umsa SSID. MNepenanTe Kk wary @.

MpoBeguTe nanbueM BBEPX UMK BHU3, MO0 HaxkmuTe A unn ¥, 4ytobbl BbiOpaTh <Hoeent SSI D>.
Haxxmnte OK.
Mepengute k wary @.

Beegute ums SSID. (MHdopmaumsa o BBoae Tekcta: »»PykoBoAcTBO No GbICTPON yCTaHOBKE.)
Haxmunte OK. MNepengute k wary @.

Bbibepute MudpacrpyxTypa, KOraa NnosiBUTCS COOTBETCTBYIOLLEE COOOLLEHME.

ee 6 O

Bbibepute cnocob ayTeHTUmKaumm ¢ noMoLLbio KHOMoK A n V.
BbinonHuTe ogHO 13 cnefylowmx 0eiCTBUN:

Ecnu BbiGpaH nyHkT LEAP, nepenanTe Kk wary @.

Ecnu BbiGpaH nyHkT EAP- FAST, nepengute k wary @.

Ecnu BbiGpaH nyHkT PEAP, nepenguTte k wary @.

Ecnu BbiGpaH nyHkT EAP- TTLS, nepengute k wary @.

Ecnu BbiGpaH nyHKT EAP- TLS, nepengute K wary @®.

@ Bbibepute cnocob BHyTpeHHeln ayTeHTUmkaumm NONE, CHAP, MS- CHAP, MS- CHAPv 2, GTC unu PAP.
Mepengute k wary @.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

NMPUMEYAHUE

B 3aBucMMoCTM OT MeToda ayTeHTUdUKaLUM MOXHO BblBpaTb pasnuyHbie MeTodbl BHYTPEHHEN
ayTeHTuduUKaLmK.

@ Bbibepute T1n wndposanna TKI P unu AES.
BbinonHuTe oaHO 13 cnefylowmx 0eiCTBUR:
Ecnu metogom ayteHTMduKkaumm sensetca EAP-TLS, nepengute k wary @.
Mpwn ncnonb3oBaHMM APYrMX METOAOB ayTeHTUdUKaUMM nepenanTe K wary .

@ Ha annapaTe oTo6pa3uTca CNMCOK AOCTYMHbIX cepTudmnkaToB knueHTa. Belbepute ceptudukat n
nepenauTe K wary .

@ Bbibepute metoa nposepku nognuHHoctM No Veri fi cati on, CAvnn CA + Server |D.
BbinonHuTe ogHO 13 cnegylowmx 0eiCTBUN:
Ecnu BbiGpaH nyHkT CA + Server | D, nepengute K wary .
Ecnu BeiGpaHo apyroe 3HaveHue, nepengute K wary @.

NMPUMEYAHUE

Ecnu B annapart He 6bi1 BINOSAIHEH UMNOPT cepTudmkaTa L|C, otobpasunTtca cooblieHne
No Verification. [Qna nony4yeHma nHgpopmaumm 0 BbiNnofHEHUU umnopTa ceptucdukaTa LIC cm.

pasgen Mcrionb3osaHue cepmughukamos 0151 obecrnieyeHust besonacHocmu annapama »» cTp. 86.

@ Beegute ugeHtudukatop cepeepa. (MHdopmaums o BBoge TekcTa: »»PykoBoacTBo no GuicTpom
yCTaHOBKeE.)
Haxmunte OK. MNepengute Kk wary @.

@ Beeaute naeHtndukaTop nonb3oBaTens, 3anMcaHHbiv B ware @. Haxmute OK. (MHdopmauus o BBoae

TekcTa: »»PykoBOACTBO MO ObICTPOW yCTaHOBKeE.)

BbinonHnTe 0gHO U3 cneayowmx 4encTBUn:

Ecnu metogom ayteHTudmnkaunm senaetcs EAP-TLS, nepenante k wary @.
Mpun ncnonb3oBaHWM APYrMX METOAOB ayTeHTUdMKaunm nepenaute k wary @.

BeBeauTe naponb, 3anvcaHHbiv B Wwiare @. Haxmute OK. Mepengute k wary @.

® 6

YToObl NPUMEHUTL HACTPONKK, BbibepuTe a. [na oTMeHbl BoibepuTe Her.
BbinonHuTe oaHO 13 cnefylowmx 0eiCTBUN:

Ecnu BbiGpaH NyHKT Tla, nepengute Kk wary €.

Ecnu BbiGpaH NyHKT Her, BEPHUTECH K LWary @.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

@ Annapart nonbiTaeTcs BbIMNOMHUTL NOAKMIOYEHNE K BbIBpaHHOW GecrnpoBogHON CEeTW.

@ Mpwu ycnewHom noakntoveHUn 6ecnpoBoaHOro annapara Ha gucnee otobpasnTca cooblleHne
[IOOKJIIUEHO.

Annapat pacnedataeT OT4YeT O COCTOsAHNKN BecnpoBogHow ceTu. Ecnun nponcxognTt cbo coeanHeHus,

npoBepbTe Ko oWwnbKkn B Hane4aTaHHOM otyeTe. (»»PykoBoacTBo no GbICTpoOn ycTaHOBKE:!
YcmpaHeHue HeucrnpagsHocmedl.)

@ (Ansa Windows®)

Ha aTom HacTpoika 6ecnpoBoaHOM ceTu 3aBeplueHa. Ecnu TpebyeTcsa npoaomxknTb
yCTaHOBKY ApavBepPOB U NPOrpamMMHOro obecne4yeHms, Heo6xoAMMbIX AnNA paboTbl ¢
YCTPOMCTBOM, BbIOepUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomknTb
YCTaHOBKY AipaBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6XxoANMbIX AnA paboTbl ¢
YyCTPOMCTBOM, BbIOepuTe B MEHIO KOMMNaKT-AUcKa nyHKT Start Here OSX (3anyck OSX).
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTtpowka ogHum Haxxatuem npu nomowm WPS (Wi-Fi
Protected Setup) nnu AOSS™

Ecnun Touka 6ecnpoBogHoro goctyna/mapupytusaTop (A) nogaepxunsaet dyHkumo WPS (PBC Y unu
AOSS™, To Ang HacCTPoOWKM NnapameTpoB 6ecnpoBOAHON CETU MOXHO UCNonb3oBaTh yHKUnio WPS nnu
AOSS™ B MeHI0 NaHenu ynpasneHuns.

1 Metog PBC (Push Button Configuration)

BAXHAA UHOOPMALIUA

« Ecnu tpebyeTcs noakntountb annapat Brother k ceTu, To nepen yCcTaHOBKOW pekoMeHayeTcs o6paTnuTbes
K cMcTeMHoMy agMmuHucTpatopy. Mepen BbINONHEHWEM 3TOM YCTAaHOBKM HEO6XOAUMO BbISICHUTDL
napameTpbl 6ecnpoBOAHOMN CETH!.

» Ecnu Ha annapaTe paHee Obinn HacTpoeHbl NapameTpbl 6ecnpoBOAHON CeTU, TO Nepes HOBOW
HacTpouKkon napameTpoB 6ecrnpoBogHON ceTn HeobxoamMmo copocuTh NpeabiayLie napameTpbl
nokanbHoOWn ceTu.

NHcTpyKkuum no cbpocy napaMeTpoB NoKanbHOW CETU CM. B pasgene BoccmaHosneHue 3a800CKUX
Hacmpoek cemu »» cTp. 47.

0 Haxmunte .
9 Haxxmute Cers.

Haxmnte Becnposon. ceThb.

Haxxmnte WPS/ ACSS.

Mpn oToBpakeHnn coobLLEHNS BrIoUunTE GECOPOBOOHYI CETh? HAXMUTE Ja ANA NnoaTBEpXAeHus.
3anyckaeTcsa MmacTep HacTponkn 6ecnpoBogHON ceTu.
[ns oTMeHbl HaXMUTE Her.

0 MpoBeauTe nanbLem BBEPX UMM BHU3, MU0 HaxXxMuTe A unmn V. 4tobbl oTobpasnte WPS/ ACSS.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

@ Mpn oTobOpaxkeHnn guanoroeoro okHa 3anycture WPS mnm AOSS Ha GecnpoBOOHONM TOUKE
nocrynal mapmpyTtuzarope n Haxmure [ OK]. Ha CEHCOPHOM 3KpaHe HaxmuTe kHonky WPS vnu
AOSS™ Ha To4ke B6ecnpoBogHoOro goctyna/mapupytusarope. MIHCTpyKUumn cM. B pyKOBOACTBE
nonb3oBaTens To4kn 6ecnpoBOAHOrO AOCTYNa UM MapLupyTusaTopa.
3atem HaxmuTe OK; NpM 9TOM YCTPOMCTBO BbINOMHUT aBToOMaTmMyeckoe pacno3HaBaHue pexuma (WPS
unn AOSS™), ncnonb3yemoro 6ecnpoBoAHON TOUKON AOCTyna/MapLpyTM3aToOpoMm, 1 NonbiTaeTcs
NoaKNIYNTECH K 6eCnpOBO4HOM CETH.

o Mpn ycnewHom nogkrtoyeHun 6ecnpoBogHOro annaparta Ha gucnnee otobpasnTtca coobLleHune
[IoOgkJIYeHO.
Annapat pacnedataeT OT4YeT O COCTOsAHNKN BecnpoBogHow ceTu. Ecnn nponcxognTt cbo coeanHeHus,
npoBepbTe Ko oWnbKM B Hane4aTaHHOM otyeTe. (»>»PykoBoacTBo no GbICTpON yCTaHOBKE:
YcmpaHeHue HeucrnpagsHocmedl.)

@ (Ansa Windows®)

Ha aTom HacTpoika 6ecnpoBoaHOM ceTu 3aBeplueHa. Ecnu TpebyeTcsa npoaomxknTb
yCTaHOBKY ApavBepPOB 1 NPOrpaMMHOro obecne4yeHms, Heo6xoAMMbIX AnNA paboTbl ¢
YCTPOMCTBOM, BbIGepuUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
YCTaHOBKY AipavBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6xoANMbIX AnA paboTbl ¢
YyCTPOMCTBOM, BbIOepuTe B MEHIO KOMMNaKT-AUcKa NnyHKT Start Here OSX (3anyck OSX).
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

HacTtpowka npu nomowm PIN-koga cpyHkumm WPS (Wi-Fi
Protected Setup)

[aHHbIV annapaTt MOXHO Nerko HacTpouTb, ecnu Todka 6ecnpoBogHOro AocTyna/mapLupyTusaTop
nogaepxueaet pyHkumio WPS (metog PIN-koga). MeTtog PIN-koga — 3T0 04MH U3 METOA0B NOAKNHOYEHNS,

paspaboTaHHbI koMnaHnen Wi-Fi Alliance®. Beegs PIN-kog, co3faHHbIi peructpmpyembim (BaLlnm)
annapaTom B perncrpatope (ycTponcTee, ynpasnstowem 6ecnpoBogHON NoKanbHOW CETbIO), MOXHO
HacTpouTb napameTpbl 6ecnpoBogHon ceTn u 6esonacHocTn. MHCTpyKumn no goctyny K pexumy WPS cm. B
pYKOBOACTBE NOMb30BaTens, npunaraemMom K Touke 6ecnpoBO4HOro AoCTyna/MapLupyTm3aTopy.

B [MoakntoyeHue, Npu KOTOPOM Todka GecnpoBoaHOro gocTyna/mapLupyTmsatop (A) 0o4HOBPEMEHHO

SIBNSIETCS PETUCTPATOpPOM L.

B MoaknioueHne, Npu KOTOPOM B KAYeCTBEe perncTpaTopa * ucnonbayeTcst Apyroe ycTponcteo (C)
(Hanpumep, KOMNbIOTEP).

1 Pernctpatop — 310 yCTPOMCTBO, ynpaBnsioLee 6€cnpoBOgHON NIOKanbHON CEThIO.

NMPUMEYAHUE

Ha maplpyTnsatopax unu Toukax gocTyna, nogaepxmsatowmx dyHkunio WPS, nmeeTtcst ykasaHHbIN

HWXe CMMBOI.
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HacTpoiika annapata gns paboTsl B 6ecnpoBogHon cetu (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW u
MFC-9340CDW)

0 Haxxmute .

9 Haxxmute Cers.
0 Haxmute Becnposon. ceTs.

0 MpoBeguTe nanbuem BBEPX UK BHU3, MO0 HaxmuTe A unn Y. ytobbl oTobpasnte WPS ¢ Pl N- xomowm.
Haxmnte WPS ¢ Pl N- xomow.

@ Mpn oTobpaxkeHnn coobLLEHNS BrIounTs GECOPOBOOHYI CETh? HAXMUTE Ja ANA NnoaTBEepXAeHus.
3anyckaeTcs MacTtep HacTPONKN 6ecnpoBO4HOM CETMW.
[ns oTMeHbl HaXMUTE Her.

@ Ha ceHcopHOM 3akpaHe oToGpaxkaeTca 8-pa3psagHbin PIN-kod, n annapaT nporM3BOAUT NOMUCK TOYKM
gocTtyna.

o Ha komnbloTepe, NOAKMIOYEHHOM K CETU, BBEAUTE B afpecHon cTpoke Bpayaepa “http://IP-agpec Toukm
goctyna/”.

(roe “IP-agpec Toukn goctyna” — IP-agpec yCTpoONCTBa, MCMNOMb3yeMoro B KayecTBe perncrpartopa 1).
Mepengnte Ha cTpaHuuy napameTpoB WPS u BBeante PIN-koA, KOTOPbIN OTOOpaXaeTcs Ha CEHCOPHOM
akpaHe B @ ansa pernctpatopa. Crnegynte MHCTPYKLUSIM Ha 3KpaHe.

1 Peructpartop — 370 06bI4HO GeCrpoBOAHAs TouKa [OCTYNa/MapLIpyTU3aTop.

NMPUMEYAHUE

Bup cTpaHuupbl HACTPOEK MOXET pa3nuyaTbCa AN pasHbliX MapoK TOYEeK 4oCcTyna/MapLpyTnsatopos. Cwm.
npunaraemoe pykoBOACTBO MO 3KcnnyaTaumm 6ecnpoBoaHOM TOYKM JOCTyna/MapLupyTmM3aTopa.

Windows Vista®/Windows® 7/Windows® 8

Mpun ncnonb3oBaHWM KOMMNbIOTEPA B KAYECTBE PErMcTpaTopa BbIMOMHMTE criefytolime onepaumu:

NMPUMEYAHUE

* Y100bl MCNOMNb30BaTh B KA4YeCTBE perucrparopa KoMmneloTep nog ynpasneHmem Windows Vista®,

Windows® 7 unn Windows® 8, Heobxoanmo 3apaHee 3aperncTpupoBaThb ero B ceTu. CMm. WHCTPYKUMK B
pYKOBOACTBE MO UCMONb3oBaHMo 6ecnpoBogHON TOYKM AoCTyna/MapLupyTmusartopa.

» [pu ncnonb3oBaHNKN B kKa4ecTBe perncrpatopa komnstotepa ¢ OC Windows® 7 unu Windows® 8 moxHo
YyCTaHOBUTb ApavBep NpuHTEpa nocne HacTponku napameTpoB 6ecnpoBoaHON ceTu, cneays
WHCTPYKUMSIM Ha aKkpaHe. Ecnn TpebyeTcs nonHas ycTaHOBKa nakeTa ApanBepoB U NporpamMm:
»>»PyKkoBOoACTBO Mo BbICTPON YCTaHOBKE.
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o o1~ W

(Windows Vista®)

Haxmunte KHonky , a 3atem CeTb.

(Windows® 7)

Haxmunte KHonky , @ 3aTeM YCTPOMCTBA N NPUHTEPDI.
(Windows® 8)

lMomecTuTe ykasaTernb MbILKX B MpaBbli HWXKHWUIA yron paboyero ctona. Korga oTKkpoeTcs MeHto,
HaxvuTte MapameTpsbl, 3aTem MaHenb ynpaBneHus. B rpynne O6opyaoBaHue U 3BYK HaxXMunTe
MpocMoTp YCTPONCTB 1 NPUHTEPOB.

(Windows Vista®)
LWenkHnte lo6aBUTL GecnpoBoaHOE YCTPOUCTBO.

(Windows® 7/Windows® 8)
HaxmuTte [lobaBneHue ycTpomncTaa.

Bbibepute annapat n Haxmute Oanee.
Beeaute PIN-koa, oTobpaxaBLUMiAcs Ha CEHCOPHOM aKpaHe B Ware @, a 3ateMm HaxmuTe Oanee.
Bbibepute cBoto ceTb 1 HaxkmuTe Oanee.

HaxmuTte 3akpbiThb.

@ Mpn ycnewHom nogkrtoyeHun 6ecnpoBogHOro annaparta Ha gucnnee otobpasmTtca coobLleHune
[ToOgkJIYeHO.
Annapat pacnedataeT OT4YeT O COCTosAHNKN BecnpoBogHow ceTu. Ecnn nponcxognTt cbo coeanHeHus,
npoBepbTe Ko oWnbKM B Hane4aTaHHOM otyeTe. (»>»PykoBoacTBo no 6GbICTpON ycTaHOBKE:
YcmpaHeHue HeucrnpagsHocmedl.)

Ok

(Ansa Windows®)

Ha aTom HacTpoika 6ecnpoBoaHOM ceTu 3aBeplueHa. Ecnu TpebyeTcsa npoaomknTb
yCTaHOBKY ApavBepPOB 1 NPOrpaMMHOro obecne4yeHms, Heo6xoAMMbIX AnNA paboTbl ¢
YCTPOMCTBOM, BbIGepUTE B MEHIO KOMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
yCTaHOBKY AipaBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6xoANMbIX AnNA paboTbl ¢
YyCTPOMCTBOM, BbIGepuTe B MEHIO KOMMNaKT-AUcKa nyHKT Start Here OSX (3anyck OSX).
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Hactpounka B pexume ad-hoc

Mcnonb3oBaHue HacTpoeHHOro naeHtTudukaropa SSID

Mpw nonbITKe NOAKMNIOYEHNsT annapaTa K KOMMNbOTEPY, KOTOPLIN yXXe HaxoauTcs B pexume ad-hoc ¢
HaCTPOEHHbIM naeHTudmkaTopom SSID, He06X04MMO BbINOMHUTL CrieayloLmne 4eNCTBUS:

0 [lo HacTpomnkn yCTpoMNCTBa pekoMeHayeTCs 3anucaTtb napameTpbl 6ecnpoBogHON ceTn. ATU AaHHbIe
noTpebyloTcs ANa NpoAoINKEHUS Npouecca HacTPOMKH.
lMpoBepbTe U 3anuLLIMTE TEKYLLME 3HAaYEHUS NnapaMeTpoB 6eCnNpoBOAHON CETU KOMMbIOTEPA, K KOTOPOMY
ObIN0 BLIMOMHEHO MOAKMNIOYEHNE.

NMPUMEYAHUE

MapameTpbl 6ecnpoBOOHON CETU HA KOMMbIOTEPE, K KOTOPOMY Bbl MOAKMOYaETECh, AOMKHbI BbITh
HacTpoeHbl Ha pexum ad-hoc ¢ yxxe HacTpoeHHbIM naeHTudgrnkatopom SSID. MHCTpyKuumn no
nepeknto4YeH1o KoMNbloTepa B pexum ad-hoc cm. B JoKyMeHTaumm K KoMnbloTepy unu obpatntecs K
agMUHUCTpaTopy Ballen ceTu.

Nmsa cetu: (SSID)

Pexxum obmeHa AaHHbIMU Pexxum wmncpoBaHus CeTeBoOM KN4
Ad-hoc HET —
WEP
Mpuwmep:

Umsa cetu: (SSID)

HELLO

Pexxnm obmeHa AaHHbIMU Pexxum wmncpoBaHus CeTeBoOM KN4
Ad-hoc WEP 12345
NMPUMEYAHUE

YcTtpowicteo Brother nogaepxvmBaeT MCNOMNb30BaHWE TONbKO NepBoro knova WEP.

9 Haxxmute .

0 Haxxmute Cers.
o Haxmute Becnposon. cerTs.

@ MpoBeauTe Nanbuem BBEPX UMK BHU3, NGO HaxxmuTe A unm Y. 4Tobbl 0TOOPa3nTb MacTep ycCT- Ku.
Haxmunte Mactep ycr- xu.
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16

e

Mpn oTobpakeHnn coobLLEHNS BKIoUUTE ©GECOPOBOOHYI CETh? HAXMUTE Ja ANA NnoaTBEPXAeHUs.
3anyckaeTcs MacTep HacTPoOnKn 6ecnpoBO4HON CETMW.
[ns oTMeHbl HaXMUTE Her.

YCTPOMCTBO BLINOSTHAET MOUCK CETU U OTOBpaxkaeT cnMCoK AocTynHbIX SSID. Beibepute
naeHTudukatop SSID, 3anucaHHbIv B WWare @ ¢ nomoLlbio A unu V.

Haxmnte OK.

BbinonHuTe ogHO M3 cneayowmx 4encTBumn:

Ecnu ngeHtndpukatop SSID He 3awmdpoBaH, nepengute K wary .

Ecnu ngeHtndpukatop SSID 3awmndposaH, nepenante k wary @.

Beegute kntovy WEP, 3anucaHHbin B ware @. Haxmute OK. Mepengute k wary @. (MHdopmauns o
BBOAE TekcTa: »»PykoBoAcTBO Mo BGbLICTPOM YCTAHOBKE.)

UTto6bl NPUMEHUTL BbIOpaHHbIE NapameTpbl, HAXXMUTE Ta. [Ans OTMEeHbl HaXMUTE Her.
BbinonHuTe oaHO 13 cnefylowmx 4eiCTBUN:

Ecnu BbiGpaH NyHKT Tla, nepengute k wary @.

Ecnu BbiGpaH NyHKT Her, BEPHUTECH K LWary @.

Annapat nonbITaeTcs BbIMONHUTL NOAKMOYEHNE K BbiGpaHHOMY 6eCnpoBOAHOMY YCTPOMCTBY.

Mpwn ycnelwHom nogkrtoyeHun 6ecnpoBogHOro annaparta Ha gucnnee otobpasnTtca coobLleHune
[TogkJIYeHO.

Annapat pacnedataeT OT4YeT O COCTosAHNKN BecnpoBogHow ceTu. Ecnun nponcxognTt cbo coeanHeHus,
npoBepbTe Ko oWnbKkn B Hane4aTaHHOM otyeTe. (»»PykoBoacTBo no GbICTpON yCTaHOBKE:
YcmpaHeHue HeucrnpagsHocmedl.)

@ (Ana Wi ndows®)

Ha aTom HacTpoika 6ecnpoBogHOM ceTu 3aBeplueHa. Ecnu TpebyeTcsa npoaomknTb
yCTaHOBKY ApavBepPORB U NPOrpaMMHOro obecne4yeHns, Heo6xoAMMbIX AnA paboTbl ¢
YCTPOMCTBOM, BbIGepuUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
yCTaHOBKY AipaBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6xoANMbIX AnNA paboTbl ¢
YyCTPONCTBOM, BbIGepuTe B MEHIO KOMMNaKT-AUcKa nyHKT Start Here OSX (3anyck OSX).
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MUcnonb3oBaHue HoBoro naeHtudukaropa SSID

Mpu ncnonb3oBaHWK HOBOro naeHTUdUkaTopa SSID Bce Apyrne yctponcTsa 6yayT NOAKMOYEHbI C
nomMoubto SSID, HazHavyeHHOro Anga annapaTa B cneaytowmx warax. K gaHHomy naeHtudukatopy SSID
Heo6xoaAnMO NOAKMYNTLCA C KOMMbIOTEPa, HaxoAsLwerocs B pexume ad-hoc.

Haxmute .

HaxmuTe Cers.
Haxmnte Becnposon. ceTh.

MpoBeauTe Nanbuem BBEPX UK BHU3, MO0 HaxxmuTe A unm Y. 4yTobbl 0TOOPa3nTb MacTep ycT- K.
Haxmnte Macrep ycr- xu.

Mpn oTobpakeHnn coobLLEHNS BrIounTsE OECOPOBOOHYI CETh? HAXMUTE Ja ANA NnoaTBEepXAeHus.
3anyckaeTcs MacTep HacTponKn 6ecnpoBO4HON CETMW.
[ns oTMeHbl HaXMUTe Her.

YCTPOWCTBO BLINOSTHAET MOUCK CETU U OTOBpaxkaeT cnMcok AocTynHbiX SSID. Beibepute
<Hoswut SSI D>, ucnonbaysa knasuwy A nnm Y. Haxmnte CK.

Beegute ums SSID. (UHdopmauusa o BBoae Tekcta: »»PykoBOACTBO MO ObICTPOM yCTaHOBKE.)
Haxmnte OK.

Mpy nosiBneHnm cOOTBETCTBYIOLLEro 3anpoca HaxmuTte Ad- hoc.

@0 ©¢ © O 060 ¢

HaxmuTe Ha akpaHe BbIGpaHHbIN TN WngpoBaHmsa Het nnu VEP.
BbinonHuTe oaHO 13 cnefylowmx 4eiCTBUN:

Ecnu BbiGpaH NyHKT Her, nepenguTe K wary @.

Ecnu BbiGpaH nyHkT VEP, nepengute k wary .

@ Begute kntoy WEP. Haxxmute OK. Mepengute k wary @. (MHdopmauusa o BBoge TekcTa:
»>»PykoBoACTBO N0 6bICTPON YCTaHOBKE.)

NMPUMEYAHUE

YcTtpowicteo Brother nogaepxvmBaeT MCNOMNb30BaHNE TONMbKO NepBoro knova WEP.
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m UTto6bl NPUMEHUTb BbIOpaHHbIE NapameTpbl, HAXXMUTE Ta. [Ans OTMEeHbl HaXXMUTE Her.
BbinonHuTe oaHO 13 cnefylowmx 0eiCTBUN:
Ecnu BbiGpaH NyHKT Tla, nepengute k wary @.
Ecnu BbiGpaH NyHKT Her, BEpHUTECH K wary @.

@ AnnapaT nonbiTaeTcs BbIMONHWUTb NOLKNHOYEHNE K Bbl6paHHOMy 6eC|'|pOBop,Homy yCTp0|7|CTBy.
@ Mpwu ycnewHom noaknoveHUn 6ecnpoBoaHOro annapara Ha gucnnee otobpasnTca cooblleHne
[IOOKJIIUEHO.

Annapat pacnedataeT OT4YeT O COCTOosAHNKN BecnpoBogHow ceTu. Ecnun nponcxognTt cbo coeanHeHus,

npoBepbTe Ko oWnbKM B Hane4aTaHHOM otyeTe. (»>»PykoBoacTBo no 6GbICTpON ycTaHOBKE:
YcmpaHeHue HeucrnpagHocmedl.)

Q (Ana Wi ndows®)

Ha aTom HacTpoika 6ecnpoBogHOM ceTu 3aBeplueHa. Ecnu TpebyeTcsa npoaomxknTb
yCTaHOBKY ApavBepPOB U NPOrpaMMHOro obecne4yeHms, Heo6xoAMMbIX AnNA paboTbl ¢
YCTPOMCTBOM, BbIGepUTE B MEHIO KOMMNaKT-AUCKa NYHKT “YcTtaHoBuTb MFL-Pro Suite”.

(Ansa Macintosh)

Ha aTom HacTpomnka 6ecnpoBogHON ceTu 3aBepLueHa. Ecnu TpebyeTca npogomxknTb
YCTaHOBKY AipaBepPoOB U NPOrpaMMHOro obecne4yeHns, HeO6XxoANMbIX AnA paboTbl ¢
YyCTPONCTBOM, BbIGepuTe B MEHIO KOMMNaKT-AUcKa nyHKT Start Here OSX (3anyck OSX).

35



HacTpounka c naHenu ynpaBrieHus

MeH10 “CeTb”

KomaHgpl MEHIO CeTs Ha NaHeNu ynpaeneHnst NO3BONAIT HACTPOUTb YCTPONCTBO Brother ans Bawew
KoHGurypaumm cetu. (JononHuTenbHble cBeAeHMUst 06 UCNONb30BaHWM NAHENW ynpaBneHus:

>»>»PykoBoACTBO NO OCHOBHbIM hyHKLMAM.) HaxmuTte , Bce HacTpoliku, 3aTeM Cers. [lepengute K
NYHKTY MEHI0, KOTOPbI TpebyeTca HacTpouTb. (JononHuTenNsHbIE CBEAEHUSA O MEHI0: CM. Tabruya hyHKyuUl
u 3agodckue HacmpoUkKu ro ymondaHuto »» ctp. 50.)

O6patnte BHMMaHWe, YTO B KOMMNIEKT annapaTta BxoauTt ytunuta BRAdmin Light 1 cucrema ynpasrneHuns

yepes Beb-uHTepenc nnu nporpamMmma yganeHHom HaCTPOMKM 2, KOTOpble TaKKe MOXHO UCMorb3oBaThb AN
HaCTPOMKN pa3nuyHbix NnapameTpos ceTu. (Cm. pasgen Lpyaue ymunumel yapasneHusi »» ctp. 8.)

1 Monbk3oBatenu komnbloTepa Macintosh MoryT 3arpy3uTb NocreaHo Bepcuio yTunutbl BRAdmIn Light ¢ Be6-caiiTa http://solutions.brother.com/.

2 OtcyTcTtBYyeT Ha mogensax DCP.

TCP/IP

Mpu nogkntoveHUn annapara K ceTn C MOMOLLbI0 CETEBOro kKabernsa NCnonb3ynTe NyHKTbl MEHIo
lposonuasa cetrs. [1py nogknoyeHny annapara k 6ecnpoBogHon ceTu Ethernet ncnonb3ynte NyHKTbI
MeHlo Becnipos. (WLAN) .

MeTopA 3arpy3ku

ATOT NapameTp onpenenseT, kakum obpa3oM annapar nony4yaet IP-agpec.

ABTOMaTUYECKUIN PEKUM

B atom pexume annapat OygeT ckaHuMpoBaTh ceTb Ans novcka cepesepa DHCP. Ecnu cepsep DHCP
obHapyXeH, 1 ero HaCTporkM NO3BONAIT BelAenuTb IP-agpec ana annaparta, To 6yaeTt ncnons3oBatbes |P-
agpec, npegocrasneHHbl cepsepom DHCP. Ecnn cepsep DHCP HepocTtyneH, IP-agpec 3agaetcs ¢
nomoLsto npotokona APIPA. lNocne nepBoro BKNOYEHUsS MUTaAHUA annapaTty MoxeT noTpeboBaTtbes
HeCKOmbKO MUHYT A1 NOMCKa cepBepa B CETU.

CTaTuyeckun pexmm

B aTom pexunume HeobxooMMo Bpy4HYI0 Ha3HauMTb annaparty IP-agpec. Nocne BBoga HasHayeHHoro IP-
agpeca, OH hukcupyetcs.

NMPUMEYAHUE

Ecnun He TpebyeTca HacTpamBaTb cepBep nevatu ¢ nomoLlbto npotokona DHCP, BOOTP nnu RARP, ans
napameTpa Crnoco6 3arp. Heobxoammo BbiOpaTb 3Ha4YeHNe CtaTuueckus, YTOObLI CEPBEP NevaTu
umen ctatudeckun IP-agpec. B atom cnydae cepBep neyaTtu He ByaeT nblTaTbesa nonyynTs IP-agpec u3s
3TUX cucteM. Ytobbl M3MeHUTb cnocob 3arpy3kn, BOCNONb3yNTECh NaHENbIO yNpaBrneHnsa annapara,
ytunuton BRAdmin Light, cuctemon ynpaeneHus yepes Beb-uHTepdenc unm nporpaMmon yaaneHHom
HaCTPONKMN.
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IP-appec

B atom none otobpaxaetcsa Tekywmm IP-agpec yctporictea. Ecnv ana napameTpa Cnoco6 3arp.
BbI6paHo 3HayYeHne Crarnueckuii, BBeauTe IP-agpec, kotopbi TpebyeTca Ha3HauMTb annapaty (4Tobbl
y3HaTb HYXHbI IP-agpec, obpaTuTtech kK agMmuHucTpaTopy cetun). Ecnm BeiGpaH cnocob, oTnuYHbIN OT
CraTnueckwuit, yCTPONCTBO OyAeT nbiTaTbCA onpenenuTtb cBor IP-agpec ¢ nomousto npotokona DHCP nnu
BOOTP. BbibpaHHbI no ymon4yaHuio IP-agpec yctponcTtea, BEpOsTHO, ByaeT HECOBMECTMM CO CXEMOM
Hymepauun IP-agpecos, ncnons3yemon B cetu. [ins nonyyeHus IP-agpeca cetu, kK Kotopon byaet
NOAKMYeH annapar, obpaTnutTecb K adMUHUCTPATOPY CETU.

Macka noaceTtu

B atom none otobpaxaeTca Tekyllas Macka NnoaceTu, ucnonbe3yemas annapatom. Ecnn ana nonyyeHums
Macku noaceTu He ucnonbadyetcsa npotokon DHCP unu BOOTP, BBeanMTe He06X0aMMYIO MacKy noaceTu.
[na nonyyeHna macku noaceTn obpaTuTech K agMUHUCTPATOPY CETMU.

W03

B aTom none otoGpaxaeTcs TekyL M agpec Wik3a unu MapLupytmsaropa, MCnofb3yemMoro annapaTtoMm.
Ecnu ona nonyyeHus agpeca wno3a unv MapLipytmusatopa He ucnornbesyetcs npotokon DHCP nnu BOOTP,
BBEAUTE agpec, KOTOpbl HE06X0AMMO Ha3HauYNTb. Ecnv W3 unm maplipyTnsaTop OTCyTCTBYET, OCTaBbTe
3TO0 none He3anonHeHHbIM. Ecnn HENOHATHO, Kaknm o6pa3oM crefyeT HacTpamBaTb 3TOT NapameTp,
obpaTtuTtecb kK agMMHUCTPATOpPy CETH.

Uma y3na

Mo>kHO 3apernctpmpoBaTb UMS YCTPOMUCTBA B CETU. DTO UMs YacTo HasbiBaeTca umeHem NetBIOS. 910 10
nums, kotopoe pernctpupyetca WINS-cepsepom B ceTu. KomnaHus Brother pekomeHgyeT ums
“BRNXXXXXXXXXXXX" ONs1 NPOBOAHOM ceTU Ui “BRWXXXXXXXXXXXX" Ons 6ecrnpoBogHON ceTu.
(“xxxxxxxxxxxx” — ato MAC-agpec/Ethernet-agpec yctporicraa.)

Kondurypauma WINS (“ KoHndur. WINS”)
OTOT NapameTp onpeenseT, kKakum obpasom ycTponcTeo nonyyaet IP-agpec WINS-cepsepa.

ABTO

YcTponcTBO aBTOMaTn4eckn ucnonbayet 3anpoc DHCP ans onpegeneHuns IP-agpecoB OCHOBHOMO U
BTopnyHoro WINS-cepsepa. UTobbl ucnonb3oBatb 3Ty yHKUUIO, ANg napameTpa “Cnocob 3arpysku”
OOJKHO ObITb YCTAHOBMEHO 3HAYeHUe ABTo.

CraTnyeckumn

[ns ocHoBHoOro n sTopnyHoro WINS-cepBepa yCTpOMCTBO UCNonb3yeT 3agaHHbIn IP-agpec.
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WINS-cepBep

IP-apgpec ocHoBHoro WINS-cepBepa

B aTom none ykasbiBaetcs IP-agpec ocHoBHoro WINS-cepsepa (Windows® Internet Name Service). Ecniv B
3TOM norne 3a4aHo 3HayYeHue, OTNIMYHOE OT HyNS, YCTPOWCTBO ByaeT NoaknovaTbCs K 3TOMY cepBepy And

perucrpawmm cBoero nmeHn B cnyxbe WINS (Windows® Internet Name Service).

IP-appec BTopnyHoro WINS-cepBepa

B atom none ykasbiBaetcq IP-agpec sTopuyHoro WINS-cepBepa. OT0T agpec Ucnonb3yeTcs B kayecTBe
pe3epBHOro ans agpeca ocHosHoro WINS-cepsepa. Ecrniv oCHOBHOW cepBep HeOCTynNeH, annapat MoXeT
3apermcTpnpoBaTbCs Ha BTOPUYHOM cepBepe. Ecnuv B 3TOM none 3agaHo 3HavyeHue, OTNNYHOe OT HyIS,
YCTPOMCTBO OyaeT nogknovaTtbCsa K 3TOMY CepBepy AN perncrpaumm ceoero nmeHun B cnyxote WINS
(Windows® Internet Name Service). Ecnu ecTb ocHoBHO WINS-cepBep, a BTopuiHbIii WINS-cepaep
OTCYTCTBYET, OCTaBbTe 3TO Mosie NyCTbIM.

DNS-cepsep

IP-apgpec ocHoBHOoro DNS-cepBepa

B atom none ykasbiBaetca IP-agpec ocHoBHoro cepsepa DNS (cuctema nmeH JOMEHOB).

IP-appec BTopnyHoro DNS-cepBepa

B atom none ykasbiBaetca IP-agpec BTopnyHoro DNS-cepBepa. 3TOT agpec UCnonb3yeTcsl B Ka4ecTBe
pesepBHOro aAns agpeca ocHosHoro DNS-cepsepa. Npn oTcyTCcTBMM AocTyna k ocHoBHOMY DNS-cepBepy
yCTpOMCTBO 0bpaLtaeTcs k BTopudyHoMmy DNS-cepBepy. Ecnn nmeetcsa ocHoBHom cepep DNS, HO
OTCYTCTBYET BTOpPUYHbIN DNS-cepBep, OCTaBbTe 3TO Nosfie He3anosHEHHbIM.

APIPA

Ecnu cepBep neyatn He MOXeT nony4uTs IP-agpec BbiIGpaHHbIM METOO0M 3arpy3ku, TO YCTaHOBKA 3Ha4YeHns
BkJi. MO3BOMUT CEpBEPY NevaTy aBToMaTuyeckn BbiaenaTb IP-agpec nokanbHoWM cBA3WM B AnanasoHe
(169.254.1.0 — 169.254.254.255). (Cm. paszgen Memod 3azpy3ku »» c1p. 36.) Npu Beibope 3HayeHus
BuikJ1. , €CMNN CEpPBEPY nevaTun He ygactcsa nonyynts IP-agpec ¢ noMoLLbio BeiIGpaHHOro Metoaa 3arpysku,
IP-agpec meHsTbCA He Byaer.

IPv6

OTOT annapaTt COBMeCTMM C nNpoTokonom IPv6, npoTtokonom HTepHeTa HOBOro nokoneHus. Ecnu Hy>xHO
ucnonb3oBaTtb NpoTokon IPv6, BbiGepuTe Brai. . HacTponka no ymonyaHuio ang nportokona IPv6: Bekr. .
[ononHutensHyo nHdopmaumo o npotokone IPv6 cm. Ha Beb-canTe http://solutions.brother.com/.

NMPUMEYAHUE

» Ecnn gna npotokona IPv6 6b1no 3agaHo Bxii. , TO Af1s1 aKTUBALUM 3TOro napameTpa Heob6xoamMmo
BbIKMIOYNTL annapaT KHOMKOW NMTaHus, a 3aTeM CHOBAa BKITIOYUTb €ro.

* Nocne Toro kak gns IPv6 BeibpaHo 3HavyeHue Bkui. , 9Ta HacTponka byaeT npuMeHeHa Kak K npoOBOAHOMY,
Tak n kK 6ecnpoBoAHOMY UHTEpPENCy NoKanbHON CeTw.
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Ethernet (Tonbko Ansi NPOBOAHOMN CETH)

3Ha4deHune “ABTO” 0O3Ha4aeT, YTO CepBep neyaTm MOXeT paboTaTth Yepes coegmnHeHne Ethernet B nonHo- nnum
nonyaynnekcHomMm pexmmve 100BASE-TX unu xe B nonHo- unuv nonyaynnekcHomMm pexume 10BASE-T ¢
aBTOMaTUYECKMM COorfnacoBaHueM.

NMPUMEYAHUE

HenpaBunbHoe 3afaHne 3Toro 3HauyeHus MOXET NMPUBECTU K HEBO3MOXHOCTM 0GMeHa AaHHbIMU C
cepBepoM nevaru.

CocTtosiHne nposoagHou cetu (ansa moaenen DCP-9020CDN, DCP-9020CDW,
MFC-9140CDN, MFC-9330CDW n MFC-9340CDW)

B naHHoM none otobpaxaeTcsi TekyLlee COCTOSIHUE NPOBOAHON CETM.

MacTep ycTaHOBKM (TONbLKO ANA 6ecnpoBOgHON CeTH)

MacTep ycT- k1 UCNONb3yeTca AN HacTponku 6ecnposogHon ceTu. (JononHuTenbHble CBEAEHUS:
> >»PykoBoacTBO No 6GbICTPON yYCTaHOBKe Mnu Hacmpolika epy4YHyto ¢ naHesu yrnpasneHus »» ctp. 19.)

WPS (Wi-Fi Protected Setup)/AOSS™ (TonbKo ana 6ecnpoBOAHON CETH)

[laHHbIV annapaT MOXHO Nerko HacTPOMTb, eCNM ToYka 6ecnpoBOAHOIo A4OCTyna/MapLUpyTU3aTop

nogaepxueaet pyHkumio WPS (PBC 1 unm AOSS™ (aBTOMaTUYECKNit GECTIPOBOHOI PEXUM).
(OJononHutensHble ceegeHus: »»PykoBoacTBo No 6eICTpon ycTaHOBKe Unu Hacmpotika 00HUM Haxamuem
npu nomowu WPS (Wi-Fi Protected Setup) unu AOSS™ »» ctp. 27.)

1 Mertop PBC (Push Button Configuration)

WPS (Wi-Fi Protected Setup) ¢ PIN-kogom (Tonbko ansi 6ecnpoBogHON CeTH)
[aHHbIV annapaTt MOXHO Nerko HacTpouTb, ecnu Todka 6ecnpoBoAHOro AocTyna/mMmapLupyTusaTop

nogaepxmneaet pyHkumio WPS (metog PIN-koaa). (MoapobHee cm. B pasgene Hacmpolika npu nomMowiu
PIN-koda ¢pyHkyuu WPS (Wi-Fi Protected Setup) »» c1p. 29.)

CocrosiHne 6ecnpoBogHoun cetu (ana mogenen DCP-9020CDW, MFC-9130CW,
MFC-9330CDW n MFC-9340CDW)

CocTosiHUe

B aTom none oto6paxkaeTcs Tekyliee cocTosiHne 6ecnpoBOAHOM CeTu.

CurHan

B atom none otobpaxaeTcs TekyLmii ypoBeHb curHana 6ecnpoBogHon ceTu.
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SSID

B aTtom none otobpaxaeTtca Tekywnn SSID 6ecnpoBogHon ceTu. Ha gucnnee otobpaxatotcsa He bonee 32
cnmBonoB nmeHn SSID.

Pexum cBA3sn

B aTom none otoGpaxaeTcs TekyLwmin pexnm obmeHa gaHHbiMu 6ecnpoBogHON ceTu.

MAC-aapec

MAC-agpec — 3T0 YHUKanbHbIN HOMepP, KOTOPLIN HasHavyaeTcs ceTeBOMY MHTepdency annapaTta. MoxHo
nposeputb MAC-agpec annapaTa Ha naHenu ynpasneHus.

HacTtpouka no ymon4yaHuw (gna mogeneun DCP-9020CDW, MFC-9330CDW u
MFC-9340CDW)

C NMOMOLLbIO GbyHKLI,I/II/I YCTaHOBUTL IO YyMOJIYaHMIO MOXHO YCTAaHOBUTb OIS noboro napameTtpa
npoBoaHOM unm 6ecnpoBOAHON CBA3M 3aBOACKME HACTPOKMKM No ymMmon4daHuto. Ecnn TpebyeTcs BocCTaHOBUTL
3Ha4YeHNa Kak ans NpoBOAHON, Tak U Anst 6ecnpoBOAHON ceTen, cM. pasaen BoccmaHosneHue 3a800CKUX
Hacmpoek cemu »» cTp. 47.

Bknro4yeHne npoBoaHou cetu (ana moaeneun DCP-9020CDW, MFC-9330CDW u
MFC-9340CDW)

Ecnun TpebyeTcsa ncnonb3oBaTb NPOBOAHOE CETEBOE NOAKIIOYMEHUE, 3afanTe Ang napameTpa
[lpoBOOHAA CeThb BKJKNUYeHAa 3Ha4YeHune Bxul. .

BknioyeHne 6ecnpoBogHomn cetu (ansa mogenen DCP-9020CDW,
MFC-9330CDW n MFC-9340CDW)

Ecnu TpebyeTtca ncnonb3oBatb 6ecnpoBogHOE CETEBOE MOAKIIOUEHME, 3a4aTe ANs napaMeTpa
Bk, 6ecnp. ceTs 3HAa4YeHUE BxJl. .

NMPUMEYAHUE

Ecnun k annapaTy nogkntoyeH ceteBon kabernb, ycTaHOBMTE ANg napameTpa
[lpoBOOHaAA CeThb BKJKUYeHa 3HaYeHue BeIKJI. .
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aAn. noyta/ IFAX (ana mogenen MFC-9130CW, MFC-9140CDN, MFC-9330CDW u
MFC-9340CDW: MOXHO 3arpy3uTb ¢ Beb-canTa)

B aTOM MeEHI0 nmeeTcsa NATb NapaMeTpoB: llouToBelt ampec, HacTpoika cepsBepa, YCT. IPMEM NOUT,
YCT. OTHp. DOYUTH N YCT. MNEePECHUIIKN. I_IOCKOJ'Ibe B 3TOM pasfene Tpe6yeTc;| BBOAMTb BOMbLUOE YMCNO
TEKCTOBbIX CUMBOIOB, ANl HACTPOWKM 3TMX NapameTpoB 6onee yao6HbIM MOXET OKka3aTbCsi UCNONb30BaHue
cucTeMbl ynpasneHuns Yyepes Beb-nHTtepderic n npmeblidHOro Be6-6payaepa (CM. pasgen YnpaseneHue yepes
eeb-uHmepgpelic »» c1p. 57). Heobxoanmo BbINOAHUTE HACTPOKMKY 3TUX NapameTpoB, YTobbl paboTana
dyHkumsa IFAX. (MogpobHee o mogyne “UHTepHeT-hakc” (I-Fax) cm. B pasgene MHmepHem-ghakc
(MFC-9130CW, MFC-9140CDN, MFC-9330CDW u MFC-9340CDW: mMoxHO 3agpy3ums ¢ geeb-calima)

»>» cTp. 74.)

MoxHO Takxe BBOAUTb Tpebyemble CUMBOSIbI, HECKOSBbKO pas HaXknmasi COOTBETCTBYIOLLYIO KNaBuLLy C
LuMdpon Ha naHenu ynpaeneHus yctpornctea. (MHdopmaums o BBoge TekcTa: »»PykoBoacTBO NO OCHOBHLIM
PYHKLMAM.)

MoutoBLIN agpec

MoxxHO 3agaTb agpec 3MeKTPOHHOW NoYThl YCTPOMCTBA.

Hactpowka cepBepa
SMTP

B SMTP-cepsep

B atom none otobpaxaetcs nmsa yana unu IP-agpec noutoBoro SMTP-cepBepa (cepBepa ucxogsiien
3MEKTPOHHON NOYThbI) B CETH.

(Hanpumep, “mailhost.brothermail.net” nnun “192.000.000.001")
M MopT SMTP

B atom none otobpaxaetcs Homep nopta SMTP (4ns ncxogsien anekKTpoHHOM NoYyThl) B CETU.
B AyteHTudukauusa gns SMTP (“AyTHT. gna SMTP”)

30ecb MOXHO ykasaTb MeTod 6e3onacHOCTM ANs yBeOOMMAEHUA O OOCTABKE 3NTIEKTPOHHOWN MOYThI.
(MoagpobHee o 3amLLEHHBIX MeTOA4AX YBEAOMITEHUS O AOCTaBKE 3NEKTPOHHOM NOYThI CM. B pa3gene
GesonacHasi omnpaska u nosiy4eHuUe anekmpoHHouU noymsi »» ctp. 105.)

B SMTP SSL/TLS
MoxkHo BbIGpaTh cnocob wngpoBaHusa gaHHbIX, NepedaBaeMbiX Mexay annapatom u SMTP-cepsepom.
B [NpoBepbTe cepTudUKarT.

MO>XHO BKMIOYMTE UMK OTKAKOUYUTL NCNONb30BaHMe cepTudmrkata 6e3onacHOCTN Mexay annapaTtoM u
SMTP-cepBepomMm.
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POP3
B POP3-cepBep

B atom none otobpaxaetca nmsa yana unm IP-agpec cepsepa POP3 (cepBepa BxoasLLen ar1eKTPOHHON
noYThl), UICNONb3yeMOro yctponctesom Brother. 3ToT agpec Heobxoanm ANs KOppPeKTHOM paboThbl
dyHKuM moayna “UHTepHeT-dpake” (I-Fax).

(Hanpumep, “mailhost.brothermail.net” nnun “192.000.000.001")
H [Topt POP3

B atom none otobpaxaetcsa Homep nopta POP3 (ons Bxoaswen aNeKTPOHHOW NoYTbl), UCMOMb3YEMOro
ycTponcTteom Brother.

B HasBaHue no4toBoro swmka (“Hase. nyt. auw.”)

30ecb MOXHO yKasaTb UMsi MOYTOBOrO Aluka Ha cepeepe POP3, Ha KOTOpbIV AOMKHbLI OTNPaBNATHCS
3afaHusa neyaTtu yepes VIHTepHeT.

B [Maponb noytoBoro swmka (“lMaponb NYT. Aw.”)

30ecb MOXHO ykasaTb Naponb Ansa y4yeTHon 3anucu cepeepa POP3, Ha KOTOPbLIN AOMKHbLI OTAPaBASATLCA
3ajaHusa neyaTtun Yyepes NHTepHeT.

NMPUMEYAHUE

YToObl He yKka3biBaTb Naposib, BBEAUTE 0AUH npoben.

B POP3 SSL/TLS

MoxkHo BbIGpaTh cnocob WwngpoBaHusa gaHHbIX, NepefaBaeMblX Mexay annapaTtom u cepsepom POP3-
cepBepoMm.

B [NpoBepbTe cepTudUKarT.

MO>XHO BKMIOYMTE UMK OTKIKOUYUTL NCNONb30BaHMe cepTudmrkata 6e3onacHOCTN Mexay annapaTtomM u
POP3-cepBepom.

H APOP

30ecb MOXHO BKITHOUYUTB UM OTKMIOYMTE ucnonb3oBaHne npotokona APOP (Authenticated Post Office
Protocol — no4ToBLIN NPOTOKON C NOAAEPXKKOW LWMdPOBaHNS Napons).
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YctaHoBKa npuemMa noyThbl

ABToonpoc

Ecnu 3agaHo 3HayeHne Bxut. , YCTPOWCTBO aBTOMaTUYECKN NpOBeEPSieT HOBble COOBLLEHUSI Ha cepBepe
POP3.

YacTtoTa onpoca

OTOT napameTp HacTpaMBaeT UHTepBan NPOBEPKN HOBbIX coobLeHnn Ha cepeepe POP3 (3HadeHue no
ymon4anuio 10 MuHyT).

3aronoBok

OTOT NnapameTp NO3BOJSISIET NevyaTaTbh COAEpPKMMOE 3arofioBka COOOLLEHMS NPU NeYaTn NPUHATOro
coobLeHus.

YpnaneHue owM604YHOMN NOYTHI

Ecnn gnsa atoro napameTpa yCTaHOBNEHO 3HaYeHMe BkJr. , annapart aBToMaTtMyecku yaanseT owmboyHble
COOBLLEHNST ANEKTPOHHOW MOYThI, KOTOPbLIE OH HE MOXET Nony4nTb ¢ cepsepa POP3.

YBegomneHue

Mpu npneme MHTepHeT-hakca PyHKUNSA yBeJOMITEHNA NO3BONSAET OTNPaBuUTL NOATBEPXAEHME O NpuemMe Ha
OTNPaBNALLYI0 CTAHUMUIO.

OTY DYHKLMIO MOXHO MCMONb30BaTh TOMLKO HA YCTPOMCTBAX C pyHKUnen HTepHeT-hakcoB 1 NOAAEepKKON
cneundukauum “MDN”.

YctaHoBKa oTnpaBku noyThbl (“YCT. oTnp. NyT’)

Tema oTnpaButens

B aTom none otoGpaxaeTcs TemMa, KoTopas npukpenngeTcs K AaHHbIM VIHTepHeT-hakca npu ero otrnpaeke
¢ ycTponictBa Brother Ha komnbloTep (3HaYeHme no ymonyaHuio: “I nt er net Fax Job”).
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OrpaHuyeHue pa3mepa (“OrpaH. pasamepa”)

HekoTopble cepBepbl 9NEKTPOHHOW MOYThLI HE MO3BONAT NepeAasaThb N0 ANEKTPOHHON NoYTe AOKYMEHTbI
6onbLoro obbema (CUCTEMHbIE aAMUHUCTPATOPbLI YacTO YCTaHaBAMBAIOT OrpaHU4YeHne Ha MakCuManbHbIN
pa3mep CoobLLEHNI ANEKTPOHHON NoYThl). Ecnn BKMoUYnTb 3Ty YHKLMIO, TO NPM NOMNbITKE OTNPaBKK
COOBLLEHNST ANEKTPOHHOW MOYTLI, pa3mep KoToporo npesBbilwaeTt 1 MB, Ha ycTponcTBe oTobpaxkaeTcs
coobueHne Mano namsaTu. [JOKYMEHT He OTnpaBnseTcs, U neyaTaeTtcsa ot4eT 06 owmnbke. OTnpaBnsemMbii
OOKYMEHT criefyeT pas3fenvtb Ha AOKYMEHTbl MEHbLLETO pasmepa, KoTopble MOryT 6biTb MPUHATHI MOYTOBbLIM
cepsepoM. (MomHuTe, 4TO pasmep 42-CTPaHNYHOIO AOKYMEHTa, CO34aHHOIo Ha OCHOBE TECTOBOM CTPaHULbI
ITU-Nel, coctaBndaet npubnusntensHo 1 MB.)

YBegomneHue

Mpu npneme MHTepHeT-hakca PyHKUNSA yBeJOMITEHNA NO3BONSET OTNPaBuUTL NOATBEPXAEHME O NpuemMe Ha
OTNPaBNAOLLYI0 CTAHUMUIO.

OTY DYHKLMIO MOXHO MCMONb30BaTh TOMLKO HA YCTPOUCTBAX C pyHKumnen HTepHeT-hakcoB 1 NOAAEepKKON
cneundukauum “MDN”.

YctaHoBKka nepecbinku (“YCT. nepecbinku’™)

Mepecbinka

OT1a hyHKUMSA NO3BONSAET YCTPOUCTBY NPUHUMATb AOKYMEHT Yepes VIHTepHET, a 3aTeM peTpaHCnMpoBaTh ero
Ha apyrue akcumMunbHble annapaTtbl, MICNOMb3yst TPAAULMNOHHbIE aHaroroBble TeNnegOoHHbIE NINHUN.

[JomeH nepechbIfiku

Mo>KHO 3apermcTpmMpoBaTtb MeHa AoMeHoB (Makc. 10), KOTOpbIM paspeLleHo 3anpallneaTth 3cTadeTHyHo
pacchbInky.

OT1yeT paccbinkun

Ha ycTtponctee, ucnonb3yeMmom Ans actaeTHON pacchbifkn, MOXHO pacnevaraTb OTYeT Mo acTapeTHON
pacchbinke.

Ero ocHoBHOe Ha3HayeHne — nevaTb OTYETOB 060 BCEX PETPaHCNUPOBAHHBLIX COOOLLEHMAX, OTNPABMEHHbIX
c yctporictea. ObpaTuTe BHMMaHWe, YTO ANs UCMOMb30BaHNA 3TOW (PYHKLMN HEOH6X0AMMO Ha3HauYNTb JOMEH
nepecbinkun B pasgene “loBepeHHble JOMeEHbI” B NapaMeTpax PyHKUUM NepeChIKu.

NMPUMEYAHUE

[ononHuTenbHble cBeeHUs 0 PyHKUMK NepeckInkn cM. B pasgene [lepecsinika »» cTp. 79.
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PyHKumaA “ Pakc Ha cepBep”’ (MFC-9130CW, MFC-9140CDN, MFC-9330CDW u
MFC-9340CDW: MOXHO 3arpy3uTb ¢ Beb-canTa)

dyHkuns “Pakc Ha cepBep” NO3BONSET annapaTy CkaHMpoBaTb AOKYMEHThI U NnepeaaBaTh MX MO CETU HA
OTAENbHbIN haKCUMUMBHLIN cepBep. 3aTeM JOKYMEHT NepeckifnaeTcs ¢ cepBepa No ctaHAapTHbIM
TenedoHHbIM NMHNAM B BuAe akca no hakcumunbHoMy HOMepy nonydvatens. Ecnu gns dyHkumm “@akc
Ha cepBep” 3aaHo 3Ha4vyeHne BkJi. , BCe aBTOMaTnyeckne akcumMunbHble nepefaym ¢ annapara
nepeaalrTca Ha pakCMMUMbHBLIN cepBep AN nepegayv gakcos. MOXHO NpoaomkaTh OTNpaBnATL pakchl
HenocpeaCTBEHHO C annapaTa C NOMOLLbIO (PYHKLMM OTAPaBKK (pakca B pyHHOM pexume.

[na oTnpaBkM 4OKYMEHTa Ha (hakCUMUMbHLIN cepBep HEOBX0ANMMO UCMONb30BaTh NPaBUSTbHbLIA CUHTAKCUC
Ons KOHKpeTHoro cepeepa. Homep dakca nonyyaTtens OMmKeH nepegasatbcs ¢ npedukcom n cydukcom,
COOTBETCTBYIOLLMM NapamMeTpam, MCnonb3yeMbiM akCMMnibHbIM cepBepoM. B BonbLUMHCTBE cnyyaes Ans
npedukca ncnonb3dyeTcst CUHTakcuc “fax=", a cMHTakcmMcom cyddurkca 9BnseTcs MMs JOMEHa LUN3a
3AMEKTPOHHOW NOYThI hakcummnbHoro cepeepa. Cydpdukc 4omKeH HauYMHaTbCca ¢ cumBona “@”. Ang
ncnonb3oBaHnga yHkUMn “@akc Ha cepBep” B annapaTte HeobxoanumMo npeaBapuTensHO 3aaath Npeduke u
cyddumkc. Homepa akca nonyyatenen Moryt XxpaHuMTbcs B HoOmepax G6bicTporo Habopa nmbo BBOAUTLCSA C
uMdpoBon kNaesmaTypsbl (4nuMHa Homepa o 20 umndp). Hanpumep, ecnu TpebyeTca oTNpaBuTb AOKYMEHT MO
Homepy dhakca nonydarensa 123-555-0001, ncnonb3yeTcs cneayoLwmin CUHTaKcuc.

Mpedukc Cydduike
Al

—
fax=123-555-0001 @faxserver.companyname.cor?

—

Homep dakca nonyyartens

NMPUMEYAHUE

lMNporpamma pakcuMmnnbHOro cepeepa AoSKHa NogaepKuBaTh LUMO3 3N1EKTPOHHOW MOYThI.

BknroyeHue cpyHkuum “ dakc Ha cepBep”

B annapate MOXHO coxpaHuTb npedukc/cyddukc ans dakcMMmmnnbHOro cepeepa.

Haxmute .

Haxmnte Bce nacTpomku.

MpoBeguTe NanbueM BBEPX UK BHU3, NMBO HaxXmuTe A unm Y. 4ytobbl 0TOOpasnTb Cers.
Haxmute Cers.

MpoBeanTe nanbLem BBEPX UNKU BHU3, NMB0 HaxxmuTe A nnun Y. 4ytobbl 0TOOpasnTb dakc Ha ceprep.
Haxmunte daxc ua cepsep.

HaxmuTe Bxal. .
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@ HaxmuTte Ipednmxc.

Beeante npedunkc ¢ NOMOLLLIO KNaBmaTypbl Ha 3KpaHe.
Haxmnte OK.

Haxmunte Cydouxc.

Beeaunte cydukc ¢ NOMOLLBLIO KnaBuaTypbl Ha SKpaHe.

HaxmuTte OK.

®PO6000Q

HaxmuTe [}

NMPUMEYAHUE

o O6was anuHa npedumkca n cycpdmrkca He gomkHa npesbiwaTh 40 3HAKOB.
* NHpbopmauma o BBoae Tekcta: »»PykoBOACTBO NO OCHOBHLIM (PYHKLUMSM.

Ucnonb3oBaHue pyHKUUM “ Pakc Ha cepBep”
0 lMomectute gokymeHT B Al[] Unn Ha CTEKro ckaHepa.
9 BeseauTte Homep dhakca.

9 Haxmute daxc Crapr.
Annapat nepegact coobuieHne no cetn TCP/IP Ha hakcMmunbHbIA cepBep.

3apaHne HOBOro 3Ha4YeHus No yMon4vaHuio ans pyHkumm “ CKaHMpoBaThb Ha
FTP”

Ona dpyHkuum “CkaHupoBaTtb Ha FTP” MOXHO BbIGpaTh LBET U TUN darna no ymonyanuto. (Mcnonb3osaHue
dyHkumm “CkaHmpoBaTb Ha FTP” — »>»PyKoBOACTBO MO MCNOMNb30BaHUIO NporpaMmMHoro obecneveHus.)

3apaHue HOBOro 3HaYeHUs MO YMonYaHuo Ans ¢pyHKumK “ CkaHUpoBaTh B
cetb” (Windows®)

Ona dyHkumm “CkaHnpoBaTth B CeTb” MOXHO BbIOpaTh LBET 1 TMN ¢harina no ymonyaHuto, 4Tobbl oTnpaBnaTb
OTCKaHMPOBaHHbIN JOKYMEHT HENOCPEACTBEHHO Ha CepBep NokanbHOW CeTU, NOAAEPKUBAKOLLNA NPOTOKOM
CIFS, nnu B UHTepHeT. (CBeaeHus o npotokone CIFS: cm. CIFS »» c1p. 125.) (Mcnonb3oBaHne yHKLUMK
“CkaHupoBaTb B ceTb” — »>»PyKOBOACTBO MO MCMNONb30BaHMIO NPOrpaMMHoro obecnedeHus.)
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BOCCTaHOBﬂeHMe3aBOACKWXHaCTpOGKCETM

Ha cepBepe neyaTn MOXXHO BOCCTAHOBUTbL 3aBOACKME HACTPOMKKN NO YyMON4YaHuto (BOCCTaHOBMEHME BCEW
MHdopmMaLmn, Takomn Kak naponu un IP-agpec).

NMPUMEYAHUE

» OTa (hbyHKUUA BOCCTaHaBNMBaeT BCe 3aBOACKME HACTPONKKN NPOBOAHOM 1 GecnpoBogHON ceTu.

* MoXHO Takke BOCCTaHOBUTL 3aBOACKNE HACTPOWKM cepBepa nevyaTu ¢ NoMoLLbio npunoxeHnn BRAdmIn
Unu cuctembl ynpasneHus Yepes Beb-uHtepdenc. (MogpobHee cm. B pasagene Jpyaue ymunumel
ynpasrneHusi »» cTp. 8.)

Haxmute .

Haxmnte Bce nacTpomku.

MpoBeguTe NanbueM BBEPX UK BHU3, MO0 HaxXmuTe A unm Y. 4ytobbl 0TOOpasnTb Cers.
Haxmute Cers.

MpoBeguTe nanbuemM BBEPX UK BHU3, NMMB0 HaxxmuTe A unm Y. 4ytobbl 0TOOpa3nTb C6poc ceTn.
Haxmute Copoc cernm.

Haxmute Ia.

@0 © 00 ¢

[Ons noaTBepxaeHUa HaxnmanTe Ja 2 CekyHabl.
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HacTpownka ¢ naHenu ynpasreHus

NeyaTb oTyeTa O KOHPUrypaLum ceTn

NMPUMEYAHUE

Wmsa yana: um4a yana otobpakaeTcs B 0T4eTE 0 KOHUrypauum cetu. Mo ymonyaHuio ncnonb3yetca nms
y3na “BRNXXXXXXXXXXXX" 4115 NpoBOAHON ceTu unm “BRWXXXXXXXXXXXX” Ana 6ecnpoBogHON CETU.
(“XXXXXXXXXXXX" — 3T0 MAC-agpec/Ethernet-agpec annaparTa.)

OT4eT 0 KOHGUrypaL N ceTH NO3BONSET HaneyaTaTb OTYET, COAepPXKaLLUIA BCe TEKyLLMe napameTpbl
KOHpUrypaumm cetu, B TOM Yncrie napaMeTpbl CETEBOrO cepBepa nevaTu.

Haxmute .

Haxmnte Bce nacTpomku.

MpoBeauTe nanbLem BBEPX UMK BHU3, NMNGO HaxXMuTe A Unmn Y. 4Tobbl 0TOGPa3UTb lleuaTs OTUETOB.
HaxmuTe lleuaTts oTueTOB.

Haxmute Konopurypaumus cetTn.

HaxmuTte OK.

NMPUMEYAHUE

Ecnn gna napameTtpa IP Address B oTyeTe 0 koHurypaumm cetn otobpaxaetcsa 0.0.0.0, nogoxante B
Te4YeHne MUHYTbI, 3aTeM NOBTOPUTE NOMbITKY.
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HacTpownka ¢ naHenu ynpasreHus

NMevyaTtb oTyeTa WLAN
(ana mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW
n MFC-9340CDW)

oyuxuua Oruer W.AN NO3BONSAET pacneyartarb OTYET O COCTOSAHMM BecnpoBogHON ceTn annapaTa. Ecnn
npoucxoaunt cbon 6ecnpoBOAHOr0 CoeaMHEHUS, MPOBEPbTE Ko OWMOKM B Hane4YaTtaHHOM OT4YeTe.
»>»PyKoB0oACTBO MO OLICTPON YCTAHOBKE: YcmpaHeHue HeucripasHocmel.

Haxmute .

Haxmnte Bce nacTpomku.

MpoBeauTe nanbLem BBEPX UMK BHU3, NGO HaxXMnTe A Unmn Y. 4Tobbl 0TOGPa3UTb lleuaTs OTUYETOB.
HaxmuTe lleuaTts oTueTOB.

MpoBeguTe nanbuemM BBEPX UK BHU3, NMNMB0 HaxXxmuTe A unm Y. 4ytobbl oToOpasntb Oruer WLAN.
Haxxmute Oruer WLAN.

HaxmuTte OK.
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HacTpownka ¢ naHenu ynpasreHus

Tabnuua ¢pyHKUMM N 3aBOACKUE HACTPOMKU MO YMOSTYAHUIO

3aBoackne HaCTPONKN BblAeneHbl XUPHbBIM LWPUEPTOM U 3BE3L0HKON.

NMPUMEYAHUE
(Ons mopeneit MFC-9130CW, MFC-9140CDN, MFC-9330CDW 1 MFC-9340CDW)

o dyHKUMM MHTEepHeT-hakca, “Pakc Ha cepBep” u “CkaHMpoBaTh Ha CepBep 3. NOYThI” MOXHO 3arpy3nTb C

Beb-yana.

» 1N ncnonb3oBaHnsa aTon (PyHKUMM 3arpy3nTte Heobxoammoe nporpammMmHoe obecnevyeHme Co CTpaHuL bl
“®annbl” Beb-y3na Brother Solutions Center no agpecy http://solutions.brother.com/.

FmaBHoe MoameHro MyHKTbI MEHIO MapameTpsbl
MEHH
CeTe Ipoeogmas cers | TCP/ | P Cnoco6 sarpys. | ABTO*
(DCP-9020CDN, CTaTudeCcku
DCP-9020CDW.
' RARP
MFC-9140CDN,
MFC-9330CDW BOOTP
" DHCP
MFC-9340CDW)

(Mpwu BbIGOpE 3HaYeHUs AsTo, RARP,
BOOTP nnn DHCP nosasuTca 3anpoc
Ha BBeJEeHMe KOnM4yecTBa nonbIiToK
nony4veHus IP-agpeca annapaTom.)

| P- appec

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] .[000].[000]*1

Macka nomceTn

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000].[000] *1

llsr03

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *

NMss xXocTa

BRNXXXXXXXXXXXX

(He Bbonee 32 cumBONOB)

Hacrpoitka W NS

ABTO*

CraTuueckum

Cepeep W NS

[lepBUYHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *
BropuuHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *
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HacTpownka ¢ naHenu ynpasreHus

maBHOe MoameHro lMyHKTbI MEHIO MapameTpsbl
MEHH

CeTn Nposogrnast cers | TCP/ | P Cepeep DNS | lepBuunb
(npogomxketue) | (DCP-9020CDN, | (npogomxeHue) [ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
DCP-9020CDW, *
MFC-9140CDN, [000] . [ 000].[000].[000]
MFC-9330CDW BT OpPUYUHLIA
" [ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
MFC-9340CDW)

[000] . [ 000].[000].[000]*

(nponomxkeHye) APl PA Brat. *

Berkur.

| Pv6 BxJI.

BrikJt. *

Et her net — ApToO*
100B- FD
100B- HD
10B- FD
10B- HD

CocTosiHMe MPOBOJHOM CeTH | — Axrusuo 100B- FD
Axrusuo 100B- HD
Axrtusuo 10B- FD
Axrusuo 10B- HD
HeaxTuBHO

HpOBOHHaH CeTb BHBIKJIOUEHA
(HegocTynHO ANga Mmogenu
DCP-9020CDN)

MAC- agpec — —

YCTaHOBUTE 10 YMOJIYAHMIO | — Ia

HeT

llpoBOmHAsT CeTh BKJIOYEHA | — BxuI.

(DCP-9020CDW, BBIKJT.
MFC-9330CDW 1
MFC-9340CDW)

Becnpoeog. cers | TCP/ | P Cnoco6 sarpys. | ABTO*

(DCP-9020CDW, CraTuueckKum
MFC-9130CW, RARP
MFC-9330CDW BOOTP

n
MFC-9340CDW) DHCP
(Mpwu BbIGOPE 3HaYeHUs ArTo, RARP,
BOOTP unn DHCP nosasuTca 3anpoc
Ha BBeJeHMe KOnmM4yecTBa NonbIiTOK

nony4yeHus IP-agpeca annapaTom.)
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HacTpownka ¢ naHenu ynpasreHus

MmaBHoe MoameHro lMyHKTbI MEHIO MapameTpsbl

MEHI0

CeTn Becnpoeog. cers | TCP/ | P | P- anpec [ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]

(npomomkenne) | (DCP-9020CDW, | (npodonkeHue) [ 000] . [ 000] . [ 000] . [ 000] *1
MFC-9130CW,
MEC-9330CDW Macxka nogceru | [ 000- 255]. [ 000- 255] . [ 000- 255] . [ 000- 255]
" [ 000] . [ 000] . [ 000].[000] *1
MFC-9340CDW)
(NnpopomkeHue)

llir03

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *

NMst xXocTa

BRWAXXXXXXXXXXX

(He Bbonee 32 cumBONOB)

Hacrpoitka W NS

ABTO*

CraTuueckum

Cepeep W NS

[lepBUYHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *
BropuuHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *

Cepeep DNS

[lepBUYHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *
BTopuuHEI

[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
[ 000] . [ 000] . [ 000] . [ 000] *

API PA

Bxa. *

Brikur.

Bxur.

BrikJt. *

MacTep ycT- kn

WPS/ ACSS

WPS ¢ PI N- xomom
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HacTpownka ¢ naHenu ynpasreHus

naBHoOe MoameHro lMyHKTbI MEHIO MapameTpsbl
MEeHHIo
CeTn Becrnposog. cets | CocT. Becn. ceTn Cocrostume | Axtusuo(11n)
(npomomxketue) | (DCP-9020CDW, AxtusHa (11b)
MFC-9130CW
! A 11
MFC-9330CDW xrmpna (110)
n [I[poBOOHaAsA CeThb akKTMBHA
MFC-9340CDW) (HegocTynHO ANga Mmogenu
MFC-9130CW)
(NnpopomkeHue)
EeCHpOBO,HHaH CceTb BBIKJIIOUEHa
ACSS axTuseH
Cbom coemmHeHUd
Curuan CUJIb HEI
Cpenuum
Crnabem
Her
SSI D —
Pexum cesisu | Ad- hoc
VHbOpacTpykTypa
Her
MAC- agpec — —
YCTaHOBUTE 10 YMOJIYAHMIO | — Ia
Her
Bk, 6ecnp. ceThb — BxuJI.
(DCP-9020CDW, Beikj1. *
MFC-9330CDW u
MFC-9340CDW)
W-Fi Direct 2 |Kuomka - -
(DCP-9020CDW,
MFC-9130CW,
MFC-9330CDW
"
MFC-9340CDW)
Pl N- xog — —
BpyuHy0 — —
Brnagesen rpynns — Bxut.
BrIkJI. *
Nudpopmaumss o6 ycTpoicTBe | ycTpoicTBa | —
SSI D —
| P- agpec —
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HacTpownka ¢ naHenu ynpasreHus

MmaBHoe MoameHro MyHKTbI MEHIO MapameTpsbl
MeHI
CeTn W-Fi Direct 2 |Mubopmaumst o cocrositumm | CocrTossHme | Brames. rpynmnel akTtuseH(**)
(NpomomkeHne) | (DCP-9020CDW, ** = KONMN4YEeCTBO YCTPOWCTB
MFC-9130CW, KnmeHT axkTMBEH
MFC-9330CDW
" He nonkJjmoueHO
MFC-9340CDW) BRIKJI.
(npogomnxeHue) [lpoBOnHAs CeTb AKTUBHA
(HegocTynHO ANgA Mogenu
MFC-9130CW)
Curuan CuJIb HEI
CpenHum
Crabem
HeT
(Ecnu onst napameTpa
Biapgesien rpynnsl YCTAHOBMEHO
3HayeHve Bxui. , Ansa curHana 6yget
YCTaHOBMEHO 3HAYeHNE CuJib HELA).
Hurepderic BKIOYEH — Bxul.
Briki. *
E-mai | /| FAX | HouTormz agpec — Umsa (He 6onee 60 cumBonoB)
(MFC-9130CW,
MFC-9140CDN,
MFC-9330CDW
"
MFC-9340CDW)
Hacrpoitka | SMIP Cepsep SMIP | ma (He 6onee 64 cMBONOB)
cepBepa | P- ampec
[ 000- 255] . [ 000- 255] . [ 000- 255] . [ 000- 255]
Nopr SMIP | 25*

[ 00001- 65535]

AyTar. gns SMIP

HeT*
AYTEHTN®. SMIP
POP nepen SMIP

SMIP SSL/ TLS | Her*
SSL
TLS
[IpoBepsTE BxuJl.
ceprTupmxar B *
SMIP BIKJI.
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HacTpownka ¢ naHenu ynpasreHus

MmaBHoe MoameHro lMyHKTbI MEHIO MapameTpsbl
MeHIo
CeTn E- mai | / | FAX | Hacrpontka | POP3 Cepsep POP3 | ma (He 6onee 64 cnmBOOB)
(npomomkenne) | (MFC-9130Cw, | CePBePa | P- anpec
MFC-9140CDN, | (npogomkeHue) 000-2
-255] . [000- 255] . [ 000- 255] . [ 000- 255
MFC-9330CDW [ Il Il Il ]
"u Nopr POP3 110%*
MFC-9340CDW) [ 00001- 65535]
(NnpopomkeHue)
Hass. nur. sm. | (He Bonee 60 cMMBOMOB)
Napons (He Bbonee 32 cumBOMOB)
IIO4YTOBOTIO
sMKa
POP3 SSL/ TLS | Her*
SSL
TLS
[IpoBepsTE BxuJl.
SEE;MQMKaT BrIkJI. *
APOP BKJI.
BrIkJI. *
Yer. npyeM mouT | ABTOONIPOC ApTOONnpOC Bxa. *
BeIKJI.
Yacrora ompoca | 10 MUHYT*
(Ecnm ans (1 — 60 MuHyT)
napametpa
ABTOOnpoc
yCTaHOBIEHO
3HaveHue
BxJ1. ).
Baromoeox | — Bce
Tema+OT+Kowmy
Her*
Ynamn. — Bxka. *
coobmeHust BLIKJL
06 oum6.
YBemomnenue | — Bxul.

YBen. nojiyd. cou

Bk, *
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HacTpownka ¢ naHenu ynpasreHus

FmaBHoe MoameHro lMyHKTbI MEHIO MapameTpsbl
MeHIo
CeTn E- mai | / | FAX | Yer. ornp. nours | Tema oTmpas. | — I nt ernet Fax Job*
(npogomxenue) | (MFC-9130CW, (Jo 40 cnmBonos)
MFC-9140CDN, OrpaH. pasmepa | — Bxu.
MFC-9330CDW
u Briki. *
MFC-9340CDW)
(NnpopomkeHue)
YBemomnenue | — Bxul.
Briki. *
YcT. nepecrnky | PeTpaHCISUMOHHAE | — Bxul.
nepefava Baix, *
JloMeH nepecnky | — [lepecemkaXX:
NMepecenka( 01 - 10)
OTueT pacCruiky | — BxuJI.
Briki. *
Npuem POP3 Bpyunywn — —
Hacrpoiku no | HacTpoikm npoxKcu Tpoxcy- nopxmod. | BrJl.
OKJIOYEHUST K Brror, *
anrepne-ry3
Apmpec —
NopT 8080~
v nomesoBaTENs | —
I[lapone —
dakc Ha cepBep | dakc Ha cepBep | — — BKJI.
(MFC-9130CW, Beikji. *
e e N
" Cyddnxc
MFC-9340CDW)
Cépoc cernm |— — — IOa
HeT

nmeroLlericss Mmofenu annaparta Ha Beb-caviTe Brother Solutions Center (http://solutions.brother.com/).

nmeroLlericss Mmoaenu annaparta Ha Beb-cavite Brother Solutions Center (http://solutions.brother.com/).

Mpwn NoaknioYeHUn K ceTn yCTPOWCTBO aBTOMAaTUYeCKU 3aaaeT AoNyCTUMbIE AN CeTU 3HadYeHus |P-agpeca u macku noaceTw.

MoppobHble cBegeHns cM. B pykoBoACTBe Mo ucnonb3oBaHuto Wi-Fi Direct™, koTopoe MOXHO ckayaTb Ha cTpaHuue “PykoBoacTsa” ans

Moapo6Hble CBeleHNs! CM. B PYKOBOACTBE MO UCMONb30BaHUI0 VIHTEPHET-CEPBUCOB, KOTOPOE MOXHO CKavaTb Ha CTpaHuue “PykoBoacTsa” Ansi
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YnpaBneHue 4yepe3 Beb-uHTEepdeunc

O6wasn nHdopmauunn

Wcnonb3ynTe cTaHaapTHbIM Bpay3ep Ans M3MeHeHWst HacTpoek annapaTa ¢ NoMoLLbo npoTtokona HTTP
(Hyper Text Transfer Protocol — npoTtokon nepegauv runeptekcta) unn HTTPS (Hyper Text Transfer Protocol
over Secure Socket Layer — npoTokon nepefayv runeprekcta ¢ ypoBHEM 3alluLLLEHHbIX cokeToB). C
nomoLlbio Gpaysepa MOXKHO BKMAOUUTL YKa3aHHYH OYHKLMIO UM NONYyYNTb CNeayoLyo nHopmaumio o
HacTpoKKke NnapaMeTpoB ceTu annapaTa.

B [Mony4nTb MHGOPMALIMIO O COCTOSIHMK annapaTa

B /I3meHeHne anemMeHToB KOHJMrypaumm dakca, Takmx kak napameTpbl obLLEeN HACTPOWNKA, aapEeCHON KHUMK
n yaaneHHoro ¢akca (ana mogenen MFC).

B /IameHUTb NapameTpbl ceTn (Hanpumep, nHdopmauuo o TCP/IP)

B Hactponka 3awuTtHon 6rokuposkm dyHkumii 2.0 (cm. pasgen SawjumHas 6riokuposka hyHKyul 2.0
>»>» cTp. 60).

B Hactponka cdyHkumn “CoxpaHeHune xypHana B cetu” (cMm. pasgen CoxpaHeHue XypHarna 8 cemu
>»>» cTp. 65).

B Hactponka cdyHkuum “CkaHupoBaTtb Ha FTP” (cMm. pa3gen M3ameHeHue KoHguaypauuu pyHKyuU
ckaHupoeaHus Ha FTP ¢ nomowbto 6paysepa »>» c1p. 70).

B Hactponka gyHkumm “CkaHupoBaTth B ceTb” (CM. M3meHeHue KoHuaypayuu hyHKUUU CKaHUpO8aHUs no
cemu ¢ nomouwibto bpaysepa (Windows®) »» cTp. 72.)

B [NonyynTb MHOPMaLIMIO O BEPCUM NMpOrpaMMHOro obecneyeHus annapaTta 1 cepeepa nevatu

B 13MeHUTb faHHble 0 KOH(Urypauumn ceTn n annapara

NMPUMEYAHUE

PekomeHayeTcs ncnonb3osartb Windows® Internet Explorer® 8.0/9.0 unun Safari 5.0 ana Macintosh.
Kpome Toro, BHe 3aBUCMMOCTU OT Ucnonb3yemoro 6paysepa Heobxoanmo, 4Tobbl Bbinn MOCTOAHHO
BKMoveHbl JavaScript n cdannel “cookie”. Jliobon gpyron 6pay3ep gomxeH 6biTb coBmectm ¢ HTTP 1.0
nHTTP 1.1.

B cetn Heobxoammo ncnonb3osatb NpoTokon TCP/IP 1 3anporpammupoBaTth gonyctumeli IP-agpec Ha
cepBepe neyartn U Ha KOMMbroTEpPE.
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YnpaeneHue yepes Beb-nHTEPdENC

HacTpoika napameTpoB annaparta ¢ MICMofib30BaHUEM
cCUcTeMbl ynpaBrieHUs Yyepe3 Beb-uHTepdenc (bpaysep)

Wcnonb3ynte ctaHgapTHbIN Gpaysep ANg U3MeHeHUsl HacTpoek cepBepa nevaTu ¢ NOMOLLbIO NpPoToKona
HTTP (Hyper Text Transfer Protocol — npotokon nepegayu runeptekcrta) unu HTTPS (Hyper Text Transfer
Protocol over Secure Socket Layer — npoTokon nepegayv runeprekcta ¢ ypoBHEM 3aLUMLLEHHbBIX COKETOB).

NMPUMEYAHUE

* [pu BbINOMHEHMM HACTPOEK C NMOMOLLIbIO CUCTEMBI YNIpaBrneHns Yepes Beb-nHtepdenc B Lensax
6e30nacHOCT pekoMmeHayeTcsa ncnonb3oBatb Nnpotokon HTTPS.

* Mpu ucnone3zoBaHun npotokona HTTPS ansa koHdurypauuu ¢ ynpasneHnem Yepes Beb-nHtepdeiic B
Opaysepe oTobpasnTca AuanoroBoe OkHO C NpeaynpexaeHnem.

0 3anycTtuTe Gpaysep.

9 B agpecHyto cTpoky 6pay3epa Beeaute “http:/IP-agpec annaparta/” (rae “IP-agpec annapara”
cooTBeTCcTBYeT IP-agpecy annapaTa unn uMeHu cepsepa ne4varth).
B Hanpumep: http://192.168.1.2/

NMPUMEYAHUE

* pu ucnonezosaHnm Domain Name System (cuctema MMeH JOMEHOB) Unm BKAoYeHUM umeHn NetBIOS
BmecTo IP-agpeca MOXHO BBECTU Apyroe HasBaHue, Hanpumep “SharedPrinter”.

» Hanpuwmep: http://SharedPrinter/
Ecnu BkntoyeHo nmsa NetBIOS, MOXHO Takke MCnonb3oBaTb M4 y3na.
» Hanpumep: http:// brnxxxxxxxxxxxx/

Nmsa NetBIOS otobpaxaeTtca B otyeTe 0 KoHurypauum cetu (cM. lleyamb omyema 0 KOHu2ypayuu
cemu »» cTp. 48).

 [pu paboTe Ha KomnbloTEpe Macintosh MOXHO Nerko NepenTn B CUCTEMY ynpaBneHus yepes Beb-
UHTepeNnc, LenkHyB 3HAa4YOK YCTPONCTBA Ha akpaHe Status Monitor. [lononHuTenbHblE CBEAEHMS:
>»>»PykoBoACTBO NO UCNOMb30BaHMIO MPOrpaMMHOro obecneyeHus.

0 Mo ymonyaHuio napornb He TpebyeTcs. Ecnu 6bin ycTaHOBMNEH Naponb, BBEAUTE €ro U HaXMUTE gd.

0 Tenepb NapameTpbl cepBepa NevaTn MOXHO U3MEHSITh.

NMPUMEYAHUE

MpKn n3amMeHeHN NapameTpPOB NPOTOKOMA HAXMUTE KHOMKY OTNpPaBUTb, YTOObI aKkTMBUMPOBATL HACTPOWKY,
a 3aTem nepesarpysuTte annapart.
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YnpaeneHue yepes Beb-nHTEPdENC

YcTaHoBKa napons

YToObl NpefoTBpaTUTh HECAHKLMOHMPOBAHHLIN JOCTYN K yNpaBneHuo yepes Beb-uHtepdelic,
pekomeHayeTCcs yCTaHOBWTb Naponb Ans BXxoaa.

Haxmute AMuUHUCTpartop.
Beeaute naponb (He 6onee 32 cMMBOSOB).

MoBTOpHO BBeauTe Naponb B none NMoaTBepAauTe HOBLIN Naponb.

Haxmute OTnpaBuTh.

Mpu cnegytowem gocTyne K ynpaBneHuto yepes Beb-uHtepdenc BBeamte napons B none Bxopa, 3atem
HaxmuTe [gd.

Mocne HAacCTPOMKM BCEX NapaMeTpoB BblaMTE U3 CUCTEMbI, HAXaB KHOMKY [g4.

NMPUMEYAHUE

Ecnu He ycTaHaBnvBaeTcs Naponb A5 BXOA4a B CUCTEMY, TO MOXHO TakXe 3aAaTb Naporsb, BbIGpas NyHKT
YcTaHOBUTe naponb Ha Be6-cTpaHuLe annaparTa.
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YnpaeneHue yepes Beb-nHTEPdENC

3awunTHaa 6nokupoBka doyHKkuuu 2.0

YTunuta “SawmtHas 6nokuposka yHkumi 2.0, paspaboTtaHHas komnaHuen Brother, no3aBonseT aKOHOMUTb
OeHbIM 1 noBbIwaeT 6e30MacHOCTb, OrpaHMyYnBag YMcno PyHKUUn, JOCTYMNHbIX Ha annapate Brother.

OyHKUMS 3aLMTHON 6NIOKMPOBKM OYHKLMIA NO3BONSAET HACTPOUTL Naponun Ans BbibpaHHbIX Nonb3oBaTenen.
Bbl MOXeTe npefocTaBnATb UM AOCTYN K HEKOTOPbLIM (MK KO BCeM) (OYHKLUMSIM MU OrpaHNYMBaTh ANS HUX
YMCMO CTpaHUL,. ATO O3HAYaAET, YTO ATU PYHKLUM MOTYT UCNOSNb30BaTLCSA TOSNLKO YNONHOMOYEHHbBIMU
nonb3oBaTensiMu.

Cnegayiowmne HaCTPONKKN yTunuThl 3alumMTHas 6noknposka yHKUUN 2.0 MOXHO N3MEHNUTb C MOMOLLIbIO
ynpaBneHust Yepes Beb-nHtepdenc nnm npunoxeHna BRAdmin Professional 3 (Tonbko aons Windows®).

® Mevatb 1 2

B Mpsimas neyaTb Yyepe3s USB 3

B KonupoBaHue

N LiBeTHasa nevaTtb 125

B Makc. yncrno cTtpaHuy s

® OTnpaBka dakca >

® Mpuem dakca 3

B CkaHupoBaHue *

B WHTepHeT-cepBuc (OTnpaska) °
B UHTepHeT-cepBuc (3arpyska) 3

B CYeTUYMK CTpaHuL 2

K MeyvaTb oTHOCATCA 3agaHusA neyatu, oTnpaeneHHble Yyepes AirPrint, cepsuc Google Cloud Print n npunoxeHnue Brother iPrint&Scan.

Ecnu 3apeructpupoBatb MMeHa nonb3oBarenen ans Bxoga B cuctemy Ha K, To MoxHo orpaHmumTb nevatsb ¢ K 6e3 BBoga naponsi. Cwm.
[ononHuTenbHyo MHopmauuio B pasgene OzpaHuyeHue nedamu c 1K no noauHy nonb3oeamers 1K »» cTp. 62.

Tonbko Ans mogenemn, NOAAEPXKMBAIOLLMX OAHHYIO (YHKLMIO.
K ckaHMpoBaHMIO OTHOCATCA 3aaHus CKaHMpPOBaHWSA, OTNpaBreHHbIe Yepes npunoxeHne Brother iPrint&Scan.

HoctynHo ansa dyHkumn Mevatb, NMpsamMan neyaTtb Yepe3 USB, KonunpoBaHue n UHTepHeT-cepBuUC (3arpyska).
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YnpaeneHue yepes Beb-nHTEPdENC

Hactpowka napameTpoB yTunuTthbl “ 3awmTHaa nokmpoBka yHkummn 2.0” ¢
MCnonb30BaHMEM CUCTEeMbI yrpaBrieHUs Yepe3 Beo-uHTepdenc (bpaysep)

HacTponka oCHOBHbIX (PyHKLMN

0 Haxmnte AGMUHUCTpaTOp Ha BeO-CTpaHuLe annapaTa, Nocne Yero Haxmute 3aluTHan
6rokupoBKa (pyHKLUNA.

9 Bbibepute Bkn. B nyHkTe BnoknpoBka hyHKLUMNA.

0 BeeauTe nma rpynnbl unu nonb3osBaTtensa AnvHoN He 6onee 15 andasnTHO-LUMMPOBbLIX CUMBOSIOB B
none UaeHtncpukarop/msa, nocne yero BBeaMTe naponb U3 Yetbipex Ludgp B none PIN-koa,.

0 CHuMMTE dpnaxkn QYHKLUMNA, KOTOPbIE HY>XHO OrpaHnynTb, B none Onepauun nevatu unu Opyrue.
Ecnu HyXHO HacTpouTb MakcumMaribHoOe KOfM4eCcTBO CTpaHuL, yctaHoBute donaxok Bkn. B none
Makc. yncno cTpaHuu, nocrne 4yero BBeauTe 3HavyeHne B none Makc.. [locne aToro HaxmuTe
OtnpaBuTh.

NMPUMEYAHUE

Ecnu Hy>HO orpaHn4nTb NeyaTb C KOMMNbIOTEPA C MOMOLLBIO FIOrMHA NOoMb30BaTeNs KOMNboTepPa,
Haxkmute OrpaHuyeHue 3agaHum c MK no nmeHn nonb3oBaTensa 1 BbINOSHUTE HACTPOMKY
napameTpoB. (Cm. pasgen OespaHuyeHue nedamu c 1K no noauHy nonsb3oeamesisi [K »» ctp. 62.)

CKaHMpoOBaHMe NpuU UCNOSIb30BaHUUN YTUNUTbI 3almUTHaA 6nokupoBka yHKuumn 2.0

3awmTHas bnokmpoBka pyHkuun 2.0 No3BONsSEeT agAMUHUCTPATOPY OrPaHNYMTbL NONb30BaTENEN, KOTOPbIM
paspellaeTcs BbINOMHATL CKaHUpoBaHue. Ecnu dyyHKUMA ckaHMpPOBaHNA OTKMOYEHa ANsS pexnma obLero
[0CTyna, CKaHMpPOBaHME CMOTYT BLIMNOMHATL TOMBKO Te Nonb3oBaTenu, ANns KOTOPbIX YCTaHOBMEHbI (hnaxku
B none “CkaHupoBaHue”. YTobbl 3anycTUTb CKaHMPOBaHWE C NaHenu ynpaeneHnsa annapara, nofib3oBaTtento
notpebyetcs Beectn PIN-koa Ans BXOA4a B peXMM CKaHUpoBaHus. YTobbl 3anyCTUTb CKaHMpOBaHue ¢
KomnbloTepa, BbiGpaHHbIe NONb30BaTENM Takke AOMKHbI BBECTM cBoM PIN-kog Ha naHenu ynpasneHus
YCTPOWCTBa A0 Havyara ckaHupoBaHus ¢ KoMmnbloTepa. Ecnu PIN-koa He BBeeH ¢ NaHenu ynpasneHus
YCTPOMNCTBA, TO NPU NONbITKE 3anycka onepaunmn ckaHMpoBaHWsi Ha KOMMbIOTEpPe Nornb3oBaTens otobpasntca
coobLlieHne o6 oLnbke.

Hactpownka pexunma “ gna scex”’

UTtoObl 3aaTh, Kakne QyHKUMK AOMKHbI OblTb AOCTYMHbI 4151 BCEX NONb30BaTenemn, MOXHO HAaCTPOUTb
peXnm OTKpbITOro goctyna. [nsa ncnonb3oBaHUs yHKLUN, AOCTYMNHbLIX B pe3yrbTaTe 3TOW HaCTPOMKM,
BBOAWUTb Napornb He TpebyeTcs.

NMPUMEYAHUE

K obLenoctynHomy pexxmmy OTHOCATCA 3a4aHus neyvaTu, oTnpasneHHble Yepes AirPrint, cepsuc Google
Cloud Print n npunoxenue Brother iPrint&Scan.
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YnpaeneHue yepes Beb-nHTEPdENC

o CHumMMTEe donaxkn Ang PyHKLUA, KOTOPbIE HYXXHO OrpaHuyuTb, B none Pexum "ansa scex".

9 Haxmunte OTnpaBuThb.

OrpaHuyeHue neyatm c MK no normHy nonb3oBatens MK

MNocne HaCTpOVIKl/I 9TOro napamMeTpa annapaTt MOXeT BbINMOJTHATb ayTeHTVI(bI/IKaLI,I/II-O no NOrnHy nonb3oBaTtens

MK, 4Tobbl paspellnTb 3aJaHne nevaTu ¢ 3aperncTprpoBaHHOro KOMnbTEPa.
0 Haxmunte OrpaHnyeHue 3aaaHum c MK no nmeHn nonb3oBartens.

9 Bbibepute Bkn. B nyHkTe OrpaHuyeHune 3aganui c MNK.

0 BbibepuTte naeHTMUKaLMOHHbIA HOMEpP, 3aaaHHbIn B none UaeHTudmkatop/Umsa Ha ware @. Ons

KaXkgoro permctpaumMoHHOro MMeHn cM. Hacmpodlika OCHO8HbIX QoyHKUUU »» cTp. 61 B

pacKpbiBatoLweMcAa Crncke MAGHTVIQ)VIKaTOp, nocrne 4yero eBegnte MMA nNoJsib3oBaTesNiA KOMMNboTEPa B

none Ums nonb3oBaTtens.
e Haxmunte OTnpaBuThb.

NMPUMEYAHUE

* Y1006kl orpaHnuntb nevatb ¢ K anga rpynnel, BoiGepuTe 0AMHAKOBbIV NAEHTUMUKALMOHHBLIN HOMEP ANd

BCeX JIOTMHOB, KOTOpPbIe HeO6XOD,I/IMO BKINKOYNUTL B rpynny.

* B cnyyae ucnonb3oBaHuns yHKUMKM NorMHoB nonb3oBaTenen MK Heobxoanmo ybeautbes, 4to B
OpariBepe npuHTepa yctaHoBneH dnaxok Acnonb3oBaTb UMSl Nonb3oBaTeNsl KOMMNbIOTepa.

JononHuTenbHble cBeAeHUA 0 ApanBepe nNpuHTepa: »»PyKoBOACTBO MO UCMOMb30BaHUIO NPOrpaMMHOro

obecneveHus.
o 3awmTHaa bnokMpoBka hyHKUUIN He nogaepxmBaeT aparieep BR-Script3 anga neyatu.

Opyrne doyHKUUM
3awmTHas 6nokmpoBka pyHkUun 2.0 No3BONSET HAaCTPOUTL cneayoLune OyHKLNN:
B C6poc BCcex CHETYMKOB
MOoXXHO COpOCUTb CHETUYMK CTPaHMUL, HaxxaB COpoC BCeX CHETYMKOB.
B 3kcnopT B CSV-chpann

MO>KHO 3KCMOPTMPOBATb TEKYLLNIA CHETUMK CTpaHUL, BKktodasa nHcpopmauuio UpeHtucpukarop/Mmsa s
Buge cpanna CSV.

N NocneagHee 3Ha4YeHUe cYeTUYUKA
AnnapaT coxpaHsieT YnCno CTpaHuL, nocre copoca cyeTymKa.
B ABTOMaTU4YECKUM COpPOC cueTUMKa

MoXxHO aBTOMaTM4YECKU C6pOCI/ITb C4eT4YnKn CTpaHuny, HactpouBs BpeMeHHOVI MHTepBaJ1 Ha OCHOBaHWK
eXeaHeBHbIX, eXeHeOelbHbIX Ui exemeca4HblX HaCTpoOeK.

62



YnpaeneHue yepes Beb-nHTEPdENC

CuHxpoHusaumsa ¢ SNTP-cepBepom

SNTP — 3T0 NpOTOKON ANA CUHXPOHU3aUMN BPEMEHU, UCNOMb3YyeMOro annapaTtoM ansa ayTeHTudunkaunm Ha
cepBepe BpeMeHn SNTP (oTnnvaeTcs OT BpeMeHMU, KOTOpoe oTobpa)kaeTca Ha CEHCOPHOM 3KpaHe
annapata). MoxHO HacTpouTb perynsipHyto CUHXpPOHU3aLUMIo annaparta co BCEMUPHbLIM KOOPAMHUPOBAHHbLIM
BpemeHem (UTC), npegocTtaBnsiemMbiM ¢ cepsepa BpemeHn SNTP.

NMPUMEYAHUE

[aHHas yHKUMS HeQOCTYNHA B HEKOTOPbLIX CTpaHax.

0 Haxwmunte CeTb, a 3atem lpoTokon.
9 [ns sknoyeHNa napameTpa ycTaHoBUTE bnaxok B none SNTP.

0 Haxmnte lononHutenbHble NnapamMeTpsbl.
B CocTosiHue
OT1obpaxeHne cocTosiHMA CUHXPOHM3aLUmn ¢ cepeepoM SNTP: BKNHOYEHO MK BbIKMTIOYEHO.
B MeTtop cepBepa SNTP
Buibepnte ABTOMATUYECKWUN nnn CTATUYECKUNA.
« ABTOMATUYECKUW

Ecnu B cetn yctaHoBneH cepsep DHCP, cepsep SNTP aBTOMatn4ecku nony4nt agpec ¢ 3Toro
cepsepa.

« CTATUYECKUH
BBeanTe HyXHbIN agpec.
B Agpec nepBu4Horo cepsepa SNTP, Agpec BTopudHoro cepsepa SNTP
Beegute agpec cepepa (8o 64 3HakoB).

Appec BTopnyHoro SNTP-cepBepa MCnorb3yeTcs B Ka4eCcTBe pe3epBHOro agpeca nepBuYHOro
SNTP-cepsepa. Npu oTcyTcTBUM JocTyna Kk nepeudHomy SNTP-cepBepy annapat obpaTturcs kK
BTOpUYHOMY SNTP-cepBepy. Ecnu umeeTcs nepsudHbin SNTP-cepBep, a BTopudHbIn SNTP-cepBep
OTCYTCTBYET, OCTaBbTe 3TO MOJSie He3anoIHEHHbIM.

H NMopT nepBuYHoro cepsepa SNTP, NMopTt BTOpnYHOro cepsepa SNTP
Beeante Homep nopta (1 — 65535).

MopT BTOpUYHOro SNTP-cepBepa UCnonb3yeTcs B Ka4ecTBe pe3epBHOro nopta nepsmnyHoro SNTP-
cepBepa. Npu oTcyTCTBUM JOCTYNa K NepPBUYHOMY NOPTY annapat obpaTntcsa K BTOPUYHOMY NopTy
SNTP-cepBepa. Ecnu nmeetca nepsuydHbin nopT SNTP, a BTopu4dHbIn nopT SNTP oTcyTCTBYET,
OCTaBbTe 3TO Mone He3anofNHEeHHbIM.
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B UHTepBan CUHXpPOHU3aLUN

Beegute uHTepBan B Yacax Mexay nonbITKaMy CUHXpOHM3aLumu ¢ cepsepom (o1 1 go 168 yacos).

NMPUMEYAHUE

* [1N9 CUHXPOHM3aL MM BPpEMEHU, UCNONB3YEeMOro annapaTom, ¢ cepsepom BpemeHn SNTP, Heob6xoanmo

HacTpouTb napameTp Odata u Bpems. Haxmnte [lata n BpeMsA, a 3ateM HacTpouTe napameTp
[arta v Bpemsa Ha akpaHe O6wWwume. HacTponTb gaty 1 BpeMs MOXHO TaKKe C naHenu ynpasneHus

annapaTa.

OaTta u Bpema

Aara 14 /9 /2012
Bpems 09 - 44
Yacoeoi nosc uTC =]

TNeTHee BpeMs: aBTO @ Boikn. © Bkn

CMHXpOHU3aUumA ¢ SNTP-cepeepom

[NA CMHXPOHWM3aLMK NapameTpa "[aTa i Bpema” ¢ Bawnm SNTP-cepsepoM
HEODXOAMMO HACTPOMTL NapameTpel SNTP-cepeepa.

SNTP>>

OTMmeHa) [OTnpasuTe

» OTmeTbTe none CuHxpoHusauusa ¢ SNTP-cepBepom. Heobxoanmo Takke ybeantbes, 4To

YCTaHOBIEHbI NpaBuUbHbIE HACTPOMKN YacoBOro nosica. Beibepute pasHuuy BO BpeMeHU Mexay Ballen
MeCTHOCTbIO U BpeMeHeM UTC B packpbiBatolemMcs cnmcke YacoBon nosic. Hanpumep, 4acoBoi nosic

ansa BoctouHoro Bpemenn B CLUA n KaHage o6o3HavaeTca UTC-05:00.

B CocTOofiHUEe CUHXPOHMU3aLUN

MoxHo npoBepunThb nocrnegHee CoCTodHMEe CUHXPOHNU3aUnn.

0 Haxmute OTnpaBuTb 4518 NPMMEHEHUS NapameTpoB.
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CoxpaHeHue XypHana B CeTu

®yHkums “CoxpaHeHne XypHana B ceTu” no3BonseT coxpaHaTb hann XypHana neyaTtu ¢ annaparta Brother

Ha ceTeBOW cepBep c ucnonb3osaHnem CIFS 1 MoxHo COXpaHuUTb uaeHTUdurKaTop, TUN 3agaHnsa nevaTu,
Has3BaHWe 3ajaHud nevatun, UMa nornb3oBaTensd, AaTty, BpeMs 1 YACHOo HaneyaTaHHbIX CTpaHWL, AN KaXgoro
3ajaHuna nevartu.

1 CIFS - o6wwwit npoToKon AOCTYNa K MHTEPHET-haiinam ¢ MOMOLLbIo NpoTokona TCP/IP, No3BonsIOWMil KOMALIOTEPAM B CETU OBMEHUBATLCS

darinamm Yepes nokarnbHyto ceTb unu MIHTepHeT.
B XypHan nevyaTtu coxpaHaTcsa cnegyowme pyHKLMM nevaTtu:
B 3agaHua neyaTtu ¢ KoMnbloTepa
B [Mpsmaga neyaTtb ¢ USB-HakonuTens (TonNbko Ang mogenewn, NoAAep>KUBaKLWNX AaHHYO QyHKLWIO)
B KonupoBaHue
B [MpyHATBIN dhake (TONbKO AN MoAenewn, NOAAEPKUBAKLWNX AaHHY0 PYHKLWIO)
B [MeyaTb ¢ nomowbo yHKkuun Web Connect

NMPUMEYAHUE

» dyHkuMs “CoxpaHeHue xxypHana B ceTn” nogaepxxusaeTt ayTeHTudgukaumo Kerberos u NTLMv2.

[nsa BbinonHeHNsa ayTeHTUdMKaLmnum Heobxoanmo HacTpouTb npoTokon SNTP (ceTeBown cepeep BpeMeHM)
W1 yCTaHOBWTb AaTy, BPEMS 1 4YacOBOW NOSAC Ha NaHenu ynpasneHusd. (Ons nonyyeHms uHdopmawmm o
HacTpouke SNTP cm. pasgen CuHxpoHu3sauusi ¢ SNTP-cepeepom »» cTp. 63. IHpopmaLms o HacTporike
OaTbl, BpEMEHN 1 YacoBOro nosica: »»PykoBoACTBO Mo ObICTPON YCTaHOBKE.)

* [1pu coxpaHeHuu hanna Ha cepsep A1 HEr0 MOXHO ycTaHoBUTL TUn TXT unu CSV.
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HacTtpouka napameTtpoB ¢pyHKUuuM “ CoxpaHeHUue XXypHarna B ceTn” C
MCnonb30BaHMEM CUCTEeMbI yrpaBrieHUs Yepe3 Beo-uHTepdenc (bpaysep)

0 HaxmuTe AGMUHUCTpaTOp Ha BEG-CTpaHuLe annapaTa, nocre 4Yero HaxmuTe CoxpaHeHue XypHana
neyaTtu B ceTb.

9 Bbibepute Bkn. B nyHkTe XKypHan nevaTu.

0 C nomolbio 6pay3epa MOXHO HAaCTpPOUTL cnefytoLine napameTpsi.
B Agpec xocTa

Appec xocTta — 310 nMsi xocTa cepBepa CIFS. Beegute agpec xocta (Hanpumep, mypc.example.com)
(He 6onee 64 cumBonoB) unu IP-agpec (Hanpumep, 192.168.56.189).

H Manka coxpaHeHusi

Beegute uenesyto nanky, B KoTopon 6yaeTt coxpaHeH xxypHan Ha cepsepe CIFS (Hanpumep,
brothen\abc) (He 6onee 60 cumBonoe).

B Umsa cpanna

Beegute HyxHoe nm4a charina xxypHana neyaTtu (4o 15 cumBonos).
B Tun ¢danna

Bbibepute Tvn harina gnsa xypHana nevatu: TXT nnm CSV.
B MeTopn ayTeHTUdUKaLUn

Bbibepute metoa ayTeHTUMKaumm ana goctyna k cepsepy CIFS: ABTomaTtuyeckm, Kerberos Lynm

NTLMv2 2.

1 Kerberos sBnsieTcs NIPOTOKOMNOM ayTEHTUMKALMM, MO3BOMSIOLLIMM YCTPOMCTBAM MMM OTAEMLHLIM MIOASM NOATBEPXKAATh

NOANTIMHHOCTb C NOMOLLbI TEXHONOMMN €ONHOro BXxoaa.

2 Metogom ayTeHTMdMKaumm Ana goctyna k cepsepam, ncnonbdyembim B Windows, sisnsietca NTLMv2.

» ABTOMAaTUYECKHU: NpUM YCTaHOBKE 3HadYeHuns Auto (“ABT0”) annapat ByaeT BbINOMNHATbL CHavana
nonck cepsepa Kerberos. Ecnu cepsep Kerberos He ByaeT obHapyxeH, B ka4ecTBe MeToaa
ayTeHTMdukaumm 6ygeT yctaHoBneH NTLMv2.

» Kerberos: Bbibepute 3HaueHne Kerberos, 4tobbl CNONb30BaTb TOMNBKO ayTEeHTUMKALMIO
Kerberos.

* NTLMv2: BbiGepuTte 3HadyeHune NTLMv2, 4Tobbl MCNOMb30BaTh TOMBKO ayTEHTUdMKALUIO
NTLMv2.

Onsa ayteHTudumkaumm Kerberos n NTLMv2 Heo6xoaMMoO Takke HaCTPOUTbL NapameTpbl
DaTta v Bpemsa unu npotokon SNTP (ceTeBOM cepBep BpeMeHM).

Onsa nonyyeHnsa nHdopmMaumm o HacTporke napameTpoB [lata u Bpemsa n napametTpoB SNTP
cMm. pasgen CuHxpoHu3ayus ¢ SNTP-cepeepom »> c1p. 63.

HacTtpoutb napameTp “[daTta U BpeMsi” MOXHO TaKXe C MOMOLLbLIO NaHenu ynpasrneHus
annapara. »>PykoBoAcTBO No 6bLICTPON YCTaHOBKE.
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H Nma nonb3oBaTens
Beegute ums nonb3oBatens Ans ayreHTudukauum (4o 96 cMmBomoB).

NMPUMEYAHUE

Ecnn nmsa nonb3oBaTtens BXOAUT B AOMEH, BBEAUTE ero 0gHUM M3 cnegytowmx obpasos: user@domain
nnu domain\user.

N Naponb
Beeaute naponb gna ayteHtudukaumm (4o 32 CUMBOJSIOB).
B Agpec cepBepa Kerberos (npyn HeobxoammocTn)

Beegute agpec xocta KDC (Hanpumep, mypc.example.com) (He 6onee 64 cumonos) nnm IP-agpec
(Hanpumep, 192.168.56.189).

B HacTtpoika onpegeneHus ownbok (cM. Hacmpolika obHapyxeHusi owubok »» ctp. 68.)

0 C nomouwbo napameTpa CocTosiHne NOAKMYEHUA MOXHO NMPOBEPUTL COCTOSIHME NOCNEaHEro
XypHana. [Ana nonyyeHns JononHUTeNbLHON nHopmauum cM. pasgen 3HaveHue coobuweHuti 06
owubkax »>» cTp. 69.

@ Haxmute OTnpaBuTb Ans oTobpaxeHns cTpaHuubl TecToBoe coxpaHeHue XXypHana nevyatm B
ceTeBylO Nanky.
UT06bI NPOBEPUTHL HACTPOWNKK, HaXxXMUTe KHONKy da n nepengute Kk wary @.
UTtoObl nponycTuTh NpoBepKy, HaxkmuTe HeT. HacTpowkn ByayT nepegaHbl aBTOMaTUYECKH.

@ AnnapaT npoBepuT 3afaHHble HAaCTPOMKMW.

o Ecnun HacTponkn npMHUMAaloTCsl, Ha CTPaHuLUe NOSBUTCS MHONKaLMS
TecTOBOE CKaHUPOBaHME BbIMOMTHEHO YCMNELUHO.
B cnyyae nosieneHusa nHavkaumm OwnMbKa TECTOBOro CKaHUpPOBaHUSA NPOBEPbTE BCE HACTPOMKN U
HaXXmuTe kHonky OTnpaBUTb, YTOObLI 0TOOpPa3nTb CTpaHMLYy NPOBEPKN MOBTOPHO.
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HacTponka obHapyxeHnsa owmnoboK

Mo>xHo BbIGpaTh AencTere, KOTOpoe ByaeT BbINOMHATLCS, €CNU HE yAacTCa COXPaHUTb XypHan neyaTu Ha
cepBepe 13-3a CeTeBON OLUMOKM.

0 [na napameTtpa HacTpoika onpeneneHmsa ownMBGOK ycTaHOBUTE 3Ha4YeHne OTMeHUTb nevaTtb Unu
UrHop. xxypHan n ne4vatb B pasgene CoxpaHeHue XXypHana ne4yaTtu B CeTb.
B OTMEeHUTb nevaTb
Mpun BbIGOpE 3Ha4YeHMst OTMEHUTb NeYaTb 3a4aHus NeYyaT OTMEHSIOTCS, eCNu XKypHan neyvyaTun He
yOaeTcsa CoXpaHuTb Ha cepBepe.

NMPUMEYAHUE

Haxe npu Bbibope 3HayeHnss OTMeHUTb nevaTb annapart OyaeT nevataTb NPUHATLIE haKChbl.

H UrHop. XXypHan un nevyaTtb

Mpu BbIOOPE 3Ha4YeHst UrHop. XKypHan v nevyatb annapart Npou3BoaMT neyaTb JOKYMEHTa, Aaxe
€CIv XXypHan nevyaTn He yaaeTcs COXpaHUTb Ha CepBepe.

Mpun BOCCTAHOBNEHUN (DYHKLUN COXPAHEHMS XXypHana neyaTu 3anucb XXypHana npon3BoauTcs
cnegyowmm obpasom:

e Ecnu xypHan He ygaeTcsl COXpaHUTb B KOHLE nevaTtn, COXpaHsaeTcs XXypHan nevaTtu 6e3 uncna
oTnevaTaHHbIX cTpaHul,. (1)

» Ecnu xxypHan neyaTtu He yaaeTcs COXpaHUTb B Havane neyaTu, XXypHan 3agaHus nedvyaTu He
coxpaHseTcd. Nocne BoccTaHOBNEHUs PYHKLMM B XXypHane 6yaeTt nokasaHa owunbka. (2)

Mpumep XypHana neyaTu:

Id, Type, Job Name, User Name, Date, Time, Print Pages, Color Pages

1, Print (xxxxxxx), “DocumentOl.doc”, “user0l1”, 03/03/20xx, 14:01:32, 52, 21

|2, Print (xxxxxxx), “Document02.doc”, “user0l”, 03/03/20xx, 14:45:30, ?, ? P_____(1)
|3, <Errors, ?, ?, ?, ?, ?, ? f—————(2)
4, Print (xxxxxxx), “Report0l.xls”, “user02”, 03/03/20xx, 19:30:40, 4, 4

9 Haxmute OTnpaBuTb Ans oTobpaxeHns ctpaHuubl TecToBoe coxpaHeHue XXypHana nevyatum B
ceTeBYyHO Nanky.
UT0Obl NPOBEPUTHL HACTPOWNKK, HaXxXMUTe KHONKy da n nepengute Kk wary @.
YUTtoObl nponycTuTh NpoBepky, HaxkmuTe HeT. Hactpowkn ByaoyT nepegaHbl aBTOMaTUYECKH.

0 AnnapaT npoBepuT 3afaHHble HAaCTPOMKMW.

0 Ecnun HacTponkn npMHUMAaloTCsl, Ha CTPaHuLUe NOSBUTCS MHONKaLMS
TecTOBOE CKaHUPOBaHME BbIMOMHEHO YCMNELUHO.
B cnyyae nosBneHus nHankaumm OwmnbKa TeCTOBOro CKAHUPOBAaHUA NMPOBEpPbTE BCE HACTPONKN U
HaXXmuTe kHonky OTnpaBUTb, YTOObLI 0TOOpPa3nTb CTpaHMLYy NPOBEPKN MOBTOPHO.
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YnpaeneHue yepes Beb-nHTEPdENC

3HauyeHue coobLeHun o6 owmnbKax

CocTosiHMe oWmnBKN MOXHO NPOBEPUTL HA CEHCOPHOM 3KpaHe annapara, Unm ¢ NOMOLLbIO
CocTosiHMe NoaKNYeHUs B cucTeMe ynpasneHus Yepes Beb-nHTepgeiic.

B Bpems oOXMIaHMsS CepBepa MCTEKJIO, o00paTMTech K aIMMHMCTPATOPY.

[laHHoe coobLLeHe NOsIBNSIETCS, €CNY HE yAaeTcs MOAKMIOYNTLCS K CepBepy.
Y6eanTtech, YTO BbINOSIHEHbI CreayoLLMe YCroBUS:

* Agpec cepsepa BBeleH NpaBuUrbHO.
» CepBep NOAOKMNIOYEH K CETH.
* Annapat NogKmM4YeH K CEeTH.
B Ommbxa ayTeHTHMOMKauMM, oO0paTUTECh K aIMMHMUCTPATOPY.

Ecnn napametp Hactpoimka ayTeHTUdMKaLUmM yCTaHOBEH HENPaBUIBHO, MOSBUTCS coobLLEeHNE.
Y6eantecs, YTO BbINOMHEHBI CreaytoLimMe yCnoBus:

1

* Imsi nonb3oBaTens - 1 Naponb B napameTpax ayTeHTUdMKaL MU yKa3aHbl NPpaBUIbHO.

1 Ecnu ums nonb3oBaTens BXoguT B QOMEH, BBEAUTE €r0 O4HUM U3 cneayowmx obpasoB: user@domain nnm domain\user.

* Bpems cepBepa harnna xxypHarna cosnagaeT co BpemeHeM SNTP-cepBepa unv sHa4eHnamm
napameTpos [lata u Bpems.

» [NapameTpbl cepBepa BpeMeHn SNTP HacTpoeHbl NpaBuibHO 1 BpeMsa cepBepa coBnagaeT co
BpeMEHEM, UCMNOoNb3yeMbIM AN ayTeHTudukaumm ¢ noMmoLLbo npotokonoB Kerberos unm NTLMv2.
Ecnn SNTP-cepBep oTcyTcTBYeT, yoeantech, 4to napameTpsl flata u Bpema u HacoBown nosic
YCTaHOBIEHbI NPaBUBHO C MOMOLLLIO YpaBneHus Yyepes Beb-mHTepdenc nnu naHenu ynpasneHus,
4yTO6bI annapaTt CUHXPOHU3NPOBAN BPeEMSA C CEPBEPOM ayTeHTUMKaumn.

B Ommbxa pocTyna kK Qaniry, of0paTUTeCh K aIMUHUCTPATOPY.

[laHHoe coobLLeHe NosIBNSIETCS, eCNY He yAaeTcs NOoMyYnTb AOCTYN K LieNeBoin narke.
Y6eanTtech, Y4TO BbINOSIHEHbI CreayoLiMe YCroBUS:

* ima kaTanora xpaHeHus yka3aHo NpaBuWIbHO.
» PaspelleHa 3anucb B KaTanor XxpaHeHus.
o ®ann He 3abnoKknpoBaH.
B HeBepHHE nOaTa M BpeMs, O0O0paTUTECh K aIMUHUCTPATOPY.

[aHHoe coobLieHne nosaBngaeTcs, ecnv annapaT He nonyyaeT Bpems ¢ cepBepa BpemeHn SNTP.
Y6eantecsh, YTO BbIMNOMHEHBI cCreayoLimMe yCnoBus:

» MNapameTpbl goctyna k BpemeHn SNTP ycTaHOBREeHbI NpaBuIibHO C MOMOLLIbIO CUCTEMbI YpaBneHus
yepes Beb-mHTepdeiic.

* B gyHKLMM ynpaBneHus Yyepes Beb-nHTepdenc npoBepbTe NpaBuUbHOCTbL HacTpoek [lata u Bpemsa
annaparta.

NMPUMEYAHUE

Mpwu BbIGOpe NapameTpa OTMEHUTb NeYaTb B CUCTEME yrnpaBrneHns Yyepes Beb-nuHTepderc coobLleHne
Omubka HOCTyNa K XypHary OyaeT oTobpaxaTbCs Ha CEHCOPHOM 3KpaHe B TeveHue 60 cekyHa.
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YnpaeneHue yepes Beb-nHTEPdENC

Ucnonb3oBaHue pyHKkuumn “CoxpaHeHune XypHana B ceTu” ¢ yTUNUTOMN
3awmTHaa 6nokupoBka pyHKumum 2.0

Ecnu BkntoyeHa 3awwmtHas 6noknpoBka yHKuumn 2.0, UMeHa 3aperMcTpmpoBaHHbIX Nonb3oBaTenen Ans
YHKLMI KONUPOBaHUs, npuemMa pakcoB, neyaTn ¢ nomoLbio pyHkuum Web Connect n npsamon nevatu ¢
USB-Hakonutens (npy Hanuuum) 6yayT 3anncaHbl B OTYET PYHKLMN COXPaHEHNS XypHarna B ceTu.

Mpumep nonb3oBaTeneu, 3anMcaHHbIX B XXypHarn nevartu ¢ 3awwmTHon 6nokuposkon dyHkumn 2.0:

Id, Type, Job Name, User Name, Date, Time, Print Pages, Color Pages
1, Copy, -, -, 04/04/20xx, 09:05:12, 3, 3
Fax, -, -, 04/04/20xx, 09:45:30, 5, O

’ ’

2
3, Copy, -, 04/04/20xx, 10:20:30, 4, 0
4, Fax, -, O4/O4/20xx, 10:35:12, 3, O
5, USB Direct, -, 04/04/20xx, 11:15:43, 6, 6

U3meHeHne KoHurypaumm dyHKUNN ckaHnpoBaHus HaFTP ¢
nomMolyblo bpay3epa

®yHKUMS ckaHMpoBaHuA Ha FTP no3sonsdeT ckaHMpoBaTb JOKYMEHT HenocpeacTeeHHo Ha FTP-cepeep,
HaxoasLWMIcs B floKanbHON ceTn unun B MHTepHeTe. [lononHnTenbHble cBeAeHUs 0 pyHKLMM “CKaHnpoBaTb
Ha FTP”": »>»PyKoBOACTBO MO UCMONb30BaHUIO NporpaMmHoro obecnedeHums.

0 Haxmnte CkaHMpoBaHue Ha Beb-CTpaHuLe annapara, nocrne yero Haxmute CkaHnpoBaHue Ha FTP/
B CEeTEeBYHO Nanky.

9 MoxHo BbIGpaTh, kakne Homepa npocunen (1 — 10) ucnonb3oBaTtb ANA HACTPOEK PYHKLMN
“CkaHupoBatb Ha FTP”.
MomMumMo cemu cTaHAapTHbIX UMEH bannoB B AnanoroBom okHe CosaamnTte onpea.nonb3.umsa cdanna
MOXHO COXpaHUTb ABa onpeaensemMblx nofnb3oBaTtenemMm MMeHn (hannos, KOTOPble MOXHO UCMNOSb30BaTh
ans cosgaHuda npocpuna FTP-cepBepa. B kaxgoe 13 AByx nonen MoxHo BBeCTU He 6onee 15 cumBonos.

0 Haxmunte OTnpaBuThb.
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YnpaeneHue yepes Beb-nHTEPdENC

0 Haxmute Mpodunb ckaHupoBaHusa Ha FTP/ B ceTeBylo nanky Ha cTp. CkaHMpoBaHue.
Tenepb MOXHO HacTpavMBaTb U U3MEHATL cnefyloLme napameTpbl PyHKLUMN cKaHMpoBaHuda Ha FTP,
ucnonb3ays 6payaep.

B Umsa npocdunsa (He 6onee 15 cumsonos)
B Appec xocTta (agpec FTP-cepepa)
B msa nonb3oBartens

N MNMaponb

B [Manka coxpaHeHusi

B Uma panna

B PaspelieHue

B Tun channa

B Pasmep cTekna ckaHepa

B Pa3mep cdanna

B YpaneHue uBeTa poHa

B [MaccuBHbIN pexnm

H Homep nopTa

[na napameTtpa NaccuBHbIN PeXUM MOXHO 3a4aTb 3Ha4YeHue Bbikn. unn Bkn. B 3aBUCMMOCTU OT
napameTpoB cepBepa FTP u ceteBoro 6paHgmayapa. o ymonyaHuio ons aToro napameTpa
ycTaHoBMneHo 3HadyeHue Bkn.. Kpome Toro, MOXXHO U3MEHUTbL HOMEP nopTa, UCMonb3yemMblin Ans
poctyna k FTP-cepBepy. o ymonyaHuto ncnonedyetcs nopt 21. B 6onblUMHCTBE cnyyaes Ans 3Tux
OBYX NapameTpoB MOXHO OCTaBUTb 3HAYEHUSA NO YMOMYaHWUIO.

NMPUMEYAHUE
®yHKUMS ckaHmpoBaHuda Ha FTP goctynHa, ecnv npodunu FTP-cepBepa HacTpOeHbl C UCMONb30BaHNEM
C/UCTEeMbI yripaBrneHuns Yepes Beb-uHTepdeinc.

@ Haxmunte OTnpaBuThb.
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YnpaeneHue yepes Beb-nHTEPdENC

U3meHeHune KoHdpurypaumm (pyHKLMN CKaHMPOBaAHUSA NO CEeTU
C noMoLblo bpay3epa (Windows®)

C nomoLbo pyHKL MU “CkaHMpoBaTh B CETh” MOXHO OTCKaHNMPOBATb AOKYMEHTbI HEMNOCPEACTBEHHO B O6LLYIO

nanky Ha cepsepe CIFS 1 B nokanbHo ceTn Unu ceTn WHTepHeT (gononHuTenbHas nHpopmaums 0 QyHKUNK
“CkaHupoBaTb B ceTb” — »>»PyKOoBOACTBO MO UCMNOMb30BaHMIO NPOrpaMMHoro obecneyeHns)

1 Npotokon CIFS (Common Internet File System) npefcTaBnsieT coboil CTaHAAPTHLINA CMOCOG NpeAocTaBNeHUs 0BLLEro AocTyna k dainam u

npuHTepam B Windows®.

NMPUMEYAHUE

®yHkums “CkaHnpoBaTh B ceTb” nogaepxmBaeT ayteHTudukauuto Kerberos u NTLMv2.

[na BbinonHeHnsa ayTeHTUdMKaLum Heobxoanmo HacTpouTb npoTokon SNTP (ceTeBown cepeep BpeMeHM)
UInu yCTaHOBWTb AaTy, BPEMS 1 4YacOBOW NOSC Ha NaHenu ynpasneHud. (Ons nonyyeHms uHdopmawmm o
HacTpouke SNTP cm. pasgen CuHxpoHu3sauusi ¢ SNTP-cepeepom »>» cTp. 63. IHpopmaLms o HacTporike
AaTbl, BpEMEHN 1 4acoBOro nosica: »»PykoBoACTBO Mo ObICTPON YCTAHOBKE.)

0 Haxmnte CkaHMpoBaHue Ha BeO-CTpaHuLe annapara, nocrne yero Haxmute CkaHnpoBaHue Ha FTP/
B CEeTEeBYHO Nanky.

9 Bbibepute CeTb ana Homepos npodunent (1-10), koTopble TpebyeTcs MCNONb30BaTb 418 HACTPOekK
dyHkumm “CkaHmpoBaTthb B CeTb".
MomumMo cemu cTaHgapTHbIX UMEH bannoB B AnanoroBom okHe CosaamnTte onpea.nonb3.umsa cdanna
MOXHO COXpaHuUTb [Ba onpeaensemMble nonb3oBaTenem nmeHn gamnnos, KOTOpPbIe MOXHO
ucnonb3oBaTtb ANg co3gaHusa npoduna yHkuum “CkaHupoBaTth B ceTb”. B kaxgoe u3 aByx nonemn
MOXHO BBECTM He bornee 15 cMMBOIOB.

0 Haxmunte OTnpaBuThb.
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0 Haxmute Mpodunb ckaHupoBaHusa Ha FTP/ B ceTeBylo nanky Ha cTp. CkaHMpoBaHue.
Tenepb ¢ nomoLLbio Beb-6paysepa MOXHO HAaCTPOUTb U M3MEHUTb crieayoLine napamMmeTpbl PyHKLUK
“CkaHunpoBaTb B CETb".

B Umsa npodmnsa (He 6onee 15 cumBonos)
B Agpec xocTa

B MManka coxpaHeHusi

B Umsa danna

N PaspelieHue

B Tun canna

B Pasmep cTekna ckaHepa

B Pa3mep cdanna

B YpaneHue uBeTa poHa

B Ucnonb3ayunte PIN-koa ans ayteHTucpukaumm
H PIN-koa

B MeTopn ayTeHTUdUKaLum

B Umsa nonb3oBartens

N NMaponb

B Aapec cepBepa Kerberos

NMPUMEYAHUE

®yHkums “CkaHnpoBaTb B ceTb” OCTYMNHA, ecriv Npodunm CeTeBbIX CEPBEPOB HACTPOEHLI C MOMOLLBIO
CUCTeMbI yrpaBreHuns Yyepes Beb-uHTepdenc.

@ Haxmunte OTnpaBuThb.
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UHTepHeT-hakc (MFC-9130CW,
MFC-9140CDN, MFC-9330CDW um
MFC-9340CDW: MOXHO 3arpy3unTb C BeO-
cauTa)

0630p byHKUMU UHTEepHeT-hakca

®yHkuma “UInTepHeT-pakc” (I-FAX) nossonseT oTnpaBnsaTb U NPUHUMAaTL akckl Yepe3 MHTepHeT.
[okyMeHTbl NnepefaloTca B BUAE AMNEKTPOHHbIX COOBLLLEHNI C BIOXEHHbIMU hannamu TIFF-F. 310 o3HavaerT,
4YTO MOXHO MPUHUMATL U OTAPaBNATbL JOKYMEHTbLI C KOMMbOTEPA NPU YCIIOBUX, YTO HA HEM YCTaHOBIEHO
npunoxexue ans cosgaHus u npocmotpa cavinos TIFF-F. MoxHo ncnons3oBatb noboe cpeacTso
npocmoTpa dannos TIFF-F. Bce 4OKYyMeHTbI, OTNpaBnsemMble ¢ MOMOLLLIO YCTPOMCTBA, aBTOMaTUYECKM
npeobpasytotca B popmart TIFF-F. YTobbl oTnpaBnsaTb coobLeHms Ha yCTPONCTBO U NPUHMMAaTL COOBLLEHMS
C Hero, NoYTOBas nNnporpamMmmMa, ucrnonb3yemas Ha KoMnblTepe, AoMKHa nogaepxusats opmat MIME.

[na ncnonb3oBaHNd 3TON PYHKLMKU 3arpy3mTe Heobxoaumoe nporpaMmHoe obecnedeHne co cTpaHuLbl
“3arpyska” Beb-y3na Brother Solutions Center no agpecy http://solutions.brother.com/.

1 OrnpaButenn

2 WHTepHeT

3 Monyuvartenb

4 CepBep 3NEKTPOHHOW NOYTHI

NMPUMEYAHUE

WHTepHeT-dakc OOCTYyNeH TONbKO B YepHO-Oenom pexumme.

B [NepeHanpaBneHne NpUHATLIX COOBLLEHNIA 3NEKTPOHHON NOYTbI U PAKCUMMUIBbHBIX COOBLLEHWIA

CoobLeHns aneKTpoOHHON NOYThl U CTaHAAPTHbIE PAKCUMUIbHBIE COOBLLIEHNST MOXHO NepeHanpaBnaTb
Ha Opyrov agpec aNeKTPOHHOM NoYThl UK Apyron dhakcumMuneHel annapart. lNogpobHee cMm. B pa3gene
lNepeHanpasneHue NpUHAMbIX COObWEHUU 371eKMPOHHOU MoYMbl U ¢haKCUMUSIbHbIX CO0bWEeHUl

>»>» cTp. 79.
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WHTepHeT-pakec (MFC-9130CW, MFC-9140CDN, MFC-9330CDW 1 MFC-9340CDW: MOXHO 3arpy3uTb ¢ Beb-canTa)

M [Nepecebinka

Ecnu Hy>kHO OTNpaBuTb AOKYMEHT MO ¢hakcy Ha BonbLIOe paccTosHMe (HanpuMep, 3a rpaHnLy), MOXHO
ncnonb3oBaTh (PYHKLUMIO NePechINnKn, NO3BOSIOLLYIO COKPaTUTL pacxodbl Ha ycnyru ceasu. [Npu
NCnonb30BaHNN 3TOM PYHKLMM YCTPONCTBO Brother npuHumaeTt gokymeHT Yepes IHTepHeT 1 nepenaet
ero Ha apyrue dakcMMunbHble annapaTbl No 00bIYHBIM TenedoHHbIM NMHUAM. NMoapobHee cM. B pasgene
lNepecnbinka »» cTp. 79.

1 WHTepHeT
2 TenecoHHaA NUHUSA
3 CepBep 3NeKTPOHHOMW NOYTbI

BaxHasa nidopmauumsa o dyHkuum “UHTepHeT-chpakc”

Mepenava akcos Yepe3 NHTEpPHET B NOKaNbLHOM CETU B LLENOM He oTinvaeTcs oT obMeHa coobLeHuaMn
3NEKTPOHHOW MOYTLI, O4HAKO OHa OTNU4aeTcd OT nepedaym akcoB No 06bIYHbIM TenedOHHbIM NMNHNAM.
Mpun ncnonsszoBaHun yHKUUKN “UIHTepHET-(haKke” BaXXHO NMOMHUTL CrieaytoLlee:

B Takue hakTopbl, Kak MECTOMONOXEHNE YCTPONCTBa-nony4arens, cTpyktypa cetu JIBC u 3arpyska nmHum
(Hanpumep, NUHUKN ceTn NHTepHeT), MOryT NPUBECTU K yBENUYEHNIO BpeMeHU. (00bi4HO oT 20 go 30 c).

B B cBsI3V C HU3KMM YpOBHEM Ge3onacHOCTU Npy nepeaade yepes VIHTepHET pekoMeHayeTcs OTnpaBnaThb
KOHUAEeHUManbHble AOKYMEHTbI MO CTaHAAPTHLIM TeNeOHHbIM NIMHUSIM.

B Ecnu noytoBas cuctema nonyyartens He nogaepxunsaet popmat MIME, nepefatb JOKYMEHT
nony4aTerto HEBO3MOXHO. B 3aBMCUMOCTHM OT cepBepa nonyyvyatens MOryT BO3HUKHYTb Criydau, Korga
ownboYHOe NOYTOBOE COObLLEHNE He BO3BpaLlaeTCcs.

B Ecnu pasmep gaHHbIX M300paxeHnst AOKYMEeHTa CAMLLKOM BENWK, Nepefada MOXET okas3aTbCs
HeyCneLHOoN.

B 1ameHeHne wpudTta unu pasamepa CUMBOSOB NOSly4EHHON NHTEPHET-NOYTbI HEBO3MOXHO.
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Ucnonb3oBaHue pyHKUun “UHTepHeT-hakc”

Mepepn ncnonb3oBaHmem NHTepHeT-hakca HEOBXO0AUMO HAaCTPOUTbL YCTPOMCTBO Brother ons cBaAsm ¢ ceTblo
1 NOYTOBbLIM cepBepPOM. MOXHO BbINOMTHUTL 3TWM HACTPOWKM Ha NAHENU ynpaBneHusi, C MOMOLLbIO
ynpaBneHust Yyepes Beb-uHTepeic, C NOMOoLL b0 NporpamMMbl yaaneHHoW HacTPOnKy nnu ytunutel BRAdmin
Professional 3. Y6eauTteck, 4To Ha annapaTe BbINOMHEHbI CNeayoLne HacTPONKN:

B |[P-agpec (ecnv annaparT yxe ncrnonb3yeTcsa B ceTu, IP-agpec annaparta HaCTPOEH BEPHO).
B Agpec 3neKTPOHHOW NoYThI

B Agpec, nopT, cnocob ayTeHTudmkauum, cnocob wnudpoBaHus, NpoBepka cepTudurkaTa cepeepa ans
SMTP- n POP3-cepBepa

B HasBaHue 1 naporb NOYTOBOrO SAULMKa

Mpyn BOZHUKHOBEHUN COMHEHWUI OTHOCUTENBHO Kakoro-nmbo 13 aTux napameTpoB 06paTUTECH K CUCTEMHOMY
agMuHUCTpaTopy.

OTnpaBka UHTepHeT-chakcoB

MNepen oTnpaBkon UHTepHeT-hakca

[ns otnpaBkn MIHTepHeT-(hakca MOXHO HAaCTPOUTL criedytoLlne napamMmeTpbl Ha NaHenu yrnpasneHus, ¢
NOMOLLBIO ynpasBneHns yepes Beb-nHTepdernic nnu ¢ NOMOLLbIO NporpamMmbl yaaneHHOW HaCTPOWKM.

B Tema oTtnpaBuTens (Npu Heob6xoaAMMOCTH)
B OrpaHuyeHue no pasmepy (Npy Heob6Xxo4MMOCTI)

B YBegomneHue (Npy Heob6xoamMmMocTK) (ANa NonyyYeHns AONONHUTENbLHON MHpopMaLmMn cM. pasgen
CoobuweHue nodmeepxdeHusi nepedayqu »» ctp. 83).

NMpouenypa ornpaBku UHTepHeT-akca

OtnpaBka VHTepHeT-(hakca HUYEM He oTNnYaeTcs OT OTNpPaBKkN 0BbLIYHOIO dhakca (4ONONHUTENbHbIE
cBefieHus — »>»PykoBoACTBO NO OCHOBHBIM PYHKLUAM:

<indexterm><primary>Fax, stand-alone</primary><secondary>sending</secondary></indexterm>Sending
a fax). Ecnn agpeca cakcumunbHbIX annapaTtoB nonyyaTtenen ¢ nogaepxkon yHkumm “UiHtepHeT-gakc”
yXe 3anporpammupoBaHbl B HOMepax 6blicTporo Habopa, MOXHO OTNpaBuTb hakc Yepes NIHTepHeT, 3arpysus
OOKYMeHT B ycTponcTtBo. Ecnn TpebyeTca nameHnTb paspelueHue, B MeHIo hakca Bbibepute

Paspemenue daxca, YTOObl yCTaHOBUTL Tpebyemoe paspelueHue, n Bolbepute Homep Habopa oaHUM
Ha)kaTueM (3HavyeHne CeepxBLHICOK. HE NOAAep>KuBaeTcs Ans MYHKUMM MHTepHeT-hakca).
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NMPUMEYAHUE

» Ecnu tpebyeTca Bpy4yHyto BBeCTU agpec MHTepHeT-hakca, 3arpysmte JOKYMEHT B annapar U BbINOSTHUTE
04HO N3 criegyrwmx AenCcTBUNn.

* Haxmute , 3aTeM HaXXMuTte and Bbl60pa LI,VICbp, CMMBOJI0B 1SN cnelmnaribHbiX 3HaKOB.

Vv

BeeaouTte agpec n HaXXMUTe KnaBully daxc CrapT.

[ns nonyyeHnsa ooNoONHUTENbLHOM MHpopMauumn 0 pyd4HOM BBOZE afpeca MHTepHeT-(hakca
>»>»PyKkoBoACTBO MO OCHOBHbLIM (DYHKLINAM.

* VIHdopmaumio 06 agpece aNeKTPOHHOM MNOYThI MOXHO 3aperncTpMpoBaTb Yepes3 CUCTEMY yNpaBreHus
yepes Beb-mHTEpPdENC M C NOMOLLbIO NPOrpamMmbl yaaneHHON HaCTPOKH.

Mocne ckaHnpoBaHUA JOKYMEHT aBToMaTnyeckn nepegaetcs Yyepe3d SMTP-cepBep Ha (hakCUMUNbLHLIN
annapat nonyyaTens, nogaepxueatowmn yHkumo MHTepHeT-akcoB. Onepaumio oTApaBku MOXHO

OTMeHNTb, HaxaBs knasuwy il Bo Bpems ckaHuposanus. Mo 3aBeplueHUM nepeaayun akca yCTPOHCTBO
aBTOMAaTMYECKM NEPEXOOUT B PEXMM OXMOAHUS.

NMPUMEYAHUE

HekoTopeble cepBepbl 3NEeKTPOHHOW NOYTLI HE NO3BONAIOT NepefaBaTh N0 AMIEKTPOHHON NOYTE AOKYMEHTLI
6onbLoro obbema (CUCTEMHbIE aAMMHMUCTPATOPbl YacTO YCTaHaBNMBAOT OrpaHMyeHne Ha
MaKcuMMarnbHbIA pasmep COOOLLEHUIN INEKTPOHHOM NoYThl). ECnun BKNOUMTL 3Ty (PYyHKLMIO, TO Npu
NonbITKE OTNPaBKM COOOLLEHMS SMEKTPOHHOM NOYThI, padMmep koToporo npesbiwaeT 1 MB, Ha ycTpolicTee
oTobpaxaeTtcsa coobleHne Masio namaTu. [JOKYMEHT He OTNpaBnsieTcs, 1 neyataeTca ot4eT 06 owmnbke.
OTnpaBnsemMbl JOKYMEHT crnefyeT pasgenuTb Ha JOKYMEHThl MEHbLLEro pasmepa, KoTopble MoryT 6biTb
NPUHATEI NOYTOBLIM cepBepoM. (MomHuTe, 4TO pasmep 42-CTPpaHUYHOIO AOKYMEHTA, CO34aHHOro Ha
OCHoBe TecToBoM cTpanuubl ITU-T Nel, coctaBnsieT npubnusmtensHo 1 MB.)

Mpuem coobLeHUs aneKTPOHHOW NoYTbl unu UHTepHeT-hakca

MNepen npuemom UHTepHeT-hakca

Ons nonyyeHus NHTepHeT-hakca cnegyeT HacTpoUThL cneayolimMe napaMmeTpbl Ha NaHenu ynpasneHns, ¢
NoOMOLLBIO ynpaBneHns yepes Be6-nHTepdenc nnu ¢ NOMOLLbIO NporpamMmbl yoaneHHOW HaCTPOWKM.

B ABTOMaTU4Yeckuin onpoc (npyu HeobxoaMmMocTu)

W YacToTa onpoca (npu HeobxoanMocTK)

B 3aronoBok (Npn HEOOXOANMOCTH)

B YpaneHue ownbovHoM NoYThl (Npu HEOOBXOANMOCTN)

B YBegowmneHue (Mpu HeobxoamMmocTm) (AN nonyyYeHns AoNONHUTENbLHON MHpopMaLMn cM. pasgen
CoobuweHue nodmeepxdeHus nepeda4du »» ctp. 83).
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Mpouenypa npuema UHTepHeT-hakca

CywecTtByeT ABa cnocoba npmema coobLeHUN INEKTPOHHON MOYTHI.
H [Npuem c cepsepa POP3 yepes paBHble NPOMEXYTKA BpEMEHU

B [Mpnem c cepeepa POP3 (Mo 3anpocy Bpy4HyO)

Mpu ncnonb3oBaHuUM hyHKLMK Npuema c cepsepa POP3 ycTponcTBO NOckINaeT 3anpoc Ha NOYTOBLIN cepBep
OJ19 NONTyYeHMs aHHbIX. ATOT ONPOC MOXHO BbINOMHATL Yepes 3aJaHHbIe MPOMEXYTKU BpeMeHU (Hanpumep,
Ha YCTPOMCTBE MOXHO HacCTpPOUTbL Nepedady 3arnpocoB Ha CepBep ANEKTPOHHOW NoYThl Yepes kaxable 10

MUHYT), UIK XK€ MOXHO OTMPaBMUTL 3anpoc Ha cepeep BpYUHyto, Haxas knasum fll, Bce nacrpoiixy,
Cers, E-mai | / | FAX, 3aTtem Tlipuem POP3 Bpyunywn.

Ecnu annapart Ha4uMHaeT npuemM gaHHbIX 9NEeKTPOHHOW NOoYThl, 3TOT NpoLuecc oTobpaxaeTcss Ha CEHCOPHOM
3KpaHe. Hanpumep, Ha CEHCOPHOM 3KpaHe MosIBUTCSA MHAMKAUUSA MpuemM, 3aTeM XX/ XX 37, noura. Ecnu

npu HaXxxaTnm , Bce HacTpoliky, Cers, E-mai |l / | FAXTIpuem POP3 epyunywno Ans onNpoca cepeepa
3NEKTPOHHOW MOYThI B PYyYHOM peXMME Ha Hannyme AaHHbIX 3NIEKTPOHHOW NOYThl AOKYMEHTOB A4 neyaTu
HeT, TO Ha CEHCOPHOM 3KpaHe annaparta B TedeHne ABYX CEeKyHA oTobpakaeTcs MHAWKAUNS HeT MmouTHL

NMPUMEYAHUE

» Ecnun Bo Bpems npuema gaHHbIX B yCTPONCTBE 3akoHYMNach 6Gymara, NpuHSITble faHHbIe COXPaHATCS B
namsaTy yCTponCcTBa. TN AaHHbIE NeYaTaTcs aBToMaTn4eckun nocrne gobdasneHus Gymarm B yCTpOMCTBO.

» 3a NcknYeHnem crnyyaes, kKorga NPUHATOE ANEKTPOHHOE coobLleHme umeeT hopmMaTt OObIYHOMO TEKCTa
unu B coobuieHne BnoxeH ¢ann B opmarte TIFF-F, neyataetca cnegytowee coobuieHne o6 owwmnbke:
“®@OPMAT NPUKPEMNNEHHOIO ®AUNA HE NOAAEPXXUBAETCA. UMA GAUNA: XXXXXX.doc”.
Ecnu npuHaToe anekTpoHHoe coobLieHne nmeeT CNnLIKOM 6onbLLIOKN pasmep, nevataeTcs cregyolee
coobuieHne 06 owmnbke: “@ANN,NMEPECBINTAEMbINA NO 3NEKTPOHHOM MOYTE CNULLKOM
BONbLUOW.”. Ecnn BKNIOYEH NapameTp yAaneHus olmnbo4HOoro nouToBoro coobieHns ¢ POP-cepsepa
(Mo ymon4yaHuio), To oMb oYHOEe NOYTOBOE COOBLLEHNE aBTOMATMYECKUN yaanseTcs C NO4YTOBOro cepBepa.

NMpuem UHTepHeT-hakca Ha KOMNbIOTEP

Korga koMnbloTep NnpuHUMaeT JOKYMEHT B Buae MHTepHeT-dakca, 3TOT JOKYMEHT npunaraeTcs K
COOBLLIEHNIO 3MEKTPOHHON NOYTLI, coobLiatoLlee KOMNbIOTEPY O AocTaBke NHTepHeT-dakca. ITo
yBeJOMIEeHNE COOEPXKMTCH B NONe TEMbl MPUHATOrO COOOLLEHMSA SNEKTPOHHOM MOYTHI.

NMPUMEYAHUE

Ecnu Ha KOMMblOTEpe, Ha KOTOpbIN TpebyeTcsi nepefaBaTh AOKYMEHTbI, HE YCTaHOBNEHa ONepaLMOHHas
cuctema Windows® XP, Windows Server® 2003/2008/2012, Windows Vista®, Windows® 7 unu

Windows® 8, ussecTtute BnagenbLia KOMMbOTEPa 0 HEOBXOAMMOCTY YCTaHOBUTL KaKy-NMGo NporpaMmy
ans npocmoTpa annos TIFF-F.
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JononHuTtenbHble NnapamMeTpbl PYyHKUUM “UHTepHeT-hakc”

NMepeHanpaBneHne NPUHATLIX COOOLUEHUN 3NIEKTPOHHOM NOYTbI U
thaKCUMUINbHBLIX COO0OLLEeHUN

Coob6LeHns anekTpoOHHON NOYThl U CTaHAAPTHbIE PaKCMMUIbHbIE COOBLLLEHNSI MOXHO NepeHanpaBnaTb Ha
OpYyrov agpec anekTpoOHHOM NOYThbl UMK ApYron akCcMMunbHblA annapart. MNpuHsaTbie coobLweHns MOXHO
nepeHanpaBnATb MO 3NEKTPOHHOM MNOYTE Ha KOMNLIOTEP UNKU (hakCUMUIbHBIA annapaT, noagepXnsarLLnm
dyHKumMo NHTepHeT-dakcoB. CoobLieHns Takke MOXHO NnepeHanpaBnsiTb Ha Apyroe YCTPONCTBO MNo
CTaHOapTHbIM TeNneMOHHbLIM NUHUAM.

OTOT NapameTp MOXHO BKIOUYUTL Yepe3 Gpaysep nnm ¢ naHenu ynpaeneHus yctponctsa. MNopsgok
HacCTPOWNKMN NnepeckInkn drakcoB NpuBeaeH B AOKyMeHTe “PykoBOACTBO MO AONOMHUTENbHLIM (PYHKLMUAM”,
€cnu aTa PyHKUKUA nogaepxnsaeTcs MMerLLMMcs annapaTom.

MNMepecbinka

Mpw ncnonb3oBaHnn aTon PyHKLUMK YCTporcTBO Brother npuHnumaeT gokymeHT yepes NHTepHeT 1 nepenaet
€ro Ha apyrue akCumunbHble annapatbl N0 06bIYHBIM TENEMOHHLIM NIMHUSAM.

[o Hayana nepecbInKn

[ns ncnonb3oBaHna (yHKLUN NepecbInkn cnegyeT HAaCTPOUTL cnefyoLune napameTpbl Ha NaHenu
ynpaBneHusi, C MOMOLLbIO ynpasneHnsa yepes Beb-nHTepdenc nnu ¢ NOMOLLbLI NporpaMMbl yaaneHHoM
HaCTPOWKN.

B [Nepecebinka
HeobxoaMMOo BKIOUYUTL NEPECHINKY.
B [lomeH nepechbInku

Ha yctponcrtee, ¢ KOTOpPOro 6yaeT BbIMOMHATLCA Nepechiyika AOKYMeHTa Ha 06blYHbIN (haKCUMUMBHBIN
annapat, Heob6Xx0ANMO HaCTPOUTbL AOMEHHOE M4 YyCTporCTBa. YTo6bl MCNoNb3oBaTh AaHHOE YCTPOMUCTBO
Kak peTpaHCnsaumMoHHoe YCTPONCTBO, HEOOX0AUMO 3aaaTh NMS LOBEPEHHOIO AOMEHa A5 yCTponcTea (To
€CTb YacTb MMEHU nocrne cumeona “@”"). [JoBepeHHbI JOMEH HaA 0 BbIbUpaTb C OCTOPOXKHOCTLIO,
MOCKONbKY BCE NONb30BaTeNu B 4OBEPEHHOM AOMEHE CMOrYT BbIMOMHATL NEPECHINKY.

MoxHo 3apernctpuposaTtb 40 10 MMeH JOMEHOB.

B OT4eT paccehifku
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MNepecbinka ¢ yctponcrTaa

123456789

UKFAX@brother.co.uk(fax#123456789) |

1 WHTepHeT

B naHHOM npyumMepe anekTpoHHbI agpec yctponctea — FAX@brother.com. C atoro yctponctea TpebyeTcs
OTNpaBUTb AOKYMEHT Ha Apyroe ycTpoMCTBO B BennkobputaHmm, anekTpoHHbIN agpec KOToporo —
UKFAX@brother.co.uk. 3atem aTo gpyroe yCTpoNCTBO nepeHanpaBuT JOKYMEHT Ha CTaHOapTHbIN
rakCMMUNbLHBIA annapaT No cTaH4apTHOW TenegoHHON NMHUK. Ecnn ncnonb3yeTcs 3MeKTPOHHbIN agpec
FAX@brother.com, To Ha ycTponcTee B BenukobputaHum, peTpaHcnmpyoLwem JOKYMEHT Ha OObIYHbIN
dakCMMUNbHBIA annapaT, B Ka4yecTBe MMeHM JOBEPEHHOro JOMeHa Heo6XoaMMO yKasaTb AOMEH
brother.com. Ecnu nigpopmaunsa o6 nmeHn gomeHa He BBeAeHa, TO YCTPONCTBO-NOCPEAHUNK (YCTPONCTBO,
peTpaHcnupyoLLee AOKYMEHT) He ByaeT AoBepsTb 3a4aHnsaMm, nonyvyaembiM U3 IHTepHeTa oT ycTponcTsa B
JomeHe @brother.com.

Ecnn poBepeHHbI JOMEH 3a4aH, TO ONpaBuUTb JOKYMEHT CO CBOEro YCTPOWCTBA [Hanpumep,
FAX@brother.com] moxHo. [1na aToro BBeauTe 3NEKTPOHHLIN agpec yCTporucTBa [Hanpumep,
UKFAX@brother.co.uk], ncnonbayemoro ans nepeHanpasneHus JOKYMEHTa, a 3aTeM TenedOoHHbI HOMep
chakca nonyyaTtens JOKyMeHTa. Huxke npuBedeH npumep BBOAA agpeca 3NeKTPOHHOW NOYThI U
TenegoHHOro Homepa.

UKFAX@brother.co.uk (fax#123456789)
Y

Homep dakca

AZlpec aneKTPOHHOMN MoYThI

Cnoeo “fax#” n Homep
TenedgoHa HeobxoanMmo
3aKt4YUTb B CKOOKM.
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OTtnpaBka akca Ha HeCKOJIbKO Terie(pOHHbIX HOMEPOB:

Ecnu TpebyeTca nepecnaTb AOKYMEHT HA HECKONMBKO CTaHAAPTHbLIX (hbakCMMUIbHBIX annapaTtos, agapec
MOXHO BBECTM crneaytolmm cnocobom:

Haxmute daxc.
3arpysunTte JOKYMEHT.
Haxmnte NapamverptL

MpoBeauTe nanbLem BBEPX UMK BHU3, NGO HaxXMuTe A Unmn Y. 4ToBbl 0TOGPa3UTb Paccruika.
HaxmuTte Paccrnka.

Haxmute obaBuTe HOMEP.

@0 000Q

HobaBuTb agpeca 3NeKTPOHHOM NOYTbI B CMCOK PACChINIKM MOXHO CneayrowmMmmn cnocobamu:

B HaxmuTe Jo6aBuTs HOMEP M , BBEOUTE aapec 3NEeKTPOHHOM NoYThl U HaxmnTe OK.

B HaxmuTe JoGaBi. M3 ampeCHOM KHUTMU.
YcTtaHoBuTe dhniaxku B Nons agpeca anekTpoHHOW NoyThl Ana Ao6aBrneHust B pacCbIfky.
OTmeTnB nons Bcex HeobX0ANMbIX afpeCcoB AMEKTPOHHON NoYThI, HaxxMuTe CK.
B HaxmuTe llouck B amgpecHOM KHUTE.
Beegute ums n Haxmnte knaesumwy OK.
PesynbTaThl novcka OyayT BelBeAEHbI HA 3KpaH. HaxkmuTe nms n 3aTeMm agpec 3neKTPOHHOW NoYThl,
KOTOpbIN He0OXxoauMO A06aBUTb B PaCChIfKy.

o BBensi Bce agpeca anekTpoHHOWM NoYThl NyTem noBTopa wara @, Haxmmute OK.

@ Haxmute daxc Crapr.
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MNMepeckinka c kKoMnbloTEpPa

UKFAX@brother.co.uk 123456789

—— H
H
m 0
0

| —
=

UKFAX@brother.co.uk(fax#123456789) |

1 WHTepHeT

Mo>kHO TaKkke OTnpaBUTb COOBLLEHME SMEKTPOHHON MOYTLI C KOMMbIOTEPA, a 3aTeM peTpaHCNMpoBaTh ero Ha
0o6blvHble hakcumMmmnbHble annapartbl. Cnocob BBoaa TenieoHHOro Homepa 006bI4YHOro PaKCUMMUIBHOTO
annapara, KOTopbln 6yaeT NpuHUMaTb PeTPaHCNUPOBaHHbIE COOBLLEHNSA 3MEKTPOHHON NOYThLI 3aBUCUT OT
NCMonb3yeMOoro No4TOBOro NpunoxeHus. Huxe npueegeHbl NpuMepbl PasnmyHbIX NOYTOBbLIX NPUIOXEHUN.

HekoTopble NOYTOBbIE NPUMNOXEHUSA HE NOAAEPXKMBAIOT PYHKLMIO OTNPaBKM COOBLLEHNA HA HECKOMNBKO
TenedoHHbIX HOMepoB. Ecnu ncnonb3syemoe No4ToBOE NpUIIOXKEHNe He nogaepXusaeT NepechbInky Ha
HECKOIbKO TeneOHHbIX HOMEPOB, TO 3a OAUH pa3 MOXHO peTpaHCNUpoBaTh COOBLLEHMEe TONbKO Ha OAWH
rakCMMnnbHLIA annapar.

BeeanTte B none “Komy” agpec peTpaHCnupyloLlero ycTponctTea u Homep tenegoHa ¢akCuMmnnbLHoro
annapaTa TeM xe cnocobom, 4To 1 Npu oTnpaBke COOBLEHUs C yCTPONCTBA.

UKFAX@brother.co.uk(fax#123456789)
NMPUMEYAHUE

Mpu ncnonb3oBaHUM NPUNOXEHNS Microsoft® Outlook® 97 unu Gonee nosaHen Bepcun agpec
Heo6xoAnMO BBECTU B aiPECHYIO KHUTY crieayowmmM obpasom:

Nmsa: fax#123456789
Appec anekTpoHHon noutbl: UKFAX@brother.co.uk
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Coo06LeHne noaTBepXAEHUSA Nepenayn

Coob6LeHus KOHTPOMs nepefayun NnogaepXunBatoT ABe pasnuyHble yHkuun. CooblieHne noaTesepXxaeHus
OTNpaBKM NO3BONSET 3anNpoCUTb OT NPMHMMAIOLLEN CTaHLMKM yBeJOMIIeHMe O AocTaBke n obpaboTke
NHTepHeT-hakca unu coobuieHns anekTpoHHou noyTel. CooblieHne NnoaTBepXKAEHUS NpMeMa No3BonseT
nepeaaTtb OTYET MO YMOMYaHUIO Ha NepeaaroLLyo CTaHLMI0 Nnocne ycnewHon JocTaBkn n o6paboTtku
NHTepHeT-hakca unu coobLLeHnst aNeKTPOHHOW MOYThI.

YUTobbl ncnonb3oBatb Ty d)yHKLI,I/I}O, Heobxoamnmo 3agaTtb napameTp YeenomieHue ONA YCT. IpUEeM IIOYUT
MYcCcT. OTOP. IOYUTHL.

YctaHoBKa oTnpaBku noyThbl (“YCT. oTnp. NyT’)

[na napameTtpa Yeenomienme B 06NacT Ycr. oTnp. nouTe MOXHO BbIOpaTh 3Ha4YeHMEe BxJt. UMW BuKJT. .
Mpw nepekntoyeHnn Ha 3HavyeHne Bxs. BMECTe C JaHHbIMU M300paxeHns oTnpaBnaeTcsa AONONHUTENbLHOe
none nHcgpopmauuun. Ito none HasbiBaetca “MDN".

MDN (Message Disposition Notification — yegomneHve 06 otnpaBke coobLieHus).

B aTom none 3anpaiwumnBaeTcs coctosiHne NHTepHeT-akca/anekTpoHHOro coobLeHns nocrne ero 4oCTaBku
yepes cuctemy goctaskm SMTP (Simple Mail Transfer Protocol — npocton npoTokon nepegayv noyTbl).
Mocne Toro kak nony4artento 4OCTaBngeTcd coobLLeHne, 3TU AaHHbIE UCMONb3YITCS, KOraa yCTPOMUCTBO UK
nonb3oBaTenb YNTaeT NN NnevaTaeT NPUHATLIN NHTepHeT-hake nnmn coobLyeHmne aNeKTPOHHOM NMoYTHI.
Hanpumep, ecnu coobuieHne oTKpbiBaeTCcsa ANst YTEHUSA UNN NevaTaeTcs, nofnyvartens oTnpasnseT
yBeAOMMEeHMEe Ha UCXO4HOEe nepedatoLlee yCTPONCTBO UNK OTNpaBuTento.

YToObl OTNPaBNATL OTYET C YBEAOMITEHNEM, NPUHMMALOLLEE YCTPONCTBO AOMKHO noaaepxmeaTth none MDN.
B npoTuBHOM cnyyae 3anpoc urHopupyeTtcs.

YctaHoBKa npuemMa noyThbl
[ns aToro napameTpa JOCTYMHbI TPU 3HAYEHUA: BxJl. , YBem. nojyd. cOu UK BuKJI. .

YBegomneHue o npueme “Bxil.

Ecnun BbIGpaHo 3Ha4yeHne “Bkai. ", OTNPaABUTENIO BO3BpaLLaeTCs CTaHgapTHOe coobLeHne, ykasbiBatollee
Ha yCneLlHy O0CTaBKy U 06paboTky coobLueHns. T cTaHaapTHbIe COOBLLEHNS pasnuyatnTcd B
3aBUCMMOCTM OT onepauumn, 3anpoLLleHHON OTNpaBuTenem.

CoobLleHus oTyeTa COCTOAT U3 CrEAYIOWNX SNIEMEHTOB:
YCHNemHo. IMOoJIydeHO OT <aIpecC DBJIEKTPOHHOM MIOUTEHE>
YBegomneHue o npueme “Yeen. nosyd. cou’

Ecnu BbIOpaHoO 3Ha4YeHue “Yeen. nosyd. cbm’, OTYET, ONMMCAHHbIN Bbille, BO3BPpaLlaeTCca OTNpaBuTento,
eCcnu nepefaroLlas ctaHUusa oTrnpasnsaeT none “yYyeemn. nosyd. com’ ANA 3anpoca NnogTBepXaeHus.

YBepgomneHue o npueme “BrikJi.

Mpw BoIBOpE 3HAYEHUS Beikii. BbINOMHAETCS OTKINOYEHWE BCex hopM nonyyeHus ysegomneHunn. Ha
YCTPOWCTBO-OTNPaBUTENb HE NepeaarlTCs HUKakme coobLueHns, He3aBMCUMO OT 3anpoca.
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NMPUMEYAHUE

YUTtoObl paccbinka coobLeHnn o noaTBEPXKAEHUM Nepefayun paboTana npaBunbHoO, Heobxoaumo
HacTpoOMTb crieayloLine napameTpbl.

» OTnpaBuTensb
» Bkntounte yBegomMneHnsi B yCTaHOBKE OTNPAaBKU MOYTHI.

» [1na napameTpa “3aronoBok” B yCTaHOBKE NpueMa nouytel Bbibepute 3HavyeHue “Bce” nnu
“Tema+OT+Komy".

* MonyyaTtensb

» Bkntouunte yBe4OMITIEHNA B YCTAHOBKE npuemMa noYThbl.

CoobuweHune 06 ownbKe

Ecnu npu otnpaBke NHTepHeT-hbakca Bo3HMKaeT owmnbka AOCTaBKM NOYThLI, MOYTOBLIA CEPBEpP OTNpasBnseT
coobLeHne 06 ownbke Ha ycTporcTBO. Npn aTom nevataeTtcs coobuieHme o6 owmnbke. Mpy BO3ZHUKHOBEHUN
owKnBKM Npuema noYThl, nevartaetcs coobLieHne o6 owmnbke (Hanpumep, “Popmat coobuieHns,
nepefaBsaemMoe Ha JaHHOE YCTPOWCTBO, oTnuyaeTcs oT TIFF-F.”).

YUToObl AOMKHBIM 0Opa3omM NpuHUMaTh coobLeHns 06 owmboyHom novte, Heo6Xo04MMO B yCTaHOBKE NpuemMa
noythl BolbpaTe Ang napameTtpa “3aronoBok” 3HaveHue “Bee” unm “Tema+OT1+Komy”.
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PyHKUNN 6e30nacHOCTHU

O6wasn nHdopmauunn

B coBpeMeHHOM MUpe CyLLecTBYET MHOXECTBO yrpo3 6e30nacHOCTU Ana ceTeln U nepeaaBaeMbiX MO HAM

OaHHbIX. B annapate Brother ucnonb3yotca camble COBpEMEHHbIE NPOTOKObI 6e30MacHOCTM 1

wncppoBaHus. 3t cetesble PYHKLUNN MOXHO BKNIOYNTE B 06LLMIN nNnaH obecneyeHus ceteson

©esonacHoOCTV Ons 3alWunTbl JaHHBIX U NpegoTBpaLLeHnss HECaHKLUMOHMPOBAHHOMO AOCTyNa K annapaTty. B

3TON rnaBse 06bACHAKTCA Npoueaypbl UX HACTPONKH.

Mo>HO HacTpouTb crieayoLumne yHKUUn 6e30nacHoCTu:

B Be3onacHoe ynpasneHue ceTeBbIM annapaTtom ¢ nomollbto SSL/TLS (cm. be3donacHoe yrpasneHue
cemesbiM arinapamom ¢ nomowbro SSL/TLS »>» cTp. 101).

B BesonacHoe ynpaBneHue ceTeBbiM annapaTom ¢ nomoLllbto npotokona SNMPv3 (cm. besonacHoe
yrpasneHue ¢ MOMOWbI cucmeMbl yrpaessieHusi yepes eeb-uHmepgpelic (6paysep) »» ctp. 101 unn
GesonacHoe ynpasnerue ¢ nomowbro ymunumsl BRAdmin Professional 3 (Windows®) >»>» cTp. 103).

B BesonacHoe ynpaBreHue ¢ NoMoLLbio yTunuTel BRAdmIn Professional 3 (Windows®) (cm. pasgen
GesonacHoe ynpasneHue ¢ nomouwbro ymunumsi BRAdmin Professional 3 (Windows®) »» cTp. 103.)

B Be3onacHasa neyaTb JOKYMEHTOB No npotokony SSL/TLS (cM. besonacHas nedams OOKyMeHmMOo8 rno
rnpomokosy SSLITLS »>» ctp. 104).

B Be3onacHas oTnpaBka 1 nonyYyeHue anekTpoHHOM noyThl (CM. pasgen besonacHas omnpaska u
rnosny4yeHuUe 31eKMpPoHHOU noYymsi »» c1p. 105).

B /icnonb3oBaHue ayteHTudukaumm IEEE 802.1x (cM. Mcnonb3osaHue aymenmugpukayuu IEEE 802.1x
>»>» cTp. 108).

B CepTtucukat gnga 6esonacHoro ynpasneHuns (cm. Mcrnonb3oeaHue cepmuchukamos 01a obecrnedeHus
besonacHocmu annapama »» ctp. 86).

B YnpaBneHue HECKOMNbKUMU cepTudmkatamm (CM. YapasneHue HECKOMbLKUMU cepmuchukamamu
»>» cTtp. 100).

NMPUMEYAHUE

PekomeHayeTcs oTknounTb NnpoTokonsl Telnet, FTP n TFTP. [locTyn K annapaty ¢ UCMOfb30BaHNEM 3TUX

npoTokonoB Hebe3onaceH. (CM. MHOpPMaLMIO O HACTPOMKEe NPOTOKONOB B pa3aene Hacmpolika

rnapamempoe arnnapama ¢ Ucrosib3o8aHUeM cucmemsl yripasrieHus yepes eeb-uHmepgpelc (6paysep)

»>» cTp. 58.) Ecnun oTkntounTb npotokon FTP, doyHKUMA ckaHnpoBaHusa Ha FTP BygeTt HegoCTynHa.
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Ucnonb3oBaHue ceptuchmkaroB ana odbecnevyeHus
Ge3onacHocTM annapara

Annapart Brother nogaepxunBaeT UCNONb30BaHWE HECKONMbKUX cepTudrkaToB 6€30nacHOCTU, NO3BONSAOLLINX
ocyLecTBnATL Ge3onacHoe yrnpaBrieHne 1 ayTeHTugurkaumio, a Takke yctaHaBnuBaTb 6e3onacHoe
coeanHeHue ¢ annapatoM. [1ns annapaTta MOXHO MCMoNb3oBaTh crieaytowme yHKUUM 6e3onacHoOCTy.

B CBA3b C UCNoOnb3oBaHneMm npoTokonos SSL/TLS

B AyteHTudukaumnsa IEEE 802.1x

B CoeaunHeHwne no npotokony SSL ans SMTP/POP3

Annapart Brother nogaepxuBaeT cnegytowme ceptudurkaThbl.

B [NpenBapnTenbHO YCTaHOBMEHHbIN cepTudukaT
Ha aTtom annaparte nmeeTtcsa npeaBapuTenbHO YCTaHOBNEHHbLIM CaMO3aBepsaoLWLnn cepTudukar.
Monb3ysacb 3TUM CEPTUPUKATOM, MOXKHO C NTErKOCTbIO UCMONb30BaTh COeAUHEHNE No NpoTokony SSL/TLS
6e3 co3gaHusa unu yctaHoBku ceptudukaTa.

NMPUMEYAHUE

MpenBapnTenbHO YCTaHOBMEHHbIN CaMO3aBepsoLLUN cepTudmkaT He obecnednBaeT 3awWwmTy oT
cnyduHra. [ina noebiweHnsa 6e3onacHOCTM pekoMeHAyeTCs MCNonb3oBaTh cepTudukaT, BblAaHHbIN
Ha4eXHoW opraHusaunen.

B Camo3aBepsioLmi ceptudukar

CepBep neyatn ncnonb3yeT CBOW COBCTBEHHBIN cepTudmkaT. [Nonb3ysicb aTUM CepTUPUKATOM, MOXKHO C
NerkocTbiO NCNONb30BaTh CBA3b N0 NpoTokony SSL/TLS 6e3 nonyveHns ceptudumkaTa oT LeHTpa
ceptucmkaumm. (Cm. pasgen CosdaHue u ycmaHogka cepmughukama »» c1p. 89.)

B Ceptucpumkat ot LIC

CywecTtByeT ABa cnocoba ycTaHOBKM Takoro ceptudpumkata. Ecnu ceptucumkar LC yxe umeetcs unu ecnu
TpebyeTca ncnonb3oBaTb cepTUmMKaT OT CTOPOHHEro 3acnyxusarLero gosepue LIC:

» C ncnonb3oBaHmem CSR (3anpoc Ha nognuck ceptudmkaTa) oT AaHHoro cepeepa nedvatu. (Cm.
pasgen CosdaHue CSR »>» cTp. 90.)

» C nmnopTtupoBaHnem ceptudmkaTa u cekpeTHoro kntova. (Cm. pasgen Mmnopm u akcriopm
cepmugukama u CeKpemHo20 Kroda »» c1p. 98.)

H Ceptucpukart LIC

Ecnn ncnonssyetca ceptncukat LC, onpegenstowumn cam LIC (ueHTp cepTudmkaymm), a Takke
MMEIOLLMIA COBCTBEHHbIN 3aKPbITbIN KIo4Y, Heob6xoaumo nmnoptuposaTsb ceptudpukat LUC ns LUC go
BbINOMHeHUs HacTporkn. (Cm. pasgen Mmnopm u akcriopm cepmucgpukama LIC »» cTp. 99.)
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NMPUMEYAHUE

* pu ucnone3zoBaHun coegmHeHms SSL/TLS cHavyana pekoMeHayeTcs CBA3aTbCA CO CBOUM CUCTEMHBLIM
aJMWHUCTPaTOPOM.

* [Mpun BOoCCTaHOBNEHUN 3aBOACKMX NAapamMeTPOB cepBepa nevyaTn yCTaHOBMEHHbIW cepTMdUKaT u
CekpeTHbIN kKntoY 0yayT yaaneHbl. Ecnv nocne nepesarpyskun cepsepa nevaTtn TpedyeTtcst UICnonb3oBaHne
TOro e cepTudukaTa 1 CEKPETHOrO Krtoya, cneayeT Ux 3KCnopTUPOBaTh M YCTAaHOBUTbL MOBTOPHO Noche
nepesarpy3ku. (CM. pasgen 9kcriopm camosasepsowezo cepmughukama, cepmugpukama LIC u
CekpemHoe0 krtoy4a »» ctp. 98.)

HacTponka ceptucpmkara ¢ nomouwbo ynpaBsrneHus Yepes Beb6-uHTepcenc

OTYy PYHKLMIO MOXKHO HACTPOMTb TONBKO C MOMOLLIbIO CUCTEMBI YyNpaBneHus Yepes Beb-uHtepdenc. Ytobbl
NonyyYnTb AOCTYN K CTpaHWLLe HAaCTPONKN cepTudukata ¢ NOMOLLLI0 CUCTEMBI YipaBrneHns yepes Beb-
UHTepdeNnc, BLINOMHUTE cnegyouime AeNCTBUS.

0 3anycTtuTe Gpaysep.
(2]

B agpecHyto cTpoky 6pay3epa Beeaute “http:/IP-agpec annaparta/” (rae “IP-agpec annapara”
cooTBeTCcTBYET IP-agpecy annaparta unn uMmeHu cepsepa nevatm).

B Hanpumep: http://192.168.1.2/

Mo ymonyaHuio napornb He TpebyeTcs. Ecnu 6bin ycTaHOBMNEH Naponb, BBEAUTE €ro U HaxMuTe fg3.
Haxmunte CeTb.

Haxmute BesonacHoOCTb.

Q00 d

Haxmute Ceptudumkar.
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o C nomolLbto 3KpaHa, NPUBEeAEHHOIO HUXKE, MOXXHO HAacTPOUTb NapameTpbl cepTudukaTta.

Ceptudukar @

Cnucok cepTUPUKaTOB

WMs cepTudnKaTa MocTaBWwmk Cpok gedcTBUA(* :NpocpoyeH)

Co30aTb CAaMOCTORTENEHO NOANWCAHHBLIA cepTudukar>>

Cozparte CSR (sanpoc Ha NoAnUCE cepTudukara)>>

UmnopTupoBars cepTudmKaT CEKEETHbIﬁ KNYy>>

NMPUMEYAHUE

» 3aTeHeHHble PYHKUUKN, HE 0POPMIIEHHbIE B BUAE CChINOK, HEAOCTYMNHbI.

* Y10Obl NONYYMTb JONOMHUTENBHYO MHGOPMaLUIO MO HAcTponke, obpaTnTecs K cnpaBke CUCTEMbI
ynpaBneHust yepes Beb-nHTepdelc.
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Co3gaHue U ycTaHOBKa cepTudukara

MowaroBas cxema co3gaHUA U yCTaHOBKU cepTudmKaTa

|CaM03aBepmou4m7| cepTudmkar nnm |Cep'rm1)m<a1' ot LIC
Cospgante camosaBepstowmn ceptudumkaT C CospganTe 3anpoc Ha nognuck ceptudukarta
MOMOLLIbIO CUCTEMBI YpaBrneHns yepes Beb- (CSR) ¢ nomoLbio cucTeMbl ynpaBneHus Yyepes
uHTepcpenc. (Cm. pasgen ctp. 89.) Beb-nHTepgenc. (Cm. pasgen crp. 90.)
YcTaHOoBUTE caMo3aBepsoLWwmnin cepTugmkaT Ha YctaHoBuTe ceptudumkaT, BolgaHHbIM LIC, Ha
komnbtoTep. (Cm. pasgen cTp. 93.) annapart Brother ¢ nomoLblo cucTeMbI

ynpasneHusi Yepe3s Beb-nHTepdenc.
(Cm. pasgen ctp. 91.)

4 4

[Mpouecc co3gaHns N ycTaHOBKU cepTudumkaTta | YcTaHoBUTE cepTUdMKaT Ha KOMMNLIOTEP. |

3aBepLUeH. (Cm. pasgen ctp. 91.)

A 4

II'Ipouecc co3aHu1sA 1 YCTaHOBKM cepTudukaTa I

3aBepLUEH.

Co3paHue n ycTaHOBKa caMmo3aBepsilollero ceptudukara
0 Haxmute Co3gaTtb caMOCTOATENbLHO NoAnucaHHbIN cepTudukar Ha cTp. CepTudukar.

9 Beeante Obwee HazBaHue n Cpok aencreums.

NMPUMEYAHUE

» [InnHa umeHun B none O6LWee Ha3BaHMe JOMKHa ObiTb MeHbLUE 64 cumBonoBs. BeseguTe naeHtndpukarop,
Takon kak IP-agpec, ums yana unv numsa gomeHa, 4tobbl MCNnonb3oBaTth €ro Npy AoCTyne K annaparty Yepes
coeaunHeHne no npotokony SSL/TLS. Mo ymonyaHuio otobpaxaeTtcd nms yana.

» Ecnn ncnons3syetca npotokon IPPS nnu HTTPS, npu BBoAe agpeca URL, OTAWUYHOrO OT yKa3aHHOro B
napameTtpe O6Liee Ha3BaHMe, KOTOPLIN OblNT UCMONBb30BaH Afs 3an0ofHEHWUs CaMO3aBepPSIOLLIErO
cepTudukata, byaet oTobpaxaTbCs BCANblBaloLlee coobLieHme.

0 B packpbiBatoLLemMcs CnMcKke MOXHO BbibpaTh 3Ha4YeHNs napaMeTpoB
Anroputm ¢ ucnonb3oBaHMEM OTKPbLITbIX KIKO4Yen 1 ANroputm BbIGOPKU. HacTporikm no
ymonyaHuio: RSA (2048 6uT) ans ANropuTM ¢ UCNOJNIb30BaHUEM OTKPbITbIX Kntoyen n SHA-256
ans AnNroputm BbIGOPKU.

9 Haxmunte OTnpaBuThb.
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@ CosgaHue u yCTaHOBKa CaMoO3aBep4dioLliero cepTudukata B namMaTb annapaTa 3aBeplueHa yChneLwHo.

YT06bI MCMONb3oBaTh CoeAnHeHne no npotokony SSL/TLS, Ha KoMmnbloTepe He06XOANMO YCTaHOBUTL
camo3aBepsLlWun ceptudukaT. Ana nonydyeHns 4oNONHUTENbLHON UHOPMaL M CM. pasaen
YcmaHoska camo3asepsiouje2o cepmugukama Ha komrbromep »» ctp. 93.

CospaHune CSR

0 Haxmute Co3patb CSR (3anpoc Ha nognuchk ceptudukara) Ha cTp. Ceptucpukar.

9 Beeante Obwee Ha3BaHUe 1 CBOM AaHHble, Takue kak OpraHusaums.

NMPUMEYAHUE

lMepepn cosgaHvem 3anpoca Ha Noanucb ceptTudukaTa pekoMeHayeTcsl yCTaHOBUTbL Ha KOMMbloTepe
KOpHeBOM cepTudumkaTt, nonyyeHHsin ot LIC.

[nnHa nvenu B none O6wee Ha3BaHue JoMmkHa ObITb MeHbLLE 64 cuMBOoB. BBeante ngeHtudumkartop,
Takon kak IP-agpec, ums yana unv nms AoMeHa, 4tobbl MICNonb3oBaTh €ro Npu AOCTyNe K NPpUHTEpPY Yepes
no KaHany cBs3u, 3alumLLeHHOMY ¢ noMowbio SSL/TLS. Mo ymonyaHuio otobpaxaetcsa nmsa yana. None
OO6uee Ha3BaHUe SABNsieTCs 06s3aTenbHbIM ANS 3anofHeHns.

Mpu BBOAE agpeca URL, oTANYHOro oT cTaHOapTHOro MMeHW, KOTopoe ObifNo UCMNOoNb30BaHO AN
3anonHeHus ceptudukaTa, byaget otobpaxkaTbCcsa BCNbiBatoLLee CoobLLeHMe.

[nnHa HanmeHoBaHui B nonsax OpraHusauus, NoagpasaeneHue, Nopoa/panoH, CtpaHa/peruoH
[OIMKHa ObITb MeHbLLIEe 64 CMMBOMOB.

B none CtpaHa/permoH Heo6xoaMMo ykasaTb KOA CTPaHbl, COCTOSILLUIA U3 ABYX CUMBOMOB, B
COOTBETCTBUKN co cTaHaapTom ISO 3166.

Ecnu BeinonHseTca HacTponka paclumpenus ceptudukata X.509v3, yctaHoBUTe hnaxok B none
HacTtpoika nononHuTenLHOro pasaena, a 3atem Bolbepute ABto (Pernctpauus IPv4) unu
BpyuHyto.

0 B packpbiBatoLeMCsi CnMcke MOXHO BblibpaTb 3HaYeHUs1 NnapamMmeTpoB

Anroputm ¢ ucnonb3oBaHMEM OTKPbLITbIX KIKO4Yen 1 ANroputM BbIGOPKU. HacTporikm no
ymonyaHuio: RSA (2048 6uT) ansa ANropuTM ¢ UCNOJNb30BaHUEM OTKPbITbIX Kntoyen n SHA-256
ans Anroputm BbIGOPKU.

e Haxmunte OTnpaBuThb.

@ Mpn oTobpaxeHnn cogepaHng 3anpoca Ha NoAnuchb cepTudukata Haxmute CoxpaHUTb, YTOObI

COXpaHuTb (paln 3anpoca Ha CBOEM KOMMNbIOTEpPE.
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@ 3anpoc Ha nognuck cepTudmKaTa co3gaH.

NMPUMEYAHUE

e YT06bl OTNpaBuTbL 3anpoc Ha NoANUCL cepTudumKaTa B LEHTP cepTudukalmm, BoINoHUTe
COOTBETCTBYHOLWME YKasaHus ceoero LIC.

« Ecrnu ncnonb3ayetcs Enterprise root CA onepaLmoHHon cuctembl Windows Server® 2003/2008/2012, To
npu cosgaHum ceptudumkata knmeHTa ans obecneveHms 6e3onacHoro ynpasneHus pekoMeHayeTcs
ucnonb3oBaTtb Ang wabnoHa ceptudmnkata Beb-cepBep. [Npu cosgaHum cepTudukarta knmeHTa ang
cpeabl IEEE 802.1x ¢ ayTeHTudukauunen EAP-TLS pekomeHayeTcs ncnonb3oBath Ans wabnoHa
ceptudukata Nonb3oBatens. [Ana nonyyeHUs 4ONONHUTENBHOW MHAOPMaLMK NepenanTe ¢ rmaBHON
CTpaHuLbl CBOEW Mogenu no agpecy: http://solutions.brother.com/ Ha cTpaHuLy coeguHeHns no
nportokony SSL.

YcraHoBKa cepTtudukaTa Ha annapar

Mpw nonyyeHnn ceptucukarta ns LLC BoinonHute cneaywolmne 0eNCTBus, YTobbl yCTaHOBUTbL MNOMYYEHHbIN
cepTudukaT Ha cepBep neyaTwu.

NMPUMEYAHUE

Bo3MoXxHa ycTaHoBKa TOSNbKO TOro cepTudmnkaTa, KoTopbli Gblil Noy4YeH Mo 3anpocy, oTnpaBrieHHOMY C
aToro annapaTta. Ecnu Heobxoaumo cosgaTh elle oAuH 3anpoc Ha noannck ceptTudukaTa, nepea
co3gaHuem ybeauTech, YTo cepTudmkaTt yctaHosneH. Co3ganTe elle oAuMH 3anpoc Ha nNoanuch
cepTudumkaTa nocne ycTaHoBKWU cepTudmkaTta Ha annapar, B MPOTMBHOM cIly4Yae 3anpoc Ha NOAMUCH
cepTudmkaTa, co3aaHHbIN 00 YCTaHOBKK, OyaeT HeaeUCTBUTENbHbIM.

0 Haxmute YctaHoBuTb ceptudukar Ha ctp. CepTudukar.
9 Ykaxunte dann ceptudukarta, BblgaHHbli LIC, n Haxxmute OTNpaBUTD.

9 Tenepb co3gaHne u ycTaHoBKa cepTudurkaTa B NnamMATb annapaTta 3aBepLueHa yCcneLuHo.
YUTtoObl MCnonb30oBaTh CBA3b MO NpoTokony SSL/TLS, Ha komnbloTepe HeOBX0OMMO YCTaHOBUTb
KOpHeBOM cepTudukaT, nonyvyeHHbIn n3 LIC. YTobbl Nony4nTb KOHCYNbTauUMo MO ero ycTaHoBKe,
obpatnTtecb kK agMMHUCTPATOpPY CETHU.
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Bbi6op cepTucpmukara

Mocne yctaHoBKM cepTudpmkaTta BbINONHUTE crieaylolmne 4eNCTBUS, YTobbl BbiIOpaTh HYXXHbIN cepTudukar.

0 Haxmute CeTb.

9 Haxxmute MpoTokon.

0 LenkHnte Hactpoinkn cepsepa HTTP n Beibepute cepTucumkat B packpbiBatoLLEeMCs CUCKe

Bbi6op ceptucmnkara.

Hactpoiku cepsepa HTTP

Ecnu TpeByeTcA GE30N3CcHOE CORJMHEHME , JEKOMEHAYETCA MCNONE30EaTE SSL
(PEKOMERAYEMBIE HACTPOMKA BE30NacHOCTH ByyT 33AaH6 NOCNE BuIfopa CEpTUHMKATA.)

BulGop cepTidHKkaTa MpeaycTaHoeka v
(MOXHO BEIBPATS MMM OTMEHKTE BEIBOP CREAYIOLMK NPOTOKONOE ANA CEpTHiMKETa S5L.)
ClcTeMa yNpaBneHna Yepes BeG-lHTepdelic

HTTPS(NopT 443)
HTTP(MapT 80)

IPP
HTTPS(NopT 443)
HTTP
NapT 80
MopT 631
Be6-cnykébl
HTTP
CépTIIg}IIKaT

OTMEHA OTNpaenTL

@
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YcTaHOBKa caMo3aBepsaoLero ceptTugukaTa Ha KOMNbLIOTEp

NMPUMEYAHUE

 [1pn paboTe B nporpamme Windows® Internet Explorer® Heob6xoanmo BbINONHUTL criegytoLiue waru. MNpu
ncnonb3oBaHUn apyroro bpaysepa crnegyet obpaTuUTbCA K cnpaBke aToro bpaysepa.

®
 [1na ycTaHOBKM camo3aBepsitoLLero ceptudgukarta TpebyoTcs npaBa agMMHUCTpaTopa.

Ons nonb3osatenen Windows Vista®, Windows® 7, Windows® 8, windows Server® 2008 u Windows
Server® 2012 ¢ npaBamMmun agMMUHUCTpaTopa

@ (windows Vista®Windows® 7/Windows Server® 2008)
Haxmunte KHonky n BolbepuTe Bece nporpammsbl.
(Windows® 8)
LlenkHnTe NnpaBon KHOMKOW MbILWN 3HAYOK (Internet Explorer) B naHenu 3agau.
(Windows Server® 2012)
HaxmnTte (Internet Explorer), 3atem LWenKHUTE NpaBON KHOMKOW MbILLM 3HAYOK

(Internet Explorer) B naHenu 3agau.

9 LenkHnTe npaBon KHoMkoW Mbllwn Internet Explorer, a 3atem BbibepuTe 3anyck oT UMeHuU

agMUHUCTpaTopa.
C )

NMPUMEYAHUE
Ecnn otobpaxaeTtcsa akpaH KOHTponb y4yeTHbIX 3anucein nonb3oBaTenen,
(Windows Vista®) wenkHute Mpogomkutb (Pa3pewmTs).
(Windows® 7/Windows® 8) wenkHuTe Oa.
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@ UTtoObl nonyunTb 4OCTYN K annaparty, BBeauTe B 6paysepe “https://IP-agpec annapaTta/” (rge “IP-agpec
annapata” — aTo IP-agpec unu nmsa yana, HasHayeHHoe Ansa cepTudumkaTa).
Mocne atoro HaxmuTe NMpPoAoONKNTbL OTKPLITUE 3TOro Be6-y3na (He pekomeHayeTcs)..

( )

»

0 Haxmute Owmnbka ceptudukara, a 3atem lNpocmoTtp ceptudmkaroB. YToObl BbINOMHUTL OCTaNbHbIE
WHCTPYKUMK, BbinonHuTe warv ¢ @ B pasaene s nonb3osamerned Windows® XP u Windows
Server® 2003 »» cTp. 95.

)

»

)
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Ons nonb3oBaTenei Windows® XP u Windows Server® 2003
0 3anycTtute 6paysep.

9 UTtoObl nonyunTb 4OCTYN K annaparty, BBeauTe B 6paysepe “https://IP-agpec annapaTta/” (rge “IP-agpec
annapata” — aTo IP-agpec unu nmsa yana, HasHayeHHoe Ansa cepTudmkaTa).

0 lMocne nosiBNeHUsa AnManoroBoro okHa onoselleHnsa o 6e30MacHOCTM BbIMOMHUTE OOHO U3 CreayoLmx
JencTBun:

B HaxmuTe Mpoaonkutb OTKpbITUE 3TOro Be6-y3na (He pekomeHayeTcs).. Haxmnte
Owunbka cepTucpukara, a 3atem lNNpocmoTp cepTudnKaToB.

0 Haxmunte YctaHoBUTL cepTudmkar... Ha Bkrnazke Obuwiue.

@ Korga otobpasutcs Mactep nmnopta ceptudmkaroB, HaxmuTte danee.
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@ Heobxoammo ykasaTb nanky Ansa ycTaHoBKWU cepTudukata. PekomeHayeTcs BbiOpaTh onuumto
MomecTuTb BCce cepTudMKaThbl B cnegyrouiee xpaHunuue n Haxats O630p....

MacTte p nmnopTa ce pruihmkaTos [g|

Xpaninme ceptrdukaros

HAPAHANHILE CEPTHHMKATOE - 3T0 0BNACTH CHCTEMB! B KOTOPEIX NPOHIE0AHTCA
*PAHEHHE CEPTH(HKATOE,

Ebifiop %paHHnHLLE MOKET BITh NpOHEEEAEH WiNdows AETOMATHYECKH, HIH He
MOMHO YKA38Th PASMELIEHHE CEPTHRMKATA BPYYHYHD,

(0 ABTOMATHUECKH BEIBPATE XPAHHIHLLE HE OCHOES THNA CepTHHKATS

[@ﬂomecmrb BCE CEPTHOMKATE B CNEAYIOWES xpaHMnm._l_.g.ng ’
¥PaHANHLLE CEpTHBHKRATOS!
| (=

[ < Hazan “ Janee = ] [ OTMEHA ]

o Bbibepute [loBepeHHbIE KOPHEBLIE LeHTPbI cepTudmukaumm, satem Haxmute OK.

)

@ Haxmute Qanee.

MacTte p mmnopra ce prudmkaTos [g|

Xpaninnue cepruduraTos

FPAHHMHILA CRPTHNKATOR - 3T0 0BNACTH CHETEME B KOTOPBIX NPOMZEOAHTCA
*PAHEHHE CEPTHBHKATOE,

Eibifiop ¥paHHAHLLG HOKET GbiTh NpOH3EEAEH WiNdows AETOMATHHECKH, HIH Ke
MOMHO Y¥KA3STE PASMEULEHHE CEPTHHMKATE BRYHHYHD,

() ABTOMATHYECKH BEIBRATE XPAHHAMWE HA OCHOEE THNE CEpTHBMKATE
(%) MaMECTHTE B CEPTHIMKATE B CNEAYHILLES XPaHHIHLLE

XPAHHAHILE CEPTHHKATOR:

|,£|,DBEDEHHbIE KOPHEEBIE WEHTPbI CEPTHHMKALMH || Ofizop... |

W

< Hazaa ” fanee > ] [ CTMEHA ]
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@ Haxwmute MNoToso.

@ HaxmuTe [a, ecnu otneyaTok nanbLa (oTnevyaTtok 60MbLOro nanbLa) BepeH.

W
)

NMPUMEYAHUE

OTtnevaTok Nanbua (oTnevatok 60nbLIOro NanbLa) neyartaeTcs B OT4eTE O KOHUrypaumm cetu (cum.
lMeyamb omyema o KoHgbuzypayuu cemu »» cTp. 48).

m Haxmute OK.

@ Tenepb camo3aBepsoWnNNn cepTUdUKaT YCTaHOBIMEH Ha KOMMbIOTEPE, U UMEEeTCH BO3MOXHOCTb
OCYLLEeCTBNATb CBA3b NO NpoTokony SSL/TLS.
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UmnopT u akcnopT cepTucmKaTta u CeKpeTHOro Krnro4a

B annapaTe MOXHO XpaHUTb cepTUdMKAT U CEKPETHBIN KIHOY U yNpaBnsTb MMU C MOMOLLbIO MMMopTa U
akcnopra.

UmnopT camo3aBepstowero ceptucpukarta, ceptudukara LIC u cekpeTHOro knroya
Haxmute AMnopTtupoBaTth cepTudmkaT n cekpeTHbIN KoY Ha cTp. CepTudukar.
Ykaxute dann, kKotopbii He06xo4MMO MMNOPTUPOBATb.

Beegute naponb, ecnv pann 3awmdposaH, n Haxmute OTNpaBUTb.

Tenepb cepTUdMKaT U CEKPETHLIN KMOY YCNELWHO NMNOPTUPOBaHLI B annapar.

UTtoObl Mcnonb3oBaTh CBSA3b MO NpoTokony SSL/TLS, Ha komnbloTepe HEOBX0OMMO TakKKe YCTaHOBUTb
KOpHeBOMN cepTudukaT, nonyyeHHsin n3 LIC. YTobbl nony4nTh KOHCYNbTaLMIO MO ero yCTaHoBKe,
obpatnTtecb K agMMHUCTPATOpPY CETHU.

JKcnopT camo3aBepsroLwero ceptudukara, ceptudpukara LIC u cekpeTHoro knroya
0 HaxmuTte dkenopT psagom ¢ nyHkToMm Cnucok ceptudmkaToB Ha ctpaHuue CepTtudukar.

9 Beegute naponb, ecrnv HeobxoamMmMo 3awmdposaTth dans.

NMPUMEYAHUE

Ecnn naponb He ncnonb3syetcs, To wWudposka anna He 6yaeT BbiNOSIHEHA.

0 BBeauTte naponb NOBTOPHO ANS NOATBEPXAEHMA N HaxXMnTe OTnpaBuUTb.
0 YKaxute, rae HeobxoanMo coxpaHuTb dann.
@ Tenepb cepTUdMKAT U CEKPETHLIN KMOY 3KCMOPTUPOBaHbLI B KOMMbLIOTEP.

NMPUMEYAHUE

OKCnopTUpoBaHHLIN hansi MOXHO MMNOPTUPOBATb.
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UmnopT u akcnopT ceptucpukara LIC

B annapate moxHo xpaHuTb ceptudmkaT LIC 1 ocylecTBNSATL €ro UMNOpPT M 3KCMOPT.

UmnopT ceptudukara LIC
0 Haxmunte Ceptudmkar LIC Ha cTp. Be3onacHoCTb.

9 Haxmute UMmnopT ceptucpukara LIC n Buibepute ceptudukar. Haxmute OTnpaBuTb.

AkcnopT ceptuchukara LIC
0 Haxmunte Ceptudmkar LIC Ha cTp. Be3onacHoCTb.

9 Bbibepute ceptudukat, KOTOpbIN TpebyeTcsa akcnopTUpoBaTh, U HAXMUTE JKenopT. HaxmuTte
OtnpaBuTh.

9 Haxmunte CoxpaHuTb, 4Tobbl BbIGpaTh LleneByto narky.

0 BbibepuTe nanky ons coxpaHeHust 3KCNOPTUPOBAHHOIO cepTudmkaTa, 3aTeM CoOXpaHUTe cepTudumkar.
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YnpaBneHne HeCKONbKUMU cepTudmkaTtamm

DyYHKUNS NCNONBb30BaHUSA HECKOMNbKNX CEPTUEMKATOB NO3BOMSET YNPaBNATb OTAEIbHO KaXabIM
cepTumKkaToM, YCTaHOBIEHHbIM C MOMOLLIbIO CUCTEMbI YpaBneHus Yyepes Beb-nHTepdeic. Nocne
YCTaHOBKM cepTudumkaToB Ha cTpaHuLe CepTudgmkaT MOXXHO NPOCMOTPETh YCTAaHOBIEHHbIE CEPTUdUKATHI,
03HaKOMUTLCS C COAEPXUMbIM Kaxaoro ceptudukarta, yaanutb UK 3KCNopTupoBaTh cepTudmkar.
CeefeHusa o goctyne k ctpaHuue Ceptudukar cMm. B pasgene Hacmpolika cepmugbukama ¢ nomMouwibio
yripaeneHusi Yyepes geb-uHmepgetic »» ctp. 87. Annapart Brother no3sonsieT XxpaHuTb 00 YeTblipex
camo3aBepsIoLLMX CepTUPUKATOB UK A0 YeTblipex cepTudmkartos, BbigaHHbix LIC. CoxpaHeHHble
cepTumkaTbl MOXHO 3a4eNCTBOBaTh ANsl MCNONb30oBaHuA npotokona HTTPS/IPPS, ayteHTudmkaumm
IEEE 802.1x unn PDF ¢ undposon noannchio.

MoxHO Takxke xpaHuTb 4o YeTblpex ceptudukatoB L|C ons ncnons3oBaHusa ayteHTudpukaumm IEEE 802.1x
n npotokona SSL gna SMTP/POP3.

PekomeHayeTcsa XpaHUTb Ha OOUH CEPTUPMKAT MEHbLLE MaKCUMarnbHOro Yncna, YTobbl MeTb 04HO
cB0oDOOAHOE MECTO B Cryyae UCTeYeHNst Cpoka AencTBua ceptudukara. Hanpumep, ecnm Heob6xoanmo
XpaHuTb cepTudmkat L|C, xpaHuTe Tpu cepTudmkaTa n octaBbTe 0OHY A4ENKY XpaHEHUS B KA4eCcTBe
pe3epBHOW. B aTOM crnyyae npv NOBTOPHON Bbigaye cepTudmkaTta, HanpumMmep B criydae uCTedeHns cpoka ero
OencTeus, MOXHO ByoeT MMNOpPTUPOBaTb HOBLIN cepTUdMKAT B pe3epBHYIO SSYENKy a 3aTeM yaanuTb
ncTekwmnn ceptndumkat, YTobbl n3bexaTb cOpoca HaACTPOEK.

NMPUMEYAHUE

 Mpu ncnonssosaHun HTTPS/IPPS, IEEE 802.1x nnu PDF ¢ undposon nognucsio Heobxoaumo BeibpaTtb
cepTuduKaT, KOTOpbIA ByaeT MCNoNb3oBaTbCS.

* Mpu ncnonbsosaHum SSL ans coeanHeHni SMTP BelGnpaTth cepTudmkat HeT HeobxoamMmocTu. HyxkHbIRn
ceptucmkaT byaeTt BolbpaH aBToMaTUyYeCcku.
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Bbe3onacHoe ynpaBJsieHue ceTeBbIM annapatom € nOMoOLWbHO

SSL/TLS

[nsa 6e3onacHoro ynpaBneHunsi cCeTeBbiM annapatoM He0OX0AMMO UCMONb30BaTh YTUMUTLI YNPaBeHUs ¢

npoTtokonamu 6e3onacHoOCTM.

Be3onacHoe ynpaBneHue ¢ NOMOLWbI CUCTEMbI YNIpaBrieHNA Yepe3 Be6-
uHTepdenc (bpaysep)

[nsa 6e3onacHoro ynpasneHns pekoMeHayeTcst ucnons3osatb npotokon HTTPS. YTobbl ncnons3oBatb 3Tu

NPOTOKOSbl, HEOOXO0AMMO HAacTPOUTL cneayoLLne napameTpbl annapaTa.

NMPUMEYAHUE

Mo ymonyaHuio npotokon HTTPS Bkro4eH.

MapameTpbl npotokona HTTPS n cepTudmkat MOXXHO U3MEHUTbL Ha dKpaHe ynpasneHus Yepes Beb-
nHtepdenc, Haxae CeTb, NMpoTokon, 3atem HaxxaB Hactponkn cepsepa HTTP.

0 3anyctuTe Gpaysep.

9 Beegute B 6paysepe “http://IP-agpec annapata/”. (Ecnu ncnonb3yetcsa co3gaHHbIN cepTudmkarT,
BBeauTe B Opaysepe “http://cTaHgapTHoe_ums/”, roe “cTaHgapTHoe _MMs” — 9TO cTaHAapTHOE nMs,
Ha3HauyeHHoe AN cepTudukata, Hanpumep, IP-agpec, umsa yana nnu gomeHa. O HasHa4yeHum
CTaHOapTHOro MMeHn Ansa ceptudukaTa cM. pasgen Mcrnons3oeaHue cepmughukamos Oss
obecneyeHus 6ezonacHocmu arnnapama »» ctp. 86.)

H [pumep:
http:/192.168.1.2/ (ecnn cTaHgapTHeIM uMeHeM aBnsieTcs |IP-agpec annapara)

0 Mo ymonyaHuio naponb He TpebyeTcs. Ecnu 6bin ycTaHOBMNEH Naponb, BBEAUTE €ro U HaXMuTe g4

e Tenepb MMeeTcs AOCTYN K annapaTy ¢ nomoLblo npotokona HTTPS.
Ecnu ucnonbayetcsa npotokon SNMPV3, cnegynte onvcaHHbIM HUXKe AeNCTBUAM.

NMPUMEYAHUE

MoxHo Takxe n3aMmeHuTb HacTponku SNMP ¢ nomowbio yTunutel BRAdmin Professional 3.

@ Haxmute CeTb.

@ Haxxmute MpoTokon.
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o Y6eautech B TOM, 4YTO BKINtOYeHa HacTponka SNMP, nocrne 4ero HaxmuTe
JononHutenbHble NapamMmeTpbl npoTokona SNMP.

@ C nomolubio 3KkpaHa, NpUBEAEHHOIO HKE, MOXXHO HAacTpOMTb NapameTpbl npotokona SNMP.

SNMP @

CocToAHNe BrkntoqeHo

Pexum padoTtbl SNMP

® Aoctyn SHMP w1420 4NA YTEHMASENMCK

O Aoctyn SHMPY3 ANA YTEHWMASANKCK W SHNMPY 1420 ToNbKD 4NA YTEHKA
O Aoctyn SHMPY3 ANA YTEHKMASANKCK

HacTtponku pexxuma SNMP vi/v2e

PaspeluMTE YNPaENeHME CeTeH BONee CTAREIMK BEQCMAMK BRACMIN

[ ommena | [ omnpasuTe

CyuwecTtByeT Tpu pexuma coeguHeHumn SNMP.
B Nloctyn SNMP v1/v2c ana yteHus/3anucu

B aToM pexume cepBep nevaTtu ucnons3yet Bepcuto 1 n 2c npotokona SNMP. B 3ToM pexnme MOXHO
nucnonb3oBaTtb Bce npunoxeHnsa Brother. OgHako He obecneynBaeTcsa JOCTaTOUHbIV YPOBEHb
6e30MacHOCTN, MOCKONbKY He BbINOSHAETCA ayTeHTMdMKauus nonb3oBaTens v WwngposaHme gaHHbIX.

B Nloctyn SNMPVv3 ana yreHus/aanucn u SNMPv1/v2c TonbKo Ansa YteHus

B aTOM pexume cepBep nevaTu Ucnonb3yeTt AOCTYN ANSA YTeHUs-3annucu Bepcumn 3, 40CTyN TOMbKO AN
4YyTeHusa Bepcun 1 1 Bepcuto 2c npotokona SNMP.

NMPUMEYAHUE

Ecnn ncnonbayetcs pexum foctyn SNMPv3 ansa yreHusa/3anmcu n SNMPv1/v2¢ TONbKO ANA YTEHUS,
HeKkoTopble 13 npunoxeHui Brother (Hanpumep, BRAdmiIn Light), KoTopble BLINONHAIOT 4OCTYN K CEpPBEPY
neyatu, 6yayT paboTaTb HEKOPPEKTHO, MOCKOMbKY OHWU paspeLuaroT OCTYN TONbKO ANs YTeHus sepcun 1
n Bepcun 2c. Ecnu TpebyeTtca ucnonb3oBaTtb BCE NPUNOXEHUS, Ucnonb3ynte pexum floctyn SNMP
v1/v2c pnsa yteHus/3anucu.
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B Noctyn SNMPv3 ana uyteHus/3anucum
Mpu aTom pexunme cepBep nevatn ucrnonb3yet Bepcuto 3 npotokona SNMP. Ncnonb3ynte aToT pexunm,
€Cnu HyXXHO 6e3onacHO ynpaBnsiTb CepBepoM nevaTu.

NMPUMEYAHUE

» Ecnu ucnoneayetca pexum floctyn SNMPv3 ansa yteHus/3anucu, nvenTe B BUAY criegytoLiee.

* YNpaBnsTb CEpBEPOM NneyaTn MOXHO TOMbKO C noMoLbio yTunntel BRAdmIn Professional 3 unu
cucTeMbl yrpaBrneHus Yyepes Beb-nHTepdenc.

» BygeTt orpaHnyeHo Ucnonb3oBaHMe BCEX NPUNOXEHU, B KOTOPbIX UCMOMb3YeTCA NPOTOKON
SNMPv1/v2c, 3a ucknoyenmem ytunmutel BRAdmin Professional 3. YTtobbl paspelunTs ucnonb3osaHme
npunoxenmn SNMPv1/v2c, ucnonesyite pexum floctyn SNMPv3 ansa yteHus/3anucu m
SNMPv1/v2c Tonbko ana yteHua unv fJoctyn SNMP v1/v2c gnsa yteHus/3anucu.

» MNogpo6GHee cM. B cnpaBke yTUNUTLI ynpasneHus yepes Beb-nHtepdelic.

Be3onacHoe ynpaBneHue ¢ nomMoLbo ytTunutbl BRAdmMInN
Professional 3 (Windows®)

Ana 6e3onacHoro ucnonb3oBaHua ytunutbl BRAdmin Professional 3
Heo6XxoauMO BbIMOSTHATbL crieayloLme nosioXKeHus

B HacTtoaTenbHO pekoMeHayeTCsl MCNonb30BaTh NOCNeaHo Bepcnto ytunutel BRAdmin Professional 3,
KOTOpYH MOXHO 3arpy3unTb ¢ Beb-canTa http://solutions.brother.com/. Ecnu anga ynpaeneHusa annapatamm

Brother ucnonbayetcs 6onee paHHASa Bepcus yTunutel BRAdmiIn L ayTeHTUduKaunsa nonb3oBatenemn He
Oynet 6e3onacHon.

B [1pn HEOOXOANUMOCTUN OrpaHMYeHmns JOCTyna K annapaTty ¢ NOMOLLb 60nee paHHUX BEPCUI YTUNUTbI

BRAdMIN 1 Heo6X0AMMO OTKMIOUMTL AOCTYN C MOMOLLLIO Gonee paHHUX Bepcuii yTunuTel BRAdmin 1 B
napameTpe JononHuTenbHble NapameTpbl pasgena SNMP Ha ctpaHuue MpoToKon ¢ NoOMoLbLO
cucTeMbl yrnpaeneHus Yepes Beb-uHtepdenc. (Cm. pasgen besonacHoe yrpasneHue ¢ noMoWbo
cucmembl yripasneHus Yyepes eeb-uHmepcgpedic (bpaysep) »» ctp. 101.)

B [Mpn ogHOBpEMeHHOM ucnonb3oBaHuu yTunutel BRAAmIn Professional 3 n cuctemsl ynpasneHus yepes
Beb-nHTEpdENC ncnonb3ynTe cMcTemy yrnpaesneHust yepes seb-uHtepdenc ¢ npotokonom HTTPS.

B [Mpn ynpaBneHuMm cMeLLaHHON rpynnov cepBepoB nevaty 6onee paHHUX Mogenen 2n cepsepamMu ne4vaTu

¢ nomoLubto nporpammbl BRAdmin Professional 3 pekomeHayeTcs ncnonb3oBaTh AN KaX4on rpynnbl
OTAenNbHbIA Naporib. ATO N03BONUT 0becneunTb 6e30NacHOCTbL Ha HOBbIX CepBepax nevatw.

Ytunuta BRAdmin Professional Bepcun 2.80 u 6onee paHHux, ytunuta BRAdmIn Light ans Macintosh Bepcum 1.10 n 6onee paHHuX.

2 Cepust NC-2000, NC-2100p, NC-3100h, NC-3100s, NC-4100h, NC-5100h, NC-5200h, NC-6100h, NC-6200h, NC-6300h, NC-6400h, NC-8000,
NC-100h, NC-110h, NC-120w, NC-130h, NC-140w, NC-8100h, NC-9100h, NC-7100w, NC-7200w, NC-2200w.
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be3onacHasa ne4yatb AOKYMEHTOB no npoTtokony SSL/TLS

[nsa 6e3onacHon ne4yaTt AOKYMEHTOB C MPpMMeHeHneM npoTokona IPP MOXHO MCnonb3oBaTh NPOTOKON
IPPS.

HacTponka napameTpoB IPPS ¢ ncnonssosaHuem 6pay3aepa:

Haxmute CeTb Ha BeO-cTpaHuLUe annaparta, 3atem Haxmute MpoTokon. Ecnn none IPP yxe BbibGpaHo,
nepenauTe K wary @.

Bbibepute none IPP n Haxmute OTNpaBuUTb.

Mepesarpy3ute annapat 4N akTMBaLMM KOHUrypaLmu.

Haxmnte CeTb Ha Beb-CcTpaHuue annaparta, 3atem Haxmute lNMpoTokon.
Haxmnte Hactpoiku cepBepa HTTP.

Bbibepute none HTTPS(Port443) n Haxxmute OTNpaBUTb.

Mepesarpy3nTte annapaT A4ns akTMBaumMm KOHurypaumm.

NMPUMEYAHUE

CoepguHeHune ¢ ncnonb3oBaHmeM npotokona IPPS He MoXeT npefoTBpaTUTh HECAHKLMOHUPOBAHHbIN
OOCTYN K cepBepy nevartu.

QOO0 OO® ©
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Be3onacHasa oTnpaBKa 1 Nofly4YyeHue 35fIeKTPOHHOU NMOYThI

HacTponka ¢ noMmoLib0 cucTeMbl yrpaBreHus Yepes Beo-uHTtepdenc
(6paysep)

Ha akpaHe cuctembl ynpaBsneHust yepes Beb-mHTepdemnc MoxXHO HaCTpOMTb Ge3onacHyo OTNpaBKy
3NEKTPOHHOM NOYThI C MOMOLLbIO ayTEHTUdMKAL MM NONb30BaTENS UK OTNPaBKY U NONYYEHUE 3NIEKTPOHHOM
NoYThbl C NOMoLLbO SSL/TLS.

0 3anycTtute bpaysep.

B agpecHyto cTpoky 6pay3epa Beeaute “http:/IP-agpec annaparta/” (rae “IP-agpec annapara”
cooTBeTCcTBYeT IP-agpecy annapaTa unn uMeHu cepsepa ne4varth).

B Hanpumep: http://192.168.1.2/

Mo ymonyaHuio naponb He TpebyeTcs. Ecnu 6bin ycTaHOBMNEH Naponb, BBEAUTE €ro U HaxMuTe g3
Haxmute CeTb.
HaxmunTte MNMpoTokon.

HaxmuTte lononHutenbHble napameTpbl B nyHkTe POP3/SMTP u y6egutech, 4to And napameTpa
POP3/SMTP ycTtaHoBneHo 3HavyeHue BknroyeHo.

Q 2000

Ha aton cTtpaHuue MoXHO HacTpouTb napameTpbl POP3/SMTP.

NMPUMEYAHUE

» MNogpoGHee cM. B cnpaBke yTUNUTLI ynpasneHus yepes Beb-nHtepderic.

e 30€ecb TakkKe MOXHO NPOBEPUTb NPABUITbHOCTbL NapaMeTPOB 3MEKTPOHHON NOYTbI, OTNPaBMB TECTOBOE
Cco00LEeHNE INEKTPOHHOM MOYTLI NOCNE BbINOMHEHNS HACTPONKN.

e Ecnu HacTponkun POP3-/SMTP-cepBepa HEU3BECTHbI, AN NONyYEeHUA JONONHUTENbHOW MHopMaLum
obpartmTech K CMUCTEMHOMY agMUHUCTPATOpy unu nposangepy NHtepHeTa.

@ Mocne HacTpolikn HaxmnTe OTNpaBuTb. OTKPLIBAETCS AMANoroBoe OKHO HAaCTPOMKN OTNpaBku/npuema
TECTOBOro COOBLLEHNS SNEKTPOHHON NOYTHI.

@ CnenynTe MHCTPYKLMAM Ha 3KpaHe, YTOObl BbINONHUTL TECTUPOBAHUE C TEKYLLMMM NapameTpamMu.
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OTnpaBKa cOOGLIEeHUN INEeKTPOHHOM NOYTbI C ayTeHTUdnKaumen
nonb3oBareneun

[na oTnpaBkn COOBLLIEHNI SNEKTPOHHON NOYThLl Yepes3 NOYTOBbLIM CEPBEp, 3anpalluvBatoLL i
ayTeHTUdMKaUMIo Nonb3oBaTenen, B 3ToM annapaTte nogaepxusatotca metoabl “POP nepeg SMTP” u
“SMTP-AUTH". 9Tn MmeToabl NO3BONSAIOT NPeAoTBpaTUTL 4OCTYN HEABTOPU3OBAHHOMO NONb30BaTens K
NnoYTOBOMY cepBepy. [Ans HacTpPorKu 3TUX NapaMeTpoB MOXHO BOCMOMNb30BaTLCA CUCTEMON yripaBrneHus
yepes Beb-uHTepdenc nnm ytunuton BRAdmin Professional 3. [1na ysegomneHuii n 0T4€TOB MO
3MEeKTPOHHOWN NoyTe, a Takke OTNpaBKkn UHTEPHET-IaKkCoOB MOXHO UCMOMNb30BaTbh METOALI aBTOpU3aLInn
“POP nepepg ucnonbdosaHnem SMTP” u SMTP-AUTH.

MapameTpbl NOYTOBOro cepBepa

MapameTpbl MeToaa ayTeHTUdUKaumMm SMTP 0onxHbl COOTBETCTBOBATL METOAY, UCMOSb3yeMOMY Ha
NOYTOBOM CcepBepe. YTOYHUTE KOHUrypaLuio NnoYTOBOro cepeepa y agMuHucTpaTopa ceTu Unn UHTepHeT-
nposangepa.

Heobxoammo Takke ycTaHOBUTbL donaxok B none SMTP-AUTH pasgena Cnoco6 npoBepku NOANIMHHOCTYU
Ha cepBepe SMTP, yTobbl BKNounTb ayTeHTUMKaLmo cepepa SMTP.
MapameTpbl SMTP

B C noMoLLblo yTUNUTLI ynpasneHnsa yepes Beb-nHTepdenc MoXXHO M3MeHNTb HoMep nopta SMTP. 310
MOXeT OKa3aTbCs MOMe3HbIM, ECMN Y UHTEPHET-NpoBargepa peanvsoBaHa cnyxba 6rokmpoBku nopta 25
Ans nexogawmx coobuenuinn (OP25B).

B ViameHuB Homep nopta SMTP Ha HOMep, KOTOPbIN UCNOSb3yeTcs NOCTaBLnKoM yenyr MHTepHeTa ong
cepepa SMTP (Hanpumep, nopT 587), MOXHO ByaeT oTNpaBNATb COOBLLEHNS 3NEKTPOHHON NOYTHI Yepes
cepsep SMTP.

B Ecnu moxHo ncnons3osatb 1 metoq “POP nepea SMTP”, nu metog “SMTP-AUTH”, pekomeHayeTcs
BbI6paTb MeTog “SMTP-AUTH".

B Ecnu B kavyecTBe meTofa ayTeHTUdumkaumm Ha SMTP-cepsepe BbibpaH metog “POP nepeg SMTP”,
Heobxoanmo HacTpouTb napameTpsbl POP3. MNpy HE0BX0OMMOCTU MOXHO Takke MCMNOMb30BaTb MeToq
APOP.
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Be3onacHas oTnpaBKa U nosiy4YeHue 3J51IeKTPOHHOM NMoYThl C UCNOSIb30OBaHUEM
SSL/TLS

[aHHbI annapaT nogaepxunBaeTt metoabl SSL/TLS ana oTnpasky Unm NONyYeHUst aneKTPOHHOW NOYThbI
yepes NoYTOBbLIN cepBep, TPEOBYIOLWMIA HanMuMa 3awnTel ceBsa3m SSL/TLS. [Ina oTnpaBku unm nonyvyeHus
3MEKTPOHHOW NOYTLI Yepes NOYTOBbLIN CepBeEp, MCNONb3YoWMin cBA3b SSL/ITLS, HeobxoauMo npaBubHO
HacTpouTb SMTP ¢ ucnons3sopaHnem SSL/TLS nnn POP3 ¢ ncnonb3osaHnem SSL/TLS.

MpoBepka NnognMHHOCTU cepTUdUuKaTa cepBepa

B Ecnn gna napameTtpa SMTP yepe3 SSL/TLS nnn POP3 yepe3 SSL/TLS ycraHoBNeHO 3Ha4yeHue SSL
unn TLS, npousongeT aBToMaTuyeckas yctaHoBka pnaxka B rnone NpoBepAaTb cepTudukaTt cepsepa
Ons NpoBepkn NOANNMHHOCTU cepTudumkata cepeepa.

* Mepepn npoBepkor NOAANHHOCTU cepTudukata cepeepa Heob6xoaMmo nmnopTupoBaTb cepTudmkaT
LIC, BbigaHHbIn Tem LC, koTopbii noanucan ceptudukaT cepsepa. [NMpn HeobxoaumocTu umnopTa
ceptucumkata LIC obpatutech K agMUHUCTPATOPY CETU UMK K UHTEPHeT-NpoBangepy. ns nonyyeHus
nHdopmaumm 06 nmnopTe ceptTudukata cM. pasgen Mmrnopm u akcriopm cepmucpukama LIC
>»>» cTp. 99.

» Ecnn HeT HeobGxoQMMOCTH NPOBEPATL NOANMMHHOCTL cepTMduMKaT cepBepa, CHUMUTE ria)Kok
MpoBepATbL cepTUUKaT cepBepa.

Homep nopra

B [Tpwn BbIGOpe SSL 3HauyeHus napameTtpos Mopt SMTP unu Mopt POP3 aBTOMaTU4eCKN N3MEHATCS,
4yTO6bI COOTBETCTBOBATL NPOTOKOMY. ECnu HE06X0AMMO M3MEHUTbL HOMEP NopTa BPy4YHYIO, BBEAUTE
HOMep nopTa nocrie Boibopa napameTpa SMTP yepe3 SSL/TLS unmn POP3 yepe3s SSL/TLS.

B [MpoTokon coeanHeHns POP3/SMTP Heob6xoanmo HacTpouTb Tak, YToObl OH coBnagarn C NPOTOKOMOM
no4ToBOro cepeepa. [ns nonyyeHus nogpobHow nHdopmauum o napameTpax NoYTOBOro cepeepa
obpartuTech K agMUHUCTPaTOPY CEeTU NN UHTEPHET-NpoBanaepy.

B GonblumMHCTBE CriyyaeB Anis crny6 sawuieHHoN nepeaaym aneKTpoHHON NoYTel TpebyeTcst ycTaHoBKa
cneayoLwmx napameTpoB:

(SMTP)

Mopt SMTP: 587

Cnoco6 npoBepku NOoANMHHOCTU Ha cepBepe SMTP: SMTP-AUTH
SMTP yepe3 SSL/TLS: TLS

(POP3)

MopT POP3: 995

POP3 yepe3 SSL/TLS: SSL

107



®PyHKuMK 6e3onacHoOCTU

Ucnonb3oBaHue ayteHTUdmukauum IEEE 802.1x

AyTeHTudukauuio IEEE 802.1x MOXHO HacTpoOUTb ANS NPOBOAHON My 6ecnpoBogHON ceTu.

HacTtpouka ayteHTudmnkaumm IEEE 802.1x ¢ noMmowbio CUCTEMbI yrpaBneHus
yepe3 BeO6-uHTEpdenc (bpaysep)

Mpwu BbINONHEHMM HACTpoWikK ayTeHTudmKaumm IEEE 802.1x onga npoBogHom nnmn 6ecnpoBogHoON cetu ¢
NMOMOLLBIO CUCTEMBI yNpaBneHns Yyepes Beb-nHTepdenc cnegynte MHCTPYKLMSIM HUXKeE.

AyTteHTndukaumo IEEE 802.1x MOXHO TakkKe HacTpOUTb CrieayowmnmMm MmetTogamu:
(MpoBogHas ceTb)

B BRAdmin Professional 3

(BecnpoBogHas ceTb)

B MacTep HacTporikm 6eCnpoBOAHOM CEeTU Ha NaHenu ynpasneHus (4ns nonyyYyeHnsa ONONHUTENbHON
nHdopmaumn cM. pasgen Hacmpolika annapama 0551 pabomsei 8 KopriopamugHouti 6ecripoeodOHOl cemu
»>» cTp. 23.)

B MacTep HacTpoKkn 6eCnpoBOAHOM CETU Ha KOMMNAKT-AUCKe (N8 NONy4YeHUs ONONHUTENbHON
nHgopmaumn cM. pasgen Hacmpolika napamempos 6ecrnpo8odHoOU cemu ¢ 8peMEHHbIM
ucrionib308aHuem kabesnss USB (pekomeHdyemcs:) »» cTp. 13).

B BRAdmin Professional 3

NMPUMEYAHUE

» Ecnu BoINONHSETCS HAacCTpoWKa annapaTa, ucnonbeaytollero ayteHtudgukauymo EAP-TLS, Heobxoaumo
YyCTaHOBUTb cepTUMKaT KNMeHTa, BblaaHHbIN LIC (LeHTpom cepTudukaumm), nepes Havyanom HacTPOMKHU.
[na nonyyeHna nHdopmaumm o ceptudpmkate knmeHTa obpatuTech K agMuHucTpaTopy cetu. Ecnu
yCTaHOBIeHo Gonee ogHOro ceptudumkarta, pekomeHayeTcs 3anucatb ceptTudumkaT, KoTopbii byaeT
ncnonb3oBaTbcs. [Ans nonyyYyeHns 4oNONHUTENbHON MHAOpMaLmMn 06 yCTaHOBKe cepTUdmMKaTa CM.
pasgen Mcrionb3osaHue cepmugukamos 0151 obecrieyeHuss besonacHocmu arnnapama »» cTp. 86.

 Mepepn npoBepkov NOANNHHOCTU cepTUdmKaTa cepeepa HeobxoanmMo uMnopTMpoBaTb cepTudukat LC,
BblAaHHbIM Tem LIC, koTopbin nognucan ceptudukat cepsepa. [Npu HeobxoanmMocTu nmnopTta
ceptucukata LIC obpaTutecb kK agMMHUCTPATOPY CETU UMK K UHTEpPHeT-NpoBangepy. Ana nonyyeHus
OononHuTensHoON nHpopmarmm 06 nmnopTte ceptudmkata cMm. pasgen Mmrnopm u akcriopm
cepmucgpukama L{C »>» cTp. 99.

o [Ina nonydyeHus 4ONOSHUTENLHON MHOPMaLNK O KaXKaoM cepTudukate cM. pasgen Mcronb3osaHue
cepmucgpukamos 0ris obecrneqyeHuss 6esonacHocmu annapama »» ctp. 86.

0 3anyctuTe Gpaysep.
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9 B agpecHyto cTpoky 6pay3epa Beeaute “http:/IP-agpec annaparta/” (rae “IP-agpec annapara”
cooTBeTcTBYeT IP-agpecy annaparta nnn uMmeHu cepsepa nevatw).

B Hanpumep: http://192.168.1.2/
NMPUMEYAHUE

* pu ucnone3zosaHnm Domain Name System (cuctema MMeH JOMEHOB) Unu BKAoYeHUM umeHn NetBIOS
BMmecTo IP-agpeca MOXHO BBECTU Apyroe HasBaHue, Hanpumep “SharedPrinter”.

» Hanpuwmep: http://SharedPrinter/
Ecnu BkntoyeHo nmsa NetBIOS, MOXHO Takke MCnonb3oBaTh M4 y3na.
» Hanpumep: http://brnxxxxxxxxxxxx/

Nmsa NetBIOS otobpaxaeTtca B oTyeTe 0 KoHurypauum cetu (cM. lleyamb omyema 0 KOHu2ypayuu
cemu »» cTp. 48).

* [pu paboTe Ha KomnbloTEPEe Macintosh MOXHO Nerko NnepenTn B CUCTEMY ynpaBneHus yepes Beb-
UHTepdeNnc, LenkHyB 3HAa4YOK YCTPONCTBA Ha akpaHe Status Monitor. [lononHuTenbHblE CBEAEHMS:
>»>»PykoBoACTBO NO UCNOMb30BaHMIO MPOrpaMMHOro obecneyeHus.

0 Mo ymonyaHuio napornb He TpebyeTcsa. Ecnu naponb 6bin 3agaH, BBEAWUTE €ro Y HAXMUTE [gd.

0 Haxmute CeTb.

@ (MpoBogHas cBA3b) HaxxmuTte NMpoBoaHOMN, 3aTem BbibepuTe NnapameTp NPOBEPKU NOANIMHHOCTHU
802.1x.
(BecnpoBoaHas cB4A3b) Haxxmute BecnpoBogHomn, 3ateM Boibepute BecnpoBogHown (MpeanpusTue).

@ Tenepb MOXHO HacTpavBaTb NapameTpbl ayTeHTUduKaunn IEEE 802.1x.

B Ecnn Heobxoammo BkMoUUTL ayTeHTUdukaumo IEEE 802.1x Ans npoBOAHOW ceTU, yCTaHOBUTE
naxok BknroveHo anga napametpa CoctosiHue npoBoagHon cetn 802.1X Ha CTpaHuLE NPOBEPKU
noanuHHoctm 802.1xX.

B [1na nonyyeHms 4ONONHUTENbHON MHopMaumn 06 ayTeHTudukaummn IEEE 802.1x n o metogax
BHYTpPEHHEN ayTeHTudukaumm cMm. pasgen Aymenmucgpukayus IEEE 802.1x »» cTp. 128.

B [Tpu ncnonb3oBaHum ayteHTudukaumm EAP-TLS HeobxoaumMo B packpbiBaroLLEMCS CIMCKe
CepTtudmkar knmeHTa BbIbpaTh CepTUdUKAT KNMeHTa, KOTopbI Bbin ycTaHOBMEH (NMOKa3aH ¢
umeHeMm cepTudmkaTta) 4ns NpoOBEepPKN NOASIMHHOCTMU.

B Ecnun BbiGpaHa ayTeHTMduKkauma EAP-FAST, PEAP, EAP-TTLS unu EAP-TLS, meTo4 NpoBepku
NnoafIMHHOCTM MOXHO BbIBGpaTh B packpbiBatoemcs cnucke NpoBepka cepTuchukata cepsepa.
[MpoBepuTb NOAMNHHOCTL CepTUdMKaTa cepBepa MOXHO C MOMOLLLIO 3apaHee UMMOPTUPOBAHHOIO
Ha annapat ceptucukata LC, BeigaHHoro Tem LIC, koTopbin nognucan ceptudumkaT cepeepa.

B packpbiBatoemca cnucke MpoBepka cepTudmkaTta cepBepa MOXHO BbIOpaTh OAMH U3 CrieAyoLWmnx
MeTOA0B NPOBEPKUN MOANUHHOCTM.

B Be3 npoBepku

CepTudukaTy cepBepa Bcerga MoXHo AoBepsaTh. MNpoBepka NoaNIMHHOCTY He NPOoM3BOANTCS.
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H Ceprt. LUC

MeTtopg npoBepku HagexxHocTu LIC cepTudmkaTta cepsepa nytem ucnonb3oBaHus ceptudukata LIC,
BblgaHHoro Tem LIC, koTopbii nognucan ceptudukaT cepeepa.

B Cepr. UC + ngeHTucpukaTop cepsepa

MeToa npoBepKn NOANMHHOCTH, NPU KOTOPOM Kpome HaaexHocTu LIC cepTudumkarta cepsepa

NpoBepsieTCcs 3HauYeHue CTaHaapTHOro UMeHu L cepTudmkaTa cepeepa.

1 MNpoeepka cTaHAAPTHOTO MMEHU COMOCTABNSIET CTaHAAPTHOE UMS CepTUdMKATa CepBepa CO CTPOKOI CUMBOJIOB, COCTABMEHHON AI1s
napameTtpa UpeHTudpmkaTop cepBepa. [epea ncnonb3oBaHMEM AaHHOTO MeToda obpaTUTECh K CUCTEMHOMY aAMUHUCTPATOPY AN
nony4yeHns MHpopmaLmmn o CTaHAapPTHOM UMeHN cepTudmkaTa cepBepa, a 3aTeM HacTpounTe napameTp MaeHTudmkaTop cepBepa.

o Mocne HacTpokn HaxMmTe OTNPaBUTb.
(MpoBogHas ceTb)
BbInonHWB HACTPOWKy, NOAKNIOYUTE annapar K ceTu, nogaepxusatowlen IEEE 802.1x. Hepes HecKkorbKo
MUHYT pacnevartanTte oT4yeT 0 KOHGuUrypaumm cetu, 4Tobbl npoeputb <Wired IEEE 802.1x> Status.
(cm. Neyamb omyema o KoHgbueypauuu cemu »» cTp. 48.)

W Success

dyHkuna ayTeHTUpmkaumm IEEE 802.1x ong npoBOAHOM CETU BKIOYEHA U ayTeHTudukauus
npongeHa ycneLuHo.

Hm Failed

OyHKkumsa ayteHTudmkaumm IEEE 802.1x ona npoBOAHOM CeTU BKIOYEHa, 0OQHaKo ayTeHTudmkauns
He nponjeHa.

m Off
dyHkuna ayTeHTupmkaumm IEEE 802.1x ana npoBOAHOM CETU HEOOCTYMHA.

(BecnpoBoaHas ceTb)

Cpasy nocne HacTponkn 6yget HanedataH OtyeT WLAN. NpoBepbTe B OTYETE COCTOSIHME
becnpoBogHoun koHurypaumu. Cm. pasgen lNeyams omyema WLAN (8515 modenelt DCP-9020CDW,
MFC-9130CW, MFC-9330CDW u MFC-9340CDW) »>» cTp. 49.
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Mounck u yctpaHeHue HeUCNPaBHOCTEMN

O6wasn nHdopmauunn

B aTon rnaBe pacckasbiBaeTcs 06 ycTpaHeHUM BO3MOXHbIX MPO61eM ceTU, C KOTOPbIMU MOXHO CTONKHYTbCS
npu akcnnyaTauumn annaparta Brother. Ecnu gaxke nocne npoyTeHUs aTOM rmaBbl BO3HUKLLYIO Npobnemy
yCTpaHuTb He yaaeTcs, obpatuteck Ha BeG-canT Brother Solutions Center no agpecy:
http://solutions.brother.com/.

[na 3arpyskun apyrux pykosoacTts nocetute Brother Solutions Center no agpecy:
http://solutions.brother.com/ n Ha cTpaHuLUe coOTBETCTBYIOLEN MoAenn HaxmuTe “PykoBoacTtea”.

NpeHTudpukauma npodbnemol

Mepen npoyTeHNeM gaHHOM rnasbl yoeanTech, YTO HACTPOEHbI criegytolme napaMmeTpsl.

CHavana y6e.qwrecn:, 4YTO BbIMOJIHEHbI criegayouiune OencTBusA:

Kabenb nutaHusa noaknoyeH Hagnexawmm obpasom, n annapat Brother BknioueH.

Touka goctyna (ans 6ecnpoBOAHbIX CETEN), MapLLIPYTM3aTOP UMM KOHLLEHTPATOP BKIOYEHbI U MUraeT KHoOMKa CBSA3W.

C ycTpoiicTBa CHSiTa BCA 3alyMTHasi ynakoBka.

ToHep-kapTpuaxu n gotobapabaH ycTaHOBMNEHbI MPaBUIbHO.

BerHFlFl N 3a4HAA KpblLKa MOMHOCTbIO 3aKpbIThl.

Bymara npaBunbHO BCTaBreHa B NoTok Ans bymaru.

(Onsa npoBogHbIx ceTen) CeTeBon kabenb HagexXHO NOACOeANHEH K annapaTy Brother u mapwpyTusatopy mnm
KOHLUeHTpaTopy.

B cnepytowem cnucke nepevyncnelbl CTpaHULbI, cofepXalliue peleHUs onpeaeneHHbIX
npo6nem

B He ynaeTtcs 3aBeplunTb HAaCTPOKMKY napameTpoB 6ecnpoBoaHou ceTu. (Cm. cTp. 112.))

B YcTponcTteo Brother He pacno3HaeTcs B ceTu BO BpeMs ycTaHoBkM naketa MFL-Pro Suite. (Cm. cTp. 113))
B YcTponcTteo Brother He BbINOMNHSAET neyatb Unm ckaHnpoBaHue no cetn. (Cm. cTp. 114.)

B Annapart Brother He pacno3HaeTcs B ceTu Jaxe nocne ycnewHon yctaHoBku. (Cm. cTp. 114))

B /cnonb3yeTtcsa nporpamma 6e3onacHocTtu. (Cm. cTp. 117.)

B Heobxoammo npoBepuTb Hagnexallee QyHKLUMOHMPOBAHUE UCMOMNb3YeMbIX CETEBbIX YCTPOUCTB. (CMm.
cTp. 118))
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Mouck n yCTpaHeHne HeVICI'IpaBHOCTeI;I

He ypaeTtcs 3aBepwnTb HACTPONKY NapamMeTpoB 6ecrnpoBOgHON CeTu.

Bonpoc Untepdelic | PeueHue
Annapat He nogkntoyaeTca | becnposogHoit | BeikntounTe, a 3atem BknounTe 6ecnpoBofHON MapLupyTusatop. 3atem
BO BPEMS HACTPOMKM nonbITanTeCb NOBTOPHO HACTPOUTL NapameTpbl GECNPOBOAHON CETH.
©ecnpoBogHon ceTn?
MpaBunbHO N HacTpoeHbl | becnposogroii | M [MpoBepbTe elle pa3 1 BoibepuTe NpaBuribHbIe NapameTpsbl
napameTpbl 6e30nacHOCTH GesonacHocTu.
Y 2
(SSID/ceTeBoi Kniou)? * Vimsa npomsBoguTens nnu HoOMep Moaenu To4km 6ecnpoBOgHOro
JocTtyna/mapLupyTnsatopa MOryT MCMOMb30BaTbCs B KA4eCcTBe
napameTpoB 6€30MacHOCTM MO YMOMNYaHUIO.
* CM. MHpOpMaLMIO O NOUCKe napameTpoB 6e3onacHOCTU B
OOKyMeHTauum, NocTaBnsemMon ¢ Toukon 6ecnpoBogHOro
JocTtyna/mapLupyTn3aTtopom.
» ObGpaTtuTech k Nnpom3BoauUTENO0 TOUKM BecnpoBogHOroO
JocTyna/mapLupyTmnsaTtopa, UHTEpHeT-NpoBangepy unu
afMWHNCTPaToOpy CETU.
B [Ina nony4yeHus nHpopmauyum o SSID n ceTeBOM Krtode CM. pasgern
TepmuHbl U noHssmusi 6ecripoeodHbix cemedl (8151 modenel
DCP-9020CDW, MFC-9130CW, MFC-9330CDW u MFC-9340CDW)
>»>» cTp. 130.
Wcnonb3yeTcs nu Becnposogroil | Y6eamTech, uto MAC-agpec annapata Brother BknioueH B punbTpayum B
dunsTpaums MAC- cnucok paspelueHHbix. MAC-agpec annapaTa Brother moxHoO nocmoTpeTb
agpecos? Ha naHenu ynpaeneHus. (Cm. pasgen Tabnuya yHKkyul u 3a8o0cKkue
Hacmpoliku no ymondaHuro »» cTp. 50.)
Touka 6ecnpoBogHOro BecnposogHoi | M Heobxoammo Bpy4YHyH BBECTU NMpaBunbHoe umst SSID unu ceteBom
gocTyna/mapLipyTmnsartop Krtou.
pa60Tae°T B CKpbITOM SSID B [1poBepbTe MMA SSID 1 ceTeBOWM KIOY B JOKYMEHTaLUUKU, NoCTaBnsie Mo
pexvume? (nepenaqa ¢ becnpoBogHON TOUKOW AoCcTyna/mapLipyTu3aTtopom. MiameHnTte
sanpetyena) HacTpoviky napameTtpoB 6ecnposogHon cetu. (Cm. Hacmpotika
annapama, ecnu paccbinika SSID omkntoyeHa »» cTp. 21.)
lMpoBepeHbl Bce HacTporiku | becnposoproit | Mcnonb3ynTe ytunuty Network Connection Repair Tool (BocctaHoBneHue

1 onpoboBaHbI BCe
onucaHHble Bbllle
pekomeHaauun, ogHako no-
npexHeMmy He ygaeTcsi
3aBEpLUNTb HACTPOMKY
©ecnpoBogHon cetn. YUto
eLle MOXHO caenaTtb B
JaHHoW cuTyaumm?

ceTeBbIx nogknoyeHnit). (CMm. pasgen Yempolicmeo Brother He
8bIMOMIHAEeM fneyams Unu ckaHuposaHue no cemu. Annapam Brother He
pacrnio3Haemcsi 8 cemu 0axe riocne ycrnewHou ycmaHosku. »» ctp. 114.)
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Mouck n yCTpaHeHne HeVICI'IpaBHOCTeI;I

Annapat Brother He o6HapyxeH B ceTu npu yctaHoBke MFL-Pro Suite.

ycTponcTBom Brother nnum
TOuYKON 6GecnpoBOAHOrO
gocTyna/mapLipyTmusaro-
pom 6ecnpoBogHOro
KOMMblOTEpa, yCTponcTea
Bluetooth, mnkpoBonHoBoi
neyv nnu LmMdpoBoro
©ecnpoBogHoro TenedgoHa?

Bonpoc Untepdelic | PeueHue
Annapat nogkntodeH k cetu | lposoaHoi/ PacnevaTanTe oT4yeT 0 KOH(pUrypaumm cetu 1 npoBepbTe, YTO NapameTpsbl
n umeeT gencTeuTenbHbIA | becnposoghoil | Ethernet Link Status unu Wireless Link Status mumetot ctatyc Link OK.
IP-agpec? Cwm. pasgen lMeyamb omyema o KoHguaypayuu cemu »>» cTp. 48.
Ecnu B oTueTe oTobpakaetca 3HayeHue Failed To Associate unu
Link DOWN, ob6paTuTtechb k agMVHUCTPaTOPYy CETU ANs NPOBEPKU
hencteutensHocTu IP-agpeca.
McnonbayeTtca nu MpoBogHoM/ B B gnanoroBoM OKHe NporpamMmbl yCTaHOBKM BbINOJTHUTE NOUCK annapaTta
nporpamma 6e3onacHOCTU? | 6ecnposogHoit Brother eLe pas.

B PaspelwmTe JocTyn, KOraa BO BpeMs ycTaHoBkM naketa MFL-Pro Suite
oTobpaxkaeTcsa npegynpexagatolliee coobLieHne nporpaMmmel
6esonacHocTu.

B [JononHUTEnNbHyO MHOPMAaLMIO O NporpaMmmax 6e30nacHOCTU CM. B
pasaene Mcnonb3yemcs npozpamma b6eszonacHocmu. »» ctp. 117.

Annapart Brother BecnposogHoit | Mpm HacTponke napameTpoB 6ecnpoBOAHON CeTw pacnonaranTe annapar
pacrnonoXeH CAULWKOM Brother Ha paccTosiHuuM He 6onee 1 meTpa OT TOUKM BecrnpoBOAHOrO
Oaneko OT TOYKM JocTyna/mapLupyTtmusaTtopa.

©ecnpoBogHOro

gocTyna/mapLipytusaTtopa?

HeT nu npenaTtcteun Becnposogroil | MepemecTuTe annapat Brother B MecTo, rae Takmx NpensaTCTBMI HET, UMn
(Hanpumep, CTeHbI Unu 6nuxe k Touke 6ecnpoBogHOro gocTyna/MapLupyTusaropy.

mebenb) Mexay annapaTtom

1 Toukon 6ecnpoBogHOro

gocTyna/mapLipyTmnsaro-

pom?

HeT nu psagom c BecnposogHoii | YBepuTe aTK ycTponcTBa OT annapaTa Brother nnu toukn 6ecnpoBogHoOro

JocTyna/mapLupyTtmusaTtopa.
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Mouck n yCTpaHeHne HeVICI'IpaBHOCTeI;I

YcTpoictBo Brother He BbINONHSAET NevyaTb UM CKaHUPOBaHUE NO CeTMu.
Annapart Brother He pacno3HaeTcs B ceTu faxe nocrie ycrnewHom yCTaHOBKU.

Bonpoc Untepdeiic | PeueHue

Vcnonb3yeTtca nu MpoBogHoit/ Cwm. pasgen Ucnonb3yemcesi npoepamma b6e3zonacHocmu. »» cT1p. 117.
nporpamma 6e3onacHocTn? | becnposoaHoit

HasHaueH nv annapary MposoaHoi/ ® (Windows®)

Brother pocTynHeiit 1P- BecnposogHoi MpoBsepbTe IP-agpec n Macky NOACETU C NOMOLLbLIO yTUIUTLI Network
appec? Connection Repair Tool.

Mpwn nomowwm ytunutel Network Connection Repair Tool ncnpasbte
napameTpbl ceT annaparta Brother. [porpamma HasHaunT BepHbIn IP-
agpec 1 Macky noaceTu.

Ons nony4veHus Hcpopmaumm 06 ncnons3osaHum nporpammsl Network
Connection Repair Tool obpatutecb K agMUHUCTPATOPY CETU U
BbINOMHUTE crneaytoLme AeACTBUS:

NMPUMEYAHUE

. (Windows;® XP/XP Professional x64 Edition/Windows

Vista®/Windows® 7/windows® 8) Heobxoammo BoWTK B cucTeMy C
NONIHOMOYUSIMM aAMUHUCTpaTOpa.

» YbeauTech, 4YTo annapaT Brother BKMOYeH 1 NOOKMNIOYEH K TOW XKe CeTH,
YTO U KOMMbIOTEP.
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Mouck n yCTpaHeHne HeVICﬂpaBHOCTeI;I

Yctponcrteo Brother He BbinonHAeT ne4yaTb UM CKaHUPOBaHMUE NO CEeTM.
Annapat Brother He pacno3HaeTcs B ceTu gaxe nocne ycnewHoOM yCTaHOBKU. (NpoJomKkeHue)

agpec?

(npopormkeHue)

Bonpoc Untepdelic | PeueHue
HasHaueH nv annapary Mposopoil | 1 (Windows® XP)
Brother goctynHeint IP- BecnposogHoi HaxmuTe kHonky Myck, 3aTem BuiGepuTe Bee nporpammbl,

CraHpapTHble 1 NMpoBogHUK, a 3aTeM HaxxmmuTe Mo KomnbloTep.

(Windows Vista®/Windows® 7)

Haxmnte KHoMnKy n KomnbloTep.
(Windows;® 8)

HaxmuTte 3Ha4ok (MpoBogHUK) B NaHenu 3agay, 3aTeM HaxXmuTe
KomnbloTep B NeBov HAaBUraLMOHHOW NaHenu.

2 [Oeaxpbl wenkHute XXX (C:), Program Files nnn Program Files (x86),
ecnu ncnoneayetcs 64-paspsagHas OC, Browny02, Brother,
BrotherNetTool.exe, 4Tobbl 3anycTuTb Nporpammy.

NMPUMEYAHUE

Ecnu oTkpoeTcs akpaH KOHTponb y4eTHbIX 3anuMcein nosfib3oBaTenen,
(Windows Vista®) LLlenknute MpoaonxuTs.

(Windows® 7/Windows® 8) WenkHuTe Aa.

3 CnepyinTe NHCTPYKUMUSIM Ha 3KpaHe.

4 Y6eauTech, YTO QYyHKLMM NeYaT Unm ckaHMpoBaHus paboTatoT.

NMPUMEYAHUE

Mporpamma Network Connection Repair Tool 3anyctutcsa
aBTOMaTUYECKU, eCrnv YCTaHOBMEH hNnaxok

Bkno4nTb YTUNUTY BOCCTAaHOBIEHUSI CEeTeBbIX NOAKIMIOYEHUN C
nomouwbio Status Monitor. LLienkHMTe npaBoi KHONKOW MbILIX 9KpaH
Status Monitor, Bbi6epute Onuuun, leTanu, a 3atem OTKPOWTE BKNaaKy
[duarHocTuka. 9710 AeNncTBMe HE peKOMEHAYeTCH, eCNu agMUHUCTPaTop
ceTu HasHa4dun ctatnyeckun IP-agpec, nockonbky npu aTom IP-agpec
aBTOMaTUYECKN U3MEHSAETCS.

Ecnu BepHble IP-agpec 1 macka noaceTn He Ha3HadeHbl Jaxe rnocne
ucnonb3oBaHus nporpammbl Network Connection Repair Tool, ansa
nony4yeHms uHgpopmaumnm obpatmtecb K agMUHUCTPATOPY CETU UMK
nocetute Beb6-cant Brother Solutions Center no agpecy:
http://solutions.brother.com/.
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Mouck n yCTpaHeHne HeVICﬂpaBHOCTeI;I

Yctponcrteo Brother He BbinonHAeT ne4yaTb UM CKaHUPOBaHMUE NO CEeTM.
Annapat Brother He pacno3HaeTcs B ceTu gaxe nocne ycnewHoOM yCTaHOBKU. (NpoJomKkeHue)

Bonpoc

WnTepdpeiic

PeweHue

Mpegbloywee 3agaHne
ne4yaTtu He ObINO
BbIMNOMHEHO?

MpoBogHoM/
BecnpoBogHoi

Ecnv 3agaHne nevatw, KOTOpO€e He yaanocCh BbIMONHUTL, BCE eLle
HaxogunTca B ovepenun nevyaTtu, yganmte ero.

INn6o BLINONHNTE OOHO M3 CrieayrLUNX AeNCTBUN:

(Windows® XP/Windows Vista®/ Windows® 7/Windows Server® 2003)

[Baxabl LWenKHUTE 3HA4YOK NPUHTEpPa B criefyloLlen nanke n Boidbepute
OuncTutb oyepeab neyatu B MeHio Printer (MpuHTep):

(oC Windows® XP/Windows Server® 2003)
Myck v MpuHTEpbI U ¢hakchbl.

(Windows Vista®)

, MaHenb ynpaBneHusi, O6opyaoBaHue u 3Byk 1 3atemM MpuHTEpsbI.
(Windows® 7

, YCTpoMucTBa U NpuHTEphI 1 3aTem MpuHTEepbI U (hakehbl.

(Windows;® 8)

MomecTnTe ykasaTenb MbIllK B MPaBbli HMXHUI yron paboyero crona.
Korga oTkpoeTcs MeHto, Haxmute MapameTpbl, 3aTEM

MaHenb ynpaBneHus. B rpynne O6opynoBaHue n 3ByK HaXMuTe
MpocmMoTp yCTPOUCTB U NPUHTEPOB. [1paBoi KHOMKOW MbILLIN LLEMNKHUTE
ucnone3yemyto mogenes Brother, Beibepute NMpocmMoTp oyepenu neyaru,
3aTem BblbepuTe ApanBep npuHTepa.

(OC Windows Server® 2008)

Myck, MNaHenb ynpaBneHusn v NMpuHTepsbl.

(Windows Server® 2012)

lMomecTnTe ykasaTenb MbllM B NPaBbIvi HWXKHWIA yron paboyero ctona.
Korga oTkpoeTcs MeHto, Haxmute NMapameTpbl, 3aTeEM

MaHenb ynpaBneHus. B rpynne O6opynoBaHue HaxxmuTe MpocmoTp
YCTPOMCTB U NPUHTEPOB. [1paBoi KHOMKOW MbILUN LLEMNKHUTE
ucnons3yemyto mogens Brother, Beibepute NMpocmMoTp oyepenu neyaru,
3aTem BbibepuTe ApanBep npuHTepa.

BbinonHsietcsa
noakroyYeHme annapara
Brother k cetn ¢
MCMNoNb30BaHNEM
©ecnpoBogHOro
coeanHeHnsa?

becnposogHoi

B HanevaTtawte otyeT WLAN, 4TOObI NPOBEPUTH COCTOSIHME
6ecnpoBogHoro coeanHeHust. (MHCTpyKUMKM NO neyaTn cM. B pasgene
lMeyamb omyema WLAN (05151 modeneti DCP-9020CDW,
MFC-9130CW, MFC-9330CDW u MFC-9340CDW) »» cTp. 49.)

Ecnu HanevaTaHHbIi otyeT WLAN coaepXut Kog ownobkn —
»>PykoB0oACTBO MO ObICTPON YCTaHOBKE:
YempaHeHue HeucnipasHocmel.

B Cwm. pasgen Annapam Brother He 0bHapyxxeH 8 cemu rnpu ycmaHoeKke
MFL-Pro Suite. »>» ctp. 113.
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Mouck n yCTpaHeHne HeVICﬂpaBHOCTeI;I

Yctponcrteo Brother He BbinonHAeT ne4yaTb UM CKaHUPOBaHMUE NO CEeTM.
Annapat Brother He pacno3HaeTcs B ceTu gaxe nocne ycnewHoOM yCTaHOBKU. (NpoJomKkeHue)

Bonpoc

WnTepdpeiic

PeweHue

[poBepeHbl BCe HACTPOMKK
N Npoun3BegeHbl NOMNbITKA
BOCMNOSb30BaTbCS BCEMM
npuBegEHHbIMM BblLLE
coBeTaMu, ogHako annapart
Brother He BbinonHseT
nevartb/ckaHMpoBaHue. YTo
ele MOXHO caenaTb B
OaHHOM cuTyaumm?

MpoBogHoM/
BecnpoBogHoi

Ypanute naket MFL-Pro Suite n 3aHoBO ycTaHOBUTE €rO.

Ucnonb3yetcsa nporpamma 6e3onacHOCTM.

nopTa, Heob6xo4MMoro ans
HaCTpPOEK NporpaMmbl
©e3onacHocTu.

Bonpoc Untepdeiic | PeueHue

Bbin nu paspewweH goctyn | MposogHoil/ Ecnu goctyn He Obin paspeLleH Ha AuanoroBOM OKHe C

npu oTobpaxkeHun becnposogHoi | NpeaynpeauTensHbIM coobLeHnem, pyHkums BpaHgmayapa
ONanoroBoro okHa ¢ nporpamMmmHoro obecneyeHns cuctemol 6e3onacHoCcTn MoxeT 6noknpoBaTb
npeaynpeanTensHbIM Joctyn. HekoTopble nporpammbl 6e3onacHOCTY MoryT 6noknpoBaTb
coobLeHnem npu J0CTyn, He oTobpaxas AManoroBoe OKHO C NpeaynpexaeHnemM cuctemMsbl
yctaHoBke MFL-Pro Suite, 6e3onacHocTn. YTobbl pa3peLlumnTb AOCTYN, CM. MHCTPYKLMMK K NporpaMmve
3anycke NpUNoXeHnst Mnu 6e3onacHocTn nnu obpaTtuTecb K NPOM3BOANTENIO.

NCnosfb30BaHUM onepauni

nevatun/ckaHMpPoBaHUNA?

TpebyeTcsa y3HaTb HOMeEp Mposoproi | [nsi ceTeBbIX pyHKUMI Brother ncnone3ytotcsa cnegyoLime Homepa

BecnpoBogHoi

MOPTOB:

B CkaHupoBaHue no ceTn —~ Homep nopta 54925 / npotokon UDP

B dyHkuusa npuema dakcos PC-FAX 1. Homep nopta 54926 / npoTokon
UDP

B CeTeBoe ckaHMpoOBaHue/nevyatb 1 npuem cakcoB PC-FAX 1 yoaneHHas

HacTpovika L Homepa noptoB 161 u 137/npotokon UDP

B Ytunuta BRAdmin Light 1. Homep nopTa 161 / npotokon UDP

1 ®

Tonbko ans Windows™.

OnucaHune npouenypbl OTKPbITUA NOpTa CM. B MHCTPYKLUMSIX K NporpaMmme
6e3onacHocTn, nnn obpaTuTech K MPOU3BOAUTENIO.
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Mouck n yCTpaHeHne HeVICI'IpaBHOCTeI;I

Heobxoaumo y6eanTbCA, YTO ceTeBble YCTPOUCTBA paboTaroT NpaBUITLHO.

Bonpoc

WnTepdpeiic

PeweHue

BkntoyeHbl N annapat
Brother, Touka
gocTyna/mapLipyTmnsartop
nnmn ceTeBomn

MpoBogHoM/
BecnpoBogHoi

Y6egnTtech, 4TO BbINOMHEHbI BCE UHCTPYKUMK B pasaene CHavana
ybedumechb, 4Ymo 8bInoHeHbI criedyrujue delticmeusi: »» cTp. 111.

KOHLeHTpaTop?
Kak MOXHO y3HaTb ceTeBble | posogHoil/ Pacnevatante otueT o0 kKoHUrypauum cetu. (Cm. pasgen Neyams omyema
napameTpbl UMeroLerocs becnposogHoi | O KOHGbuaypayuu cemu »» cTp. 48.)
annapara Brother,
Hanpumep IP-agpec?
Kak MOXHO y3HaTb MpoBogHoW/ PacnevaTtanTe oT4yeT 0 KOH(pUrypaumm cetu 1 npoBepbTe, YTO NapameTpsbl
COCTOSIHME MOAKITIOYEHMUS becnposogHoit | Ethernet Link Status unu Wireless Link Status nmetot ctatyc Link OK.
uMmeroLLerocsa annapara (Cm. pasgen lNeyamb omyema o KOHghuaypayuu cemu »» cTp. 48.)
2 . .
Brother: Ecnu B otueTe oTobpaxaetca 3Ha4veHue Link DOWN unu Failed To
Associate, Ha4yHUTe 3aHOBO C pa3gena CHayvana ybedumecsk, 4mo
8bIronHeHbI crnedyruwue delicmeus: »» cTp. 111.
MoxHo nv npoBepuThb cBA3b | MposogHoil | OTNpaBbTe KOMaHAy “ping” ¢ kOMMbloTepa Ha annapaT Brother, ncnoneays
(ping) c annapatom Brother | becnposoghoit | IP-agpec nnm nmsa ysna.
2
Ha KOMMNbIOTEPE B YcnewHo — Annapart Brother paboTtaeT npaBvnbHO U NOAKMOYEH K TOM
Xe CeTn, YTo 1 KOMMbIoTEp.
B HeycnewHo - Annapart Brother He nogkmnoYeH K TOM e CeTu, YTo U
KOMMblOTEp.
(Windows®)
O6paTtuTechb kK agMUHUCTPATOPY CeTU M Npu nomoLLn yTunutel Network
Connection Repair Tool aBTomaTtudeckn ncnpasbte |IP-agpec u macky
noacetu. NMogpobHee 06 ytunute Network Connection Repair Tool cm.
(Windows®) IMposepsme IP-adpec u Mmacky nodcemu ¢ nomMouibro
ymunumsi Network Connection Repair Tool. B pasgene HasHayeH nu
annapamy Brother docmynHabiti IP-adpec? »» ctp. 114.
Annapart Brother Becnposogroii | HaneuatanTte otyetr WLAN, 4TOGBI NPpOBEPUTL COCTOSIHUME 6ECNPOBOAHOMO
NOAKMIOYEH K coeamHeHus. MHCTpykumm no neyaTt cMm. B pasgene leyams
©ecnpoBogHoON ceTn? omyema WLAN (8ng modened DCP-9020CDW, MFC-9130CW,
MFC-9330CDW u MFC-9340CDW) »>» cT1p. 49. Ecnu Hane4aTaHHbI
otyeT WLAN copepxuT kof owmbkn — »»PykoBoacTBO No HGbICTpor
yCTaHoBKe: YcmpaHeHue HeucripasHocmel.
MpoBepeHbl BCe HacTporiku | becnposogroil | icmonb3ys MHCTPYKUMKM B OKYMEHTaLMKM K TOuke 6ecnpoBogHOro

1 onpoGoBaHbI BCE
OonucaHHble Bbille
pekoMeHaauunm, oaHaKo
npobnemsl Tak n He
yCcTpaHeHbl. Y70 elle
MOXHO caenaTb B AaHHON
cutyaumm?

JocTyna/mapLipytmnsartopy, Hangute nageHtudgukarop SSID n ceTeBon
KMoy 1 NpaBunbHO HacTporTe mx. [NogpobHyto nHcopmauuio 06
naeHTndukatope SSID 1 ceTeBOM kntode cM. pasusibHO iU HaCmMpPOEHbI
napamempsi besonacHocmu (SSID/cemesol kno4)? B pasgene He
ydaemcs 3agepuwiumbs HacmpoUky napamempos becrposoOHOU cemul.
>»>» cTp. 112.
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Tunbl ceTeBbIX NOAKNIOYEHUN U
NPOTOKONOB

Tunbl ceTeBbIX NOOKMIOYEHUN

NMpumep noaknoYeHUA K NPOBOAHON CETU

NeyaTb B 0o4HOpPaAHroBOM ceTu ¢ ucnonb3oBaHnem TCP/IP

B ogHOpaHroBon cpefe kaxablii KOMNbITEP OTNpaBnsaeT AaHHbIe HeNoCPeACTBEHHO Ha ApYyroe YyCTPOMUCTBO
1 nonyyaeT JaHHble OT Hero. B Takon cpefe oTCyTCTBYET LieHTpanbHbIN CEPBEP, KOHTPONUPYIOLLMIA OOLLMIA
[ocTyn Kk dparinam n annapaTam.

TCP/IP TCP/IP

1 MapuwpyTusarop
2 CeTteBow annapart (Baw annapar)

B B HebonbLuon ceTn, cOCTOALLEN N3 2 UMK 3 KOMMBIOTEPOB, PEKOMEHOYETCH UCMOMb30BaTh OAHOPAHIOBYIO
nevatb, NOCKOSbKY HACTPOUTbL €€ ropasfo nerye, 4em nevaTb Yepes cepBep nedvatu. Cm. pasgen lNevyams
4yepes cepsep nevamu »» ctp. 121.

B Ha kaxxgom KomnbloTepe AOMKEH ncnonb3oBaTtbes npotokon TCP/IP.
B Annapaty Brother Heo6xogumo HasHaunTb Hagnexawun IP-agpec.

B Ecnu ncnonb3yoTcs MapLLpyTM3aTophbl, HA KOMMNblOTEpax U Ha annapate Brother gomkeH ObITb HaCcCTpoeH
agpec wnto3sa.
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Tunbl ceTeBbIX NOAKMIOYEHUA 1 NPOTOKOJ10B

MNMeyaTb Yepe3 cepBep nNeyaTun

Mpu ncnonb3oBaHMK cepBepa neyvaTy Kaxablii KOMNbLIOTEP OTNPaBnseT AaHHbIE Yepes LeHTpanbHbIn
ynpaensoLwnin KOMNbIOTEP. Takon KOMNbLIOTEP YacTo Ha3bIBalOT “cepBepoM” Unn “cepBepom neyaTtun”.
3agaden 3TOro cepeepa ABNAETCS ynpaBneHne BceMu 3agaHnamun nevatu.

TCP/IP

1 KnueHTCKMh KOMNblOTEP

2 KomnbloTep, KOTOpPbIN Ha3biBaeTcs “ cepBepoM” Unum “cepBepom nevaTtu”
3 TCP/IP, USB vwunu napannenbHbIn nHTEpcenc (ecnm AoCTynHO)

4 CeTteBoM annapar (Bawl annapar)

B B GonbLion ceTu nevyatb peKoOMeHAYyeTCs BbINOMHATL Yepes cepBep nevatu.
B “CepBep” nnu “cepBep neyatn” 4OMKEH UCMONb30BaTh NpoTokon nevyatu TCP/IP.

B Annapaty Brother Heo6xoauMO Ha3HauYNTb COOTBETCTBYOLWMI IP-agpec, 3a UCKMOYEHNEM CIyYaes,
Korga annapaTt nogkno4veH kK cepeepy Yepes USB nnu napannensHbln UHTEpdenc.
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Tunbl ceTeBbIX NOAKMIOYEHUA 1 NPOTOKOJ10B

lNMpoToKonbl

MpoTtokonbl u hpyHkumn TCP/IP

npOTOKOJ'IaMVI Ha3blBalOTCA CTaHOapTU30BaHHbIE Ha60pbl npasun nepegadvn AaHHbIX MO CETH. C NOMOLLbIO
NPOTOKOJIOB MOJ1b30BATENN NONy4akT AOCTYN K pecypcaMm, NOAKMIOHYEHHbIM K CEeTU.

Cepgep neyatun, ncnonb3yembin B 3ToM annapaTte Brother, nogaepxusaet npotokon TCP/IP (Transmission
Control Protocol/Internet Protocol).

TCP/IP — 370 cambIn pacnpoCTpaHeHHbI HAbop NPOTOKONOB ANs CBA3N (Hanpumep, IHTepHeT u
3MEKTPOHHAdA No4vTa). ATOT MPOTOKOM MOXHO MCMOMNb30BaTh NOYTM BO BCEX ONEPALMOHHBLIX CUCTEMAX, TaKUX

Kak Windows®, Windows Server®, Mac OS X u Linux®. Annapat Brother nogaoepxusaeT cneaywouime
npotokonsl TCP/IP.

NMPUMEYAHUE

» HacTpoliku npoTokona MOXHO BbINOMHUTL C NomoLLbto nHTepdenca HTTP (6paysep). (Cm. pasgen
Hacmpolka napamempos annapama ¢ ucnonb308aHUeM cucmeMbl yrpasneHus yepes eeb-unmepgelic
(6paysep) »>» c1p. 58.)

 [Ina nony4eHus nHdopmauun o NogaepxmBaemblx annapatom Brother npotokonax cm. pasgen
lModdepxxusaembie nPomokosbl U hyHKyuu 6esonacHocmu »» ctp. 143.

» 1N nony4yeHns nHdopmauum o NogaepKMBaeMblxX MPOTOKONAax cucTeMbl 6€30MacHOCTU CM. pasgern
lpomokornbl 6esonacHocmu »» c1p. 140.

DHCP/BOOTP/RARP
C nomoubto npotokonos DHCP, BOOTP 1 RARP IP-agpeca HazHa4aloTCs aBTOMaTU4YECKN.

NMPUMEYAHUE

YTtobbl Bocnonb3oBatbes npotokonamu DHCP, BOOTP un RARP, obpaTtutech kK agMmMHUCTpaTopy ceTu.

APIPA

Ecnun IP-agpec He Obin1 Ha3Ha4yeH BpYYHYHO (C MOMOLLIbIO NAHEenNW ynpasneHusa annapaTa unum nporpammMHoro
obecneyeHus BRAdAmIn) unu astomatumyecku (c nomousto cepsepa DHCP/BOOTP/RARP), npoTtokon
Automatic Private IP Addressing (APIPA) (aBTomaTnyeckoe HasHadeHne YyacTHbiX |P-agpecos)
aBToMaTuyeckun HasHaunT IP-agpec ns gnanasoHa ot 169.254.1.0 go 169.254.254.255.

ARP
lMpoTokon paspelleHuns agpecoB BbINONHAET NnpeobpasoBaHune IP-agpeca B MAC-agpec B cetn TCP/IP.
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Tunbl ceTeBbIX NOAKMIOYEHUA 1 NPOTOKOJ10B

KnuneHnTt DNS

Cepgep neyaTtu Brother nogaepxusaet yHkumo knneHta DNS (Domain Name System — cuctema nmeH
aomeHoB). bnarogaps aton dyHKUMM cepBep neyaTun CBA3bIBaeTCs C APYrMMN YCTPOMCTBaMM, UCNOMb3yS
cBoe nmsi DNS.

Pa3peweHune nmeH NetBIOS

Pa3spelueHne nMmeH ceTeBon cMCTEMbl BBOAA-BbIBOAA NO3BONSET NonyynTsb IP-agpec opyroro ycTpomucTea,
ucnonb3ya nmsa NetBIOS Bo BpeMs CeTEeBOro NogKMioYeHus.

WINS

Windows® Internet Name Service (cnyx6a umeH B HTepHeTe ana Windows) — ato cnyxba
npegocTtaBneHns nHdopmMaunm ansa paspewleHms umeH NetBIOS nytem ob6beauHeHns IP-agpeca n numenm
NetBIOS B nokansHon ceTu.

LPR/LPD

OT0 BeCbMa pacnpocTpaHeHHbIe NPOToKoNbI nevaTtn B cetn TCP/IP.

KnuneHnt SMTP

KnueHt SMTP (Simple Mail Transfer Protocol — npocTon npoTokon nepegayv noyTbl) NnpegHasHadeH ans
OTNpaBKnN COOBLLEHUIN SNEKTPOHHOM NOYThl Yepe3 VIHTepHeT nnn nHTpaceTsb.

Custom Raw Port (no ymon4yaHuto Port 9100)

OT0 elle oAUH pacnpocTpaHeHHbIN NpoTokon neyaTtu B cetn TCP/IP. Ucnonb3yeTca ona nepenayn
WHTEPaKTUBHbIX AAHHbLIX.

IPP

MpoTtokon Internet Printing Protocol (npotokon neyatn yepe3 VIHTepHeT) No3BoNseT BbIBOOUTbL JOKYMEHThI
Ha neyaTtb HaNpsaMyto Ha nboe JOCTYNHOE YCTPOMUCTBO Yepes VIHTepHeT.

NMPUMEYAHUE

NHdopmauumio o npotokone IPPS cm. B pasgene lNpomokosnsi 6e3onacHocmu »» ctp. 140.
MDNS

MpoTtokon MDNS no3sonsieT cepsepy neyatn Brother aBTomaTudeckn Hactpausatbes ang pabotel B OC
Mac OS X ¢ koHurypaumen npocTon ceTu.
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Tunbl ceTeBbIX NOAKMIOYEHUA 1 NPOTOKOJ10B

TELNET

MpoTtokon TELNET nossonseTt ynpaBnATb yAaneHHbIMU ceTeBbiMKU ycTponcTtBamn B cetn TCP/IP ¢
KomnbloTepa.

SNMP

Mpotokon SNMP (Simple Network Management Protocol) ncnonssyetca ang ynpasneHns ceteBbiMu
YyCTPONCTBaMu, B TOM YMCle KOMNbOTEPaMKU, MapLupyTM3aTopaMmm n annapatamu Brother,
nogaepxueatowmmm paboTty B cetu. Cepsep neyaTtu Brother nogaepxusaet npotokonsl SNMPv1,
SNMPv2c 1 SNMPV3.

NMPUMEYAHUE
NHdopmaumio o npotokone SNMPV3 cm. B pasgene lNpomokosel 6e3onacHocmu »» ctp. 140.

LLMNR

B npotokone LLMNR (Link-Local Multicast Name Resolution) paspeLueHbl UMeHa coceqHUX KOMMbIOTEPOB,
ecnu y cetn HeT cepBepa DNS (Domain Name System — cuctema nmeH JOMeHOB). PyHKLMS
LLMNR Responder pabotaet B cpeae IPv4 nnu IPv6 npyn ncnonb3oBaHuy KOMNbIOTEPOB, NOAAEPKUBAIOLLMX

Hkumio LLMNR Sender (Hanpumep, OC Windows Vista®, Windows® 7 1 Windows® 8).
y

Web Services

MpoTokon Web Services noasonsieT nonb3osatensm OC Windows Vista®, Windows® 7 unn Windows® 8
YCTaHOBUTb [paiiBepbl NeYaTU 1 CKAHUPOBAHMS, LLEMNKHYB NPaBOoW KHOMKOM MbILLM 3HAYOK annapaTa B nanke
CeTb. (CM. pasgen YcmaHoska Opalieepos 015l medamu U ckaHuposaHusi 4yepe3d Web Services

(Windows Vista®, Windows® 7 u Windows® 8) »>» c1p. 134.) JononHuTenbHble CBEAEHUSA O CKAHUPOBAHUM
¢ ncnonb3oBaHvem Web Services: »>»PykoBoacTBo no ncnonb3oBaHWIO NporpaMmMHoro obecneyeHuns.
Web Services Takke No3Bons0T NPOBEPAThL TEKYLLLEE COCTOSHME annaparta ¢ KoMnbloTepa.

HTTP

Mpotokon HTTP ucnonb3yeTcs Anga nepefayv AaHHbIx mexay Beb-cepsepom u 6paysepom.

NMPUMEYAHUE
NHopmaumio o npotokone HTTPS cm. B pasgene lNpomokossl 6e3onacHocmu »» ctp. 140.

FTP (ans ¢dyHkumm “ CkaHupoBaTtb Ha FTP”)

Mpotokon FTP (File Transfer Protocol) no3songaet yctponcTBy Brother ckaHupoBaTth YepHo-6enblie nnu
LBeTHbIE AOKYMEHTbI HenocpeaCcTBEHHO Ha cepBep FTP, KOTOPbLIN pacnonoXeH B NIOKAaNbHOW CETU Unn B
NHTepHeTe.
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Tunbl ceTeBbIX NOAKMIOYEHUA 1 NPOTOKOJ10B

SNTP

lMpocTon ceTeBOn NPOTOKOMN CMHXPOHMU3ALMM BPEMEHN NCNONb3YETCH ANA CUHXPOHM3aLUMK YacoB
komnbtoTepa B cetn TCP/IP. NMapameTpbl SNTP MOXHO HaCTpOUTb C MOMOLLLbIO CUCTEMBI YNIPaBNEHUS Yepes
Beb-nHTepdenc (bpaysep). (Ons nonyyeHms oononHUTENLHON nHdopmaunn cm. pasgen CuHxpoHuU3ayusi ¢
SNTP-cepsepom »>» c1p. 63.)

CIFS

O6Lwwni NpoToKoN A0CTyNa K MHTEPHET-pannam — 3T0 CTaHAAPTHbIA NPOTOKON AN COBMECTHOIO

ucnone3oBaHunga ¢arnnos u npuHTepos B OC windows®.

IPv6

IPv6 aBnaeTca npoTtokonom VIHTepHeTa criegytoLlero nokoneHud. ing nonyyeHns 4oNonHNTENbHON
nHgopmaumn o npoTokone IPv6 nocetute cTpaHnuy Mcnonb3yeMon Moaenu yCTponcTaea rno agpecy
http://solutions.brother.com/.
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HacTtpouka annapata anga paboTbl B cetu

IP-agpeca, Macku noaceTu v LWHO3bI

UTtobbl ncnonb3oBaTh annapaT B ceTeBown cpene TCP/IP, HacTponTe IP-agpec n macky noacetu. IP-agpec,
Ha3Ha4YeHHbIN cepBepy nevaTn, AOSHKEH HaXOANTLCS B TON e NOrMYeCcKon CeTU, YTO U XOCT-KOMMNboTepbl. B
NPOTMBHOM Cfy4Yae HacTpoMTe Hagnexawmm obpa3omM Macky NoaceTn 1 agpec L3a.

IP-appec

IP-agpec npeacrtaensieT cobon Habop YMcen, KOTopbI onpeaensieT Kaxaoe NoAKMIOYEeHHOe K CeTu
YCTPOMCTBO. IP-agpec COCTOUT 13 YeTbIpex Ymcen, pasgeneHHblx Toukamn. Kaxkgoe 4Mcno HaxoanTcs B
ananasoHe ot 0 go 255.

B [Mpymep. B HeGonbLwoON ceTn 00bIYHO MEHSATCA TONLKO nocnegHme Ludpbl.
©192.168.1.1
+192.168.1.2
»192.168.1.3
HasHaueHue |IP-agpeca cepBepy neyartu:
Ecnu B cetn yctaHoBneH cepeep DHCP/BOOTP/RARP, cepBep neyatn aBToMmatuyecku nonyyut IP-agpec
C 3TOro cepsepa.

NMPUMEYAHUE

B HeGonblmnx cetsix cepsep DHCP moxeT Takke Cry>XuTb MapLLIpyTU3aTopomM.

[ns nonyyeHus gononHutensHon nHpopmauun o DHCP, BOOTP u RARP cMm. pa3gensi:
Ucnonb3oeaHue DHCP dnis Hacmpoliku IP-adpeca »» cTp. 144,

Ucnonb3oeaHue BOOTP dns Hacmpoliku IP-adpeca »» ctp. 145.

Ucnonb3osaHue RARP Ons Hacmpoliku |IP-adpeca »>» cTp. 145.

Ecnun cepsep DHCP/BOOTP/RARP He ncnonbayetcs, npotokon Automatic Private IP Addressing (APIPA)
(aBTOMaTM4eckoe Has3Ha4yeHne YacTHbIX |P-agpecoB) aBTomaTmMyeckn HasHauuT IP-agpec 13 guanasoHa oT
169.254.1.0 po 169.254.254.255. [1na nony4yeHusa gononHutensHon nHdopmaumm o6 APIPA cm. pasgen
Ucnonb3osaHue APIPA dns Hacmpoliku IP-adpeca »» cTp. 146.
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HacTpolika annapata ans paboTbl B ceTu

Macka nogceTm

Macku nogceTtu orpaHM4YMBatoT CBA3b B CETU.
H Mpumep. KomnbioTep 1 MOXET yCTAHOBUTL CBA3b C KOMMNbLIOTEPOM 2
* KomnbtoTep 1
IP—agpec: 192.168. 1. 2
Macka nogcetu: 255.255.255.000
» KomnbtoTtep 2
IP—agpec: 192.168. 1. 3
Macka nogcetu: 255.255.255.000

Ecnu B macke noaceTtun ykasaH 0, B 3TOM YaCcTu agpeca OorpaHuyYeHnn Ha cB4a3b HeT. B npuBeaeHHOM Bbille
npyMepe 3TO O3Ha4aeT criegylollee: CyLecTByeT BO3MOXHOCTb YCTaHaBNMBaTh CBA3b C N06bIM
ycTponcteoMm, IP-agpec koToporo HaunHaeTcsa ¢ 192.168.1.x. (X. o6o3Ha4yaeT Homepa B gnanasoHe ot 0 Ao
255).

LWno3 (m mapwpyTusartop)

LLinto3om HasbiBaeTCsA TOYKA CETU, KOTopas CRyXuT BXOAOM B APYrylo CeTb N OTNpaBnseT AaHHble,
nepefaHHble Yepes CeTb, MO ykasaHHOMY HasHavyeHuto. MapLlipyTnsatop onpegenset Mecto HasHavyeHus
OaHHbIX, NOMyYeHHbIX Ha Wwno3e. Ecnm mecTto HasHavYeHns gaHHbIX HAXOAUTCA BO BHELLHEN CeTw,
MapLupyTM3aTop nepegaeTt ux B 3Ty ceTb. Ecnu ceTb cBA3aHa ¢ ApyrMMmn ceTammn, BO3MOXHO, NoTpebyeTcs
HacTpouTb IP-agpec wnto3a. Ecnu IP-agpec wnto3a HensBecTeH, o6paTuTecb K agMUHUCTPATOPy CETU.
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HacTpolika annapata ans paboTbl B ceTu

AyTteHTndpunkauma IEEE 802.1x

IEEE 802.1x siBnsieTca ctaHaapToM |IEEE ons npoBogHbIX 1 6€cnpoBOAHbLIX CETEN, OrpaHNYnBaOLLMM
OOCTYN C YCTPOWCTB, HaxXoOsALWMXCA B HeaBTOpU3oBaHHbIX ceTax. Annapat Brother (knneHT) nockinaet
3anpoc ayteHTudurkaumm Ha cepeep RADIUS (cepBep ayTeHTUdUKaLMn) Yepes TOUKy AocTyna
(ayTeHTudpumkartop). NMocne nposepku nognuHHoctn cepeepoMm RADIUS annapaTt nony4aeTt AOCTYM K CETU.

MeToabl ayTeHTUpUKaLum
B LEAP (ons 6ecnpoBogHom ceTn)

MpoTtokon Cisco LEAP (Lightweight Extensible Authentication Protocol — nerkun paclumpsemMblii IpOTOKON
ayTeHTMduKaumm) 6bin paspabotaH komnaHuen Cisco Systems, Inc. [ing BbINOMHEHNS ayTeHTUdMKaLUm
3TOT NPOTOKOM UCMONb3yeT AeHTUMUKATOP NOMb30BaTENs U Naposb.

B EAP-FAST

MpoTtokon EAP-FAST (Extensible Authentication Protocol-Flexible Authentication via Secured Tunneling
— pacwmpsemMblin NPOTOKON ayTeHTUMKaumm — rubkas ayTeHTudmkauus Yepes saluLeHHoe
TYHHenupoBaHue) pa3paboTtaH komnaHuen Cisco Systems, Inc. 3TOT NPOTOKON UCNonb3yeT
naeHTuduKaTop NONb30BaTeNs U Naposb ANa ayTeHTUMKALUM U anropuTM Kroya WwndgpoBaHms-
JewmndpoBKkM AN BbINOMHEHNA Npouecca TYHHeNbHOW ayTeHTUMuKaLmm.

Annapart Brother nogaepxuvBaeT cnegylowme MeToabl BHYTPEHHEN ayTeHTUdMKaLmm:
* EAP-FAST/HET
* EAP-FAST/MS-CHAPV2
* EAP-FAST/GTC
B EAP-MDS5 (ansa npoBOAgHOW ceTwn)

Mpotokon EAP-MD5 (Extensible Authentication Protocol-Message digest algorithm 5 — pacwupsiembii
NPOTOKOM ayTeHTUMUKALNN — anropuTm Co3gaHnsa oTneyaTkoB coobuieHnin 5) ncnonesyet
naeHTngukaTop NoNb3oBaTeNa U Napons AN ayTeHTudunkaunum meTtogom “Bol30B-0TBET .

H PEAP

MpoTtokon PEAP (Protected Extensible Authentication Protocol — 3almieHHbIN paclumpsieMbli NPOTOKON
ayTteHTMdmKaumm) paspaboTaH koprnopaumen Microsoft, komnaHuen Cisco Systems u komnaHuen RSA
Security. NpoTtokon PEAP ncnonb3yeTca onga co3gaHus wudpoBaHHoro TyHHens SSL (Secure Sockets
Layer — ypoBeHb 3alyuLleHHbIX cokeToB)/TLS (Transport Layer Security — 6e3onacHoCTb Ha
TPaHCMOPTHOM YPOBHE) MEXAY KITMEHTOM N CepBepoM ayTeHTUMKaumm Ana nepegadv ngeHtudukaropa
none3osarens n napons. PEAP obecneunBaeT BbINONHEHWE B3aUMHOW ayTeHTUMMKaunum mexay
CepBEPOM U KINEHTOM.

Annapart Brother nogaoepxuBaeT cnegyowme MeToabl BHYTPEHHEN ayTEeHTUDMKaLMK:
» PEAP/MS-CHAPV2
» PEAP/GTC
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HacTpolika annapata ans paboTbl B ceTu

B EAP-TTLS

Mpotokon EAP-TTLS (Extensible Authentication Protocol-Tunneled Transport Layer Security —
pacLumpsieMbl NPOTOKON ayTeHTUMKALUN — TYHHENMPOBaHHbIN NPOTOKON 6e30nacHOCTU Ha
TPaHCNOpPTHOM ypoBHe) pa3paboTtaH komnaHmamu Funk Software n Certicom. Mpotokon EAP-TTLS
ncrnonb3yeTcsa Ans co3gaHus Takoro xe WudpoBaHHOro TyHHena SSL, kak n B PEAP mexay KnneHTom 1
cepBepoM ayTeHTU(MKaL MM ana nepegadn naeHTndukatopa nons3osarensa n naponsa. EAP-TTLS
obecneynBaeT BbINOMHEHWE B3aMMHOW ayTEHTUDUKALMM MeXAY CEPBEPOM U KITMEHTOM.

Annapart Brother nogaepxuvBaeT cnegylowme MeToabl BHYTPEHHEN ayTeHTUdMKaLmm:
* EAP-TTLS/CHAP
* EAP-TTLS/MS-CHAP
* EAP-TTLS/MS-CHAPV2
 EAP-TTLS/PAP
H EAP-TLS

[nsa BeinonHeHnst ayteHTUmkaumm npotokon EAP-TLS (Extensible Authentication Protocol-Transport
Layer Security — paclumpsieMblin NPOTOKON ayTeHTUUKaLUM — NPOTOKON 6€30NacHOCTU Ha TPaHCNOPTHOM
ypoBHe) TpebyeT Hannunsa undpoBOro cepTudurkaTa ayteHTudmkauumn y KnmeHta n y cepeepa
ayTeHTMdurKaumm.

129



TepMUHbI N NOHATUA 6ecnPOBOAHbIX
ceteun (gna mogeneun DCP-9020CDW,
MFC-9130CW, MFC-9330CDW wm
MFC-9340CDW)

YKka3zaHue cetu

SSID (mvpeHTUdUMKaTOp 6€cnpoBOAHON CEeTHU) U KaHanbl

[nsa ykasaHusa 6ecnpoBogHON CeTH, K KOTOPON TpebyeTcs NOAKMYMTLCS, He06X0ANUMO 3a4aThb
naeHtndukatop SSID 1 kaHan.

m SSID

Kaxxgas 6ecnpoBoaHasi ceTb obnagaeTt cOBCTBEHHbBIM YHUKANbHbIM UMEHEM CETU, KOTOPOE TEXHUYECKM
Ha3blBaeTcs ngeHTnugukaropom SSID. oeHTudukatop SSID npeactasnsieT cobon 3HaveHne anuHon 32
fariTa unn meHee, KOTOpoOe NpUCBaMBaETCH TOYKe AocTyna. becnpoBoaHble ceTeBble YCTPONCTRA,
KoTopble TpebyeTcsa cBa3aTb ¢ 6ecnpoBogHON CEThIO, AOMKHbBI COOTBETCTBOBATL TOUKe AOCTyNa. Toyka
aoctyna n 6ecnpoBoHble ceTEBbIE YCTPONCTBA pPerynapHo nepeaaroT ceTeBble nakeTbl (Ha3biBaeMble
Masikamu), cogepxatime nHgpopmaumio o6 nageHtndpukatope SSID. Koraa 6ecnpoBogHoe ceTeBoe
YCTPOMCTBO nosny4aeT coobLieHne-Masik, MOXXHO onpeaenuTb 6ecnpoBoaHblie CETU, PACNOSIOXKEHHbIE
OO0CTaTOYHO 6nM3Ko ANs NOAKMYEHMS.

B KaHansbl

B 6ecnpoBoaHbIX ceTaX MCMOMb3yTcsa KaHanbl. Kaxabin 6ecnpoBogHON kaHan uMeeT COBCTBEHHYHO
yactoTy. [Npu paboTe B GecnpoBogHOM CETU MOXHO UCMNOMb30BaTh A0 14 pasnuyHbiX kaHanos. OgHako
BO MHOMMX CTpaHax KONIMYeCTBO AOCTYMHbIX KAHANOB OrpaHUYeHo.

TepMuHblI 6€30NacHOCTH

AyTteHTudpukauma v wmndposaHue

B 6onblunHcTBE GECNPOBOAHLIX CETEN MCNONBL3YHTCS onpeaeneHHble HAaCTPOMKU 3aLnTbl. ATU HACTPOMKM
3alMThl oNpeaenstoT ayTeHTudurkauuto (Mopsaok naeHTudmkaumm ycTponucTea ceThlo) 1 WndpoBaHue
(nopsiook WwWudpoBaHns AaHHbIX Npu nepefade no cetun). Ecnu npu HacTponke 6ecnpoBoaHOro annapara
Brother aTu napameTpbl yKkasaHbl HeNpaBUITLHO, TO 06ecneYnTb NOoAKNYeHUe K 6ecnpoBoaHoOM
ceTn 6yaeT HeBO3MOXKHO. [103TOMY HaCTPOWKY 3TUX NapaMeTpoB crieayeT BbIMOMHATE 0CO00 TLATENBHO.
[ns nonyyeHus nHgpopmMauumn o metogax ayTeHTuuKkaunm n LWngpoBaHns, nogaepxnesaemMbix
6ecnpoBofHbLIM annapatoM Brother, cm. pasgen lToddepxusaemsbie Mpomokorsi U pyHKyuu 6e3onacHocmu
>»>» cTp. 143.
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TepMuHbI U NOHATUSA GecnpoBoaHbIX ceTen (ans mogenen DCP-9020CDW, MFC-9130CW, MFC-9330CDW 1 MFC-9340CDW)

MeToabl ayTeHTUMKauMmu u wncppoBaHUsa AnNA YacTHOM 6ecnpoBOAHON CeTU
YactHom 6ecnpoBoHON CEeTbI0 Ha3biBaeTCs Hebonbluasa ceTb, HanpuMep goMallHAA 6ecnpoBogHas ceTb,
6e3 nogaepxku IEEE 802.1x.

Mpu HeoBxo0aANMMOCTM MCNONb30BaHMSA annaparta B 6ecnpoBogHOM ceTu, NogaepXuBarLLen ctaHaapT
IEEE 802.1x, cM. pa3gen Memodsl aymeHmugukayuu u wughposaHusi 05151 KopriopamugHol becripogodHol
cemu »» ctp. 132.

MeToabl ayTeHTU(MKaLMK
B OTKkpbITas cuctema

BecnpoBogHbIM yCTponcTBam paspeLleH JOCTYN K ceTn 6e3 BbINOMHEHMS ayTeHTMdUKauuu.
B O0wunn Knwoy

Bce ycTponcTBa ncnonb3yoT Ana goctyna k 6ecnposBogHon cetu 00w mii npeaBapuTensHO 3adaHHbI
CEKPETHBLIN KIHOM.

BecnpoBogHon annapart Brother ncnonbayet kntod WEP B kayecTBe npeaBapuTenbHO 3a4aHHOrO.
B WPA-PSK/WPA2-PSK

WcnonbayeT kntov Wi-Fi Protected Access™ Pre-shared key (WPA-PSK/WPA2-PSK), ¢ nomoLbio
KoToporo 6ecnpoBogHon annapart Brother cBA3biBaeTCs ¢ TOMKaMu 4OCTyNa, UCMNonb3ys WngpoBaHme
TKIP gna WPA-PSK nnu AES ana WPA-PSK n WPA2-PSK (WPA-Personal).

MeToabl wndpoBaHus
B Het

LLndpoBaHne He ucnonb3yeTcs.
m WEP

Mpw ncnonbszosaHum metoga WEP (Wired Equivalent Privacy) gaHHble nepegalTcs u NpuHUMaTcs C
KIMIOYOM 3aLLUnTHI.

m TKIP

Mpotokon TKIP (Temporal Key Integrity Protocol — npoTtokon obecneyeHunsi LENOCTHOCTU Kiko4ya)
obecneynBaeT nonakeTHoe WNGPOBaHME, BKIHOYalOLLEe NPOBEPKY LIENOCTHOCTU COOBLLEHNS K
MeXaHM3M NOBTOPHOrO WndpoBaHus.

B AES

Crangapt AES (Advanced Encryption Standard) obecneymBaeT NOBbILLEHHYO 3aALUUTY AAHHbIX C
NCronb30BaHNEM LLUNGPOBAHUS C CUMMETPUYHBIM KITHOUOM.

NMPUMEYAHUE
e Ctangapt IEEE 802.11n He nogaepxusaet meTtoab! wudpposaHua WEP n TKIP.

» 1N noaknoveHns ycTponctea Kk 6ecnpoBoHON ceTu ¢ Ucnonb3oBaHMeM ctaHgapTa IEEE 802.11n
pekomeHayeTtcs BbibpaTh AES.
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CeTeBOM Knro4
B OTkpbiTasa cuctema/obwmii knod ¢ WEP

OTOT Kkntoy NpeacTaBngaeT cobon 64- nnu 128-6mMtHoe 3HadYeHne, KOTOpoe AOMKHO BBOAUTLCH B popmMaTe
ASCII unu B WecTtHaguaTepnyHomMm popmare.

* 64 (40) 6ut ASCII:
Mcnonb3yloTes 5 TEKCTOBbLIX CMMBOIOB, Hanpumep, “WSLAN” (c yueTom perncrpa)
» 64 (40) GMT WecTHagUaTEPMNYHbIN:
Wcnonb3aytotes 10 wecTHaguarepuyHbix undp, Hanpumep, “71f2234aba”
e 128 (104) 6ut ASCII:
Mcnonb3ytoTes 13 TEKCTOBbIX CUMBOJIOB, Hanpumep, “Wirelesscomms” (C y4eTom perucrtpa)
» 128 (104) 6uT WwecTHagUaTepUYHbIN:
Wcnonb3ytoTes 26 wecTHaguaTepuyHbix undp, Hanpumep, “71f2234ab56cd709e5412aa2ba”
B WPA-PSK/WPA2-PSK n TKIP unn AES
WcnonbayeT kntod Pre-Shared Key (PSK) gnvHown ot 8 oo 63 cMMBOIOB.

MeToabl ayTeHTU(pUKaLMKM U W poBaHUA AN KOPNOpPaTUBHOMN
GecnpoBoagHOM ceTun

KopnopatusHoi 6ecnpoBogHON CeTbio Ha3biBaeTCs KPYNHas CeTb, OpraHn3oBaHHas, Hanpumep, ¢
ncnonb3oBaHNEM annapara B kopnopaTuBHon 6ecnpoBogHONM CeTu, ¢ nogaep»kon ctaHaapTa IEEE 802.1x.
Ecnu annapat HacTpoeH Ha Ucnonb3oBaHMe B 6ecnpoBogHOM ceTU C noaaepkkon ctaHaapTa IEEE 802.1x,
MOXHO MCNOMb30BaTh cnefyoline MeToabl ayTeHTuunkauum n wmdgposaHns.

MeToabl ayTeHTU(MKaLMK
H LEAP

LEAP: cm. pasgen LEAP (0n1s 6ecripogodHol cemu) »» cTp. 128.
B EAP-FAST

EAP-FAST: cm. pasgen EAP-FAST »>» ctp. 128.
H PEAP

PEAP: cm. pasgen PEAP »>» cTtp. 128.
B EAP-TTLS

EAP-TTLS: cm. pasgen EAP-TTLS »>» cTp. 129.
B EAP-TLS

EAP-TLS: cm. pasgen EAP-TLS »>» ctp. 129.

132
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MeToAab! wncppoBaHus

m TKIP

TKIP: cm. pasgen TKIP »>» ctp. 131.
B AES

AES: cm. pasgen AES »>» ctp. 131.
m CKIP

OpuruHanbHbIV NPOTOKON o6ecneyeHns LENOCTHOCTM Kntoya ansa npoTtokona LEAP, paspaboTaHHOro
kopnopauuen Cisco Systems, Inc.

UpeHTucpukaTop nonb3oBartens n naponb

Cneaytowmne cnocobbl 3alinTbl UCNOML3YIOT MAEHTUdMKATOP NOMb3oBaTeNs ANMHON MeHee 64 CUMBOOB U
naposib ASIMHON MeHee 32 CMMBONOB.

H LEAP

B EAP-FAST

m PEAP

B EAP-TTLS

B EAP-TLS (ansa ngeHtudgumkatopa nonb3oBarens)
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JononHuntenbHble ceTeBble HACTPOUKMU
Windows®

Tunbl AONONTHUTENbHbIX CeTeBbIX HaCTpoOeK

Cnegytolme PYHKLMU JOCTYMHbI MPY HEOBXOAMMOCTU HACTPONKM JOMOSNHUTENbHBIX NapaMeTPOB CETH.
B Web Services ans neyatn u ckaHuposaHus (Windows Vista®, Windows® 7 u Windows® 8)

B Vertical Pairing (MeToan 6ecnpoBogHOro NOAKMIOYEHUS) (Windows® 7 1 Windows® 8)

NMPUMEYAHUE

Y6enuTech, 4TO XOCT-KOMMNbIOTEP U AaHHbLIN annapaT HaXOAsTCs B OAHOM NoACEeTU v MapLipyTusaTtop
HaCTPOeH Tak, 4Tobbl Hagnexawmm obpasom nponyckaTb JaHHbIE MEXAY ABYMS YCTPONCTBAMM.

YcTtaHOBKa ApanBepoB Ans neqam 7 CKaHVIpOBaHVISI qepes
Web Services (Windows Vista®, Windows® 7 u Windows® 8)

dyHkunsa Web Services no3BonsieT oTcnexmsaTb COCTOSHME annapaTtoB B ceTU. OTO Takxke ynpollaet
npouecc ycTaHOBKU ApanBepoB. ([ ononHMTenbHbIE CBEAEHUS O CKAHUPOBAHUN C UCMOMNb30BaHNEM
Web Services: »»PykoBoacTBo No UCnonb3oBaHMio NporpaMMHOro obecneyeHus.)

NMPUMEYAHUE

* [pexae YyeM BbINONHATL JaHHYI0 HACTPOWKY, Ha3HadbTe annapaTty IP-agpec.

« Mpu ncnonk3osaHu Windows Server® 2008/2012 Heo6X0AMMO ycTaHoBuTb Print Services.

0 BcTtaBbTe KOMNakT-gUCK C NPOrpamMMon YCTaHOBKM.

9 Bbibepute guckoBon ans komnakt-guckos/install/driver/gdi/32_64.
9 Oeaxgpbl wenkHnte dpinst86.exe nnu dpinsté4.exe.
NMPUMEYAHUE

Ecnu oTkpoeTcs akpaH KOHTPONb yuYeTHbIX 3anucei nonb3oBatene,
(Windows Vista®) HaxmuTe PaspewmTs.

(Windows® 7/Windows® 8) HaxmuTe Oa.
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[lononHuTENbHbIE ceTeBble HacTpoiikn Windows®

0 (Windows Vista®)

HaxmuTe kHonky  , 3aTem Bblbepute CeTb.

(Windows® 7)

HaxmuTe KHomMKy n BbibepuTe MaHenb ynpasneHus, CeTb u UHTepHeT, 3aTem Bbibepute
MpocmoTp ceTeBbIX KOMNBLIOTEPOB U YCTPOMUCTB.

(Windows® 8)

lMomecTuTe ykasaTernb MbILKX B MpaBbli HWXKHWIA yron paboyero ctona. Korga oTkpoeTcs MeHio,
HaxxmuTe MapameTpbl, 3aTem U3MeHeHMe napamMeTpoOB KOMNbIOTEpPa 1 YCTpOUCTBA.

@ (windows Vista®Windows® 7)
Y 3Ha4yka npuHTepa oTobpaxaetcs nma Web Services annapata. LWenkHnTte npaBon KHOMKOW MbiLLK
annaparT, KOTopbli TpebyeTcs yCTaHOBUTb.

(Windows® 8)
Haxmute lobaBuTh ycTponcreo. OTobpasntca ums Beb-cnyx6 anga annaparta.

NMPUMEYAHUE

* Vima annapata Brother B Web Services cootBeTcTBYeT HasBaHuio mogenu u MAC-agpecy (Ethernet-
agpecy) Bawero annapara (Hanpumep, Brother MFC-XXXX (HasBaHue mogenm) [XXXXXXXXXXXX]
(MAC-agpec / Ethernet-agpec)).

. (Windows® 8)

HaBeauTte ykasaTenb MbllM HA UMSA annapaTta, 4Tobbl 0TobpasnTb cBeaeHns ob annapare.

@ (Windows Vista®/Windows® 7)
B KOHTEKCTHOM MeHIo BbiGepuTe napameTp YCTaHOBUTD.

(Windows® 8)
[IBakabl LeNKHUTE annapart, KOTopblil TpebyeTcst yCTaHOBUT.
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[lononHuTENbHbIE ceTeBble HacTpoiikn Windows®

YpaneHue ApaitBepoB ANl NeYaT U CKaHUPOBAHUS Yepes
Web Services (Windows Vista®, Windows® 7 u Windows® 8)

YUTtobbl yaanute Web Services ¢ komnbloTepa, BbINOAHUTE criegytowmne JencTBus.

@ (windows Vista®)

Haxmunte KHonky , 3aTeM BblbepuTe CeTb.
(Windows® 7)
Haxmunte KHonky , 3aTem BbibepuTe MNaHenb ynpaBneHus, Cetb u UHTepHeT 1 NpocmoTp

ceTeBbIX KOMNbLIOTEPOB U YCTPOMCTB.

(Windows® 8)

lMomecTuTe ykasaTernb MbILKW B MPaBbli HUXKHWUIA yron paboyero ctona. Korga oTkpoeTcs MeHio,
HaxxmuTe MapameTpbl, 3aTem U3MeHeHMe napamMeTpoB KOMNbIOTEpPa 1 YCTPpOUCTBA.

9 (Windows Vista®/Windows® 7)
Y 3Ha4yka npuHTepa oTobpaxaetcs nma Web Services annapata. LenkHnTte npaBon KHOMKOW MbiLLK
annapart, KoTopbli TpebyeTca yaanuTb.

(Windows® 8)
OTobpasuTtca nmsa Beb-cnyxb ana annaparta. Beibepute annapat, KOTopbIn HEO6XOANMO YCTaHOBUTD,
3aTeM LenkH1Te @ pS40M C MMEeHeM YCTPOMCTBA.

0 (Windows Vista®/Windows® 7)
B KOHTEKCTHOM MeHIo BbiGepuTe napameTp YoanuTb.

(Windows® 8)
B OTKPbIBLLEMCS AUArIOroBOM OKHE HaXMUTE KHOMKY YAanuTh.
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[lononHuTENbHbIE ceTeBble HacTpoiikn Windows®

YcTaHOBKa ceTeBOM NevyaTtu U CKaHMpPOBaHUSA ANA pexuma
MH¢paCTp<F¥KTypr npuv ncnonb3oBaHuu Vertical Pairing
(Windows® 7 n Windows® 8)

windows® Vertical Pairing (BepTukanbHOe cOeanHEHNE) — 3TO TEXHOMNOMNA, No3BonsAtoLas 6ecnpoBogHbIM
YCTPONCTBaM, NOAAEPKUBAKOLLUM 3TY PYHKLMIO, NOAKMOYATLCSA K MECTHLIM ceTaM ¢ nomMoLlbio PIN-koga
dyHkumm WPS n dyHkuun Web Services. Npu aTom Takke BO3MOXHa yCTaHOBKA ApanBepa NpuHTepa u
CkaHepa € MOMOLLbIO 3Ha4YKa MHOMOYHKLNOHANBLHOrO YCTPOMCTBa Ha akpaHe [lo6aBneHne yCcTpomncTBa.

Mpwu ncnonb3oBaHWK pexrnma MHPPaCTPYKTYPbl MOXHO NOAKMHOYUTL annapaTt K 6ecnpoBogHON CeTn, a 3aTem
BbINOSTHUTL YCTAHOBKY ApanBepa NpuHTepa ¢ NOMOLLbI0 AaHHOW (PyHKUMK. BeinonHuTe cnepytowne
aencrens.

NMPUMEYAHUE

» Ecnu go atoro cdoyHkumna Web Services annaparta 6bina BblknoyeHa, He06X0AMMO CHOBa €€ BKMOYUTb.
Mo ymonuaHuio HacTporika Web Services ansa annaparta Brother BkntoueHa. Hactponku Web Services
MOXHO M3MEHUTb C MOMOLLbIO ynpaBneHnsa Yyepes Beb-nHtepdenc (bpaysep) nnu Ncnonb3ys yTunury
BRAdmin Professional 3.

» Y6egutecn, 4To Touka 6ecnpoBoAHOro AocTtyna/6ecnpoBOAHOM MapLIpyTU3aTop UMeeT NoroTumn

comectumocTu ¢ OC Windows® 7 unu Windows® 8. Ecnn HensBecTHO, MeeT N yCTPONCTBO NOroTun
COBMECTMMOCTM, 06paTUTECh K MPOU3BOAMUTENIO TOYKN AOCTyna/mapLupyTum3aTopa.

» Ybenurechb, YTO KOMMNbIOTEP MMEET Norotun coemectumocTtn ¢ OC Windows® 7 unu Windows® 8. Ecrin
HEeM3BECTHO, UMEET JIN KOMMNbIOTEP NIOroTUN COBMECTUMOCTU, 0BpaTUTECh K MPON3BOAMUTENIO
KoMnbloTepa.

» Ecnu BbINoONHsieTCA HacTponka 6ecnpoBogHOM CETU C NOMOLLIbIO BHELLIHero 6ecnpoBogHOro ceTeBoro
apantepa (NIC — Network Interface Card), ybegutecb, uto 6ecnposogHon ceteson agantep NIC nmeet

norotun comectumoctit ¢ OC Windows® 7 unn Windows® 8. [ins nonyyeHns JONonHUTENbHOM
nHgopmaumn obpatuTechb K nponssoamTento 6ecnposogHoro cetesoro agantepa NIC.

« YT06bl MCMONbL30BaTh B KAYECTBE PErMCTPaTOpa KOMMboTEp nog yrnpasneHnem Windows® 7 unm

Windows® 8, Heob6xoaMMO 3apaHee 3aperucTpupoBaTh ero B ceTi. CM. WHCTPYKUMW, Npunaraemole K
GecnpoBOAHOM TOUYKe JOCTyna/MapLupyTusaTopy.
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[ononHuTensHeble ceTeBble HacTporiku Windows

Q® 0

®

Bkntounte annapar.

HacTtpownTte annapat ans ncnonb3oBaHus B pexume WPS (c nomousto PIN-koga).
[na nonyyeHusa nHpopmarmm 0 HacTporike annapaTta Anst ucnons3oBaHusa cnocoba PIN, cm.
Hacmpotika npu nomowu PIN-koda ¢pyHkyuu WPS (Wi-Fi Protected Setup) »» cTp. 29.

(Windows® 7)

Haxmunte KHonky , @ 3aTeM YCTpOMCTBa U NPUHTEPDI.

(Windows® 8)

MomecTuTe ykasaTenb MbllM B NpaBbIi HYXKHUIA yron paboyero ctona. Korga oTkpoeTca MeH!io,

HaxxmuTe MapameTpsbl, 3aTem MaHenb ynpaBneHus. B rpynne O6opyaoBaHue 1 3BYK HaXMUTe
MpocMoTp YCTPONCTB 1 NPUHTEPOB.

(Windows® 7)

B omuanorosom okHe YcTpomncTBa U npuHTepbl Boibepnte lobaBneHne ycTpomncTea.
(Windows® 8)

Haxmnte [lo6aBneHne ycTponMcTBa B NaHenn KomaHg,.

Bbibepute umetowminca annapat u sBegute PIN-kof, ykasaHHbIN B annapare.
Bbibepute MeCTHyI0 CeTb, K KOTOpOM TpebyeTcsa NoaKNIYNTBLCH, 3aTEM HaXMUTe KHOMNKy Oanee.

lMosiBneHne ycTponcTBa B OKHe YCTPOMCTBA U NPUHTEPbI OyaeT o3Havatb, YTo 6ecnpoBoaHas
HacTponKka 1 ycTaHOBKa AipanBepa npuvHTepa ycrnewHo 3aBepLueHbl.
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TepMUHbI N NOHATUA 6e30NacHOCTH

PyHKLMM Ge30nacHOCTH

TepMuHbl 6e30onacHoOCTU

B LIC (ueHTp cepTudmkaLmm)

LleHTp cepTudukaLum — opraHmsaums, kKotopas BblgaeTt ungposbie cepTudmkaTbl (0COH6EHHO
ceptucmkatbl X.509) n rapaHTMpyeT B3aMMOCBSA3b MeXay BCEMU AaHHbIMU, COAEPXaLlUMUCS B
cepTudukare.

B CSR (3anpoc Ha nognuck ceptudunkaTta)

CSR — aT10 coobLieHne, oTnpasngemoe ot nuua-3aasuTtens B LieHTp cepTudmkaumm n npegcraensioLlee
cobow 3anpoc Ha Bblgavy cepTudmkata. B CSR cogepxutca nHgopmauums, naeHtnduumpyowas
3a9BUTENS, OTKPbITbLIN KITOY, CreHEPUPOBAHHbLIN 3asiBUTENEM, U LudpoBas NOANNCL 3asBUTENS.

m CepTtucpukar

CepTudukat — 3t1o nHopmauus, kotopast 00 beanHsEeT OTKPLIThIN KIHOY U JIMYHOCTb 3asiBUTENS.
CepTudukat MOXeT UCMONb30BaThCA AN TOro, YTo6bl NOATBEPAUTL NPUHALNTEXHOCTL OTKPLITOrO KMto4va
onpegeneHHomy nuuy. dopmat onpegensdercsa no ctaHgapty x.509.

H Ceptucpumkart LIC

Ceptudukat LIC — ato ceptudpukat, onpegensiowmin cam LIC (ueHTp cepTudmkaumm), a Takke MMeoLL i
cobCTBEHHbIV CeKkpeTHbIN Krtod. OH ocylecTBnsieT NpoBepKy cepTudmkara, soinyLieHHoro LIC.

B Lindposas noanucb

LincdpoBasi nognnucb — 3T0 3HaYEHWE, paccyMTaHHOE C MOMOLLbIO KpUNTorpadmMyeckoro anropmtma um
npunaraemoe K 00bekTy AaHHbIX TakMM 06pa3oM, YTOObI Nony4vaTenb AaHHbIX MOT UCNONb30BaTh
noAanvch Anst NOATBEPXKAEHUSA MPOUCXOXAEHUSA OAHHBIX U UX LLENOCTHOCTM.

B Kpuyntocuctema ¢ OTKPbITbIM KIHOYOM

Kpuntocuctema ¢ OTKpbITLIM KITHOYOM — 9TO COBpPEMEHHAada oTpachb Kpuntorpaduu, B KOTOPOWN anroputm
3afencTByeT napy Krnoyen (OTKPbITbIA KoY U CEKPETHLIN KINHOY) U MCMOMNb3YeT KOMMOHEHT U3 KaXKA0W
napbl Ana pasnu4yHbIX Waros peanusauum anroputMa.

B Kpuntocuctema ¢ O6LUM KNoYoM

Kpuntocucrtema c o6Lwmm KNo4YoM — 370 OTpacnb Kpuntorpadum, MCnonb3yoLlas anropuTMbl, KOTOpble
3aEeNCTBYIOT OAMH M TOT Xe KMoy AN peanusaunn AByX pasnuyHbIX LWAros anroputma (Takmx Kak
WwncpoBaHue n pacimgpoBKka AaHHbIX).
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TepMVIHbI N NOHATUS 6Ge3onacHOCTU

MpoTokonbl 6e3onacHocTU

SSL (Secure Socket Layer —ypoBeHb 3awmuieHHbIX cokeTtoB) / TLS (Transport Layer Security
— 6e30nacHOCTb Ha TPaHCMNOPTHOM YPOBHE)

Mpwn ncnonb3oBaHWM 3TUX NPOTOKONOB 6E€30MacHOCTM AaHHble WNMPYOTCA C Lenbio NpeaoTBpaLleHns
yrposbl Mx 6e3onacHoCTy.

HTTPS

Bepcuio npotokona NHTepHeTa HTTP (Hyper Text Transfer Protocol — npoTokon nepegayun runeptekcra)
ncrnonb3yet SSL.

IPPS

Bepcus npotokona Internet Printing Protocol (npoTokon nevatu yepes VHTepHeT), ucnonbaytowas SSL.

SNMPvV3

Mpotokon SNMPv3 (Simple Network Management Protocol — npocTon NpoTOKON CETEBOrO ynpaBneHus),
Bepcus 3 obecneynBaeTt ayTeHTUMKaLMIO NOMNb30oBaTeENS U WnpoBaHme gaHHbIX Ang 6e3onacHoro
yrnpaBneHnsi ceTeBbiMN YCTPOMUCTBAMU.
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TepMVIHbI N NOHATUS 6Ge3onacHOCTU

Cnoco6bl 3aWwmTbl NpY OTNPaBKe U NONy4YeHUU INIEKTPOHHOM NOYThbI

NMPUMEYAHUE

Cnocobbl 3alnTbl MOXXHO HACTPOUTb C NOMOLLbIO CUCTEMbI YNpaBneHus Yepes Beb-nHtepdenic
(bpayasep). Ana nonyyeHusa ONONHMTENBHON MHOpMaL MK cM. pa3gen Hacmpolika napamempos
arnnapama ¢ ucrnofb3oeaHuUeM cucmemabl yripasreHusi Yepes eeb-uHmepaghelic (bpaysep) »>» ctp. 58.

POP nepep SMTP (PbS)

MeTopg ayTeHTUMKaLMM NONb30BaTENS AN OTNPaBKN COOBLLEHNS ANTEKTPOHHON NOYThI C KNueHTa. KnneHty
JaeTca paspelleHne Ha ncnosb3oBaHue cepeepa SMTP nytem goctyna k cepsepy POP3 nepef oTrnpaBkom
3IIEKTPOHHOro coobLleHus.

SMTP-AUTH (SMTP-ayTeHTUchukauus)

SMTP-AUTH pacLuupsieT BO3MOXHOCTM SMTP (MpoTokona OTnpaBKn 3MEKTPOHHbIX COOBLLEHMI Yepes
WHTepHeT) nyTemM Mcnonb3oBaHUsa MetToada ayTeHTudpukaumm, obecnevmsatroLero Hanbonee 4OCTOBEPHYIO
naeHTuduKauuio oTnpasmTens.

APOP (Authenticated Post Office Protocol — no4ToBbIV NPOTOKON C NOAAEPXKKOMN
wudpoBaHMA napons)

APOP pacwupset Bo3amoxHocT POP3 (NpoToKON NOnyyYeHns anekTPoHHbIX coobLleHnn Yyepes MHTepHeT)
nyTemMm ncnonb3oBaHusa cnocoba ayteHTUdukaumm, WudpyoLero naposke nNpu nosyYyeHUn KIMeHToOM
COO0LEHNI SNEKTPOHHON NOYThI.

SMTP yepe3 SSL

®dyHkuMa “SMTP yepes SSL” no3sonseT oTnpaBnsaTh 3awWnpoBaHHbIE COOOLLEHUSA SNEKTPOHHON NOYThI C
ucnonb3oBaHnem SSL.

POP yepe3 SSL

®yHkums “POP yepes SSL” no3sondeT nonyyaTb 3aindpoBaHHbIE COOBLLEHUST ANEKTPOHHOM NOYThI C
ucnonb3oBaHnem SSL.
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NMpunoxeHue A

NoapnepxnBaeMble MPOTOKONbI U (PYHKLMM Ge30nacHOCTHU

UHTepdeic

CeTb (0bWHMe
napameTpbl)

CeTb

(besonacHOCTb)

AneKkTpoHHas
nourta

(besonacHoOCTb)

CeTb

(6becnpoBoAHbIe

hyHKL M) 1

Ethernet
becnpoBogHas
cetb !

[MpoTokonsl
(IPv4)

[MpoTokonsl
(IPv6)

lNpoBogHas
cetb 3
becnpoBogHas
cetb !

3

lNpoBogHasa ° n
becnpoBoaHas

cetb !
Ceptudumkaums
©ecnpoBoaHow
cetn

10BASE-T, 100BASE-TX
IEEE 802.11b/g/n (pexum nHdppacTpykTypbl/pexunm ad-hoc)
IEEE 802.11g/n (Wi-Fi Direct)

ARP, RARP, BOOTP, DHCP, APIPA (aBToMaTtn4deckun IP),
paspeweHme nmeH WINS/NetBIOS, npeobpasoBatens agpecos
DNS, mDNS, nepegatunk LLMNR, LPR/LPD, Custom Raw
Port/Port9100, IPP/IPPS, FTP-knueHT n FTP-cepBep, cepsep

TELNET, cepsep HTTP/HTTPS, knueHT u cepep TFTP, POP3 2
SMTP-knmneHT, SNMPv1/v2c/v3, ICMP, Web Services
(neyaTb/ckaHnpoBaHue), knueHT CIFS, knueHT SNTP

NDP, RA, npeobpasoBaTenb agpecoB DNS, mDNS, nepegatyuk
LLMNR, LPR/LPD, Custom Raw Port/Port9100, IPP/IPPS, FTP-
knueHT n FTP-cepBep, cepBep TELNET, cepeep HTTP/HTTPS,

KnneHT n cepsep TFTP, POP3 2, SMTP-knuneHT, SNMPv1/v2c/v3,
ICMPV6, Web Services (neyaTtb/ckaHnpoBaHue), knmeHt CIFS,
KnneHT SNTP

SSL/TLS (IPPS, HTTPS), SNMP v3, 802.1x (EAP-MD5, EAP-FAST,
PEAP, EAP-TLS, EAP-TTLS), Kerberos

WEP 64/128 6ut, WPA-PSK (TKIP/AES), WPA2-PSK (AES),
SSL/TLS (IPPS, HTTPS), SNMP v3, 802.1x (LEAP, EAP-FAST,
PEAP, EAP-TLS, EAP-TTLS), Kerberos

APOP, POP nepepg ucnonssosaHnem SMTP, SMTP-AUTH,
SSL/TLS (SMTP/POP)

JInueHsnsa Ha ncnonb3oBaHme 3Haka cepTudmkaumnm Wi-Fi
(WPA™/WPA2™ — Enterprise, Personal), nuueHs3ns Ha
ucnonb3oBaHue 3Haka ngeHtndpukauum Wi-Fi Protected Setup™
(WPS), norotnn AOSS, Wi-Fi CERTIFIED™ Wi-Fi Direct™

1 Nns mopeneit DCP-9020CDW, MFC-9130CW, MFC-9330CDW 1 MFC-9340CDW
2 Ons mogenen MFC-9130CW, MFC-9140CDN, MFC-9330CDW 1 MFC-9340CDW: MOXHO 3arpy3nTb ¢ Beb-canTa.
3 [ns mogeneit DCP-9020CDN, DCP-9020CDW, MFC-9140CDN, MFC-9330CDW 1 MFC-9340CDW

143



NMpunoxeHue B

Ucnonb3oBaHue cnyx6

Cnyx6a — 370 pecypc, K KOTOPOMY MOryT obpaLLaTbCs KOMMbIOTEPDI C LIENbIO BbINOMHWUTL NeYaTh Ha cepBepe
neyatu Brother. Cepsep nevatu Brother npegocraensaeT cneaytowme npeaBapuTenbHO HACTPOEHHbIE
cnyx06bl (4Ns NnpocMoTpa cnucka AOCTYNHbIX CAYXO BbINOMHUTE B KOHCONM YAANeHHOoro ynpasneHns
cepeepoM neyatu Brother komaHay SHOW SERVICE). [Ina npocMoTpa cnvcka nogaep>kMBaemMblX KOMaHz
BBeauTe B komaHaHowm cTpoke HELP.

Cnyx6a (npumep) OnpepeneHue

BINARY_P1 BuHapHbIn npotokon TCP/IP

TEXT_P1 TekcToBas cnyxba TCP/IP (nobaBnsieT Bo3BpaT KapeTku Nocne Kaxaoro nepesoaa
CTPOKM)

PCL_P1 Cnyx6a PCL (nepekntovaet PJL-coBmecTuMbI annapat B pexum PCL)

BRNXXXXXXXXXXXX BuHapHbIn npoTtokon TCP/IP

BRNXXOOXXXXXXXXX_AT Cnyx6a PostScript® gns Macintosh

POSTSCRIPT_P1 Cnyx6a PostScript® (nepekniouaet PJL-cOBMECTUMBIN annapaT B pexium
PostScript®)

Foe “xXxxxxxxxxxxx” — ato MAC-agpec annapara (Ethernet-agpec).

AOpyrue cnocobbl 3agaHua IP-agpeca (AnAa npoaABUHYTbIX
nonib3oBarerien U aAMUHUCTPATOPOB)

Ucnonb3oBaHue DHCP ana HacTpouku |IP-agpeca

DHCP (Dynamic Host Configuration Protocol — npoTokon gMuHaMmn4eckon HaCTpOWMKM XOCTOB) siBNSieTCS
OJHUM U3 HECKONbLKNX aBTOMaTU3MPOBaHHbLIX MeXaHU3MOB BbigeneHus IP-agpeca. Ecnn B cetu
ucnonb3yetca cepsep DHCP, cepBep neyatn aBTomatuyeckm nonydut IP-agpec ¢ cepsepa DHCP u
3aperncTpmpyeT cBoe MMS BO BCeX crnyxbax AMHaMU4Yeckoro MMeHoBaHusA, COBMeCcTMMbIX ¢ RFC 1001 u
1002.

NMPUMEYAHUE

Ecnun cepBep neyatn He TpebyeTca HacTpamBaTk ¢ noMoLblo DHCP, Heo6xoaumo BeiGpaTb cTaTuyeckun
MEeTOA 3arpysku, 4ToObl cepBep nevaty uMmen ctatudeckun IP-agpec. B aTom cnyyae cepBep nevatu He
OyneT nbiTaTbCAa NoNy4YnTh IP-agpec u3 atux cuctem. Ytobbl U3MEHUTb METOA 3arpy3ku, BOCNONb3yNTeCh
MeHto “CeTb” Ha NaHenu ynpasneHus annapara, npunoxeHnsmun BRAdAmin, nporpammon yganeHHom
HacTpouku (ana mogenen MFC) unu cuctemon ynpasneHus Yyepes Beb-uHtepdenc (bpaysep).
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Mpunoxexve B

Ucnonb3oBaHue RARP ana HacTtpouku |IP-agpeca

Mepen Tem kak HacTpauBaTb IP-agpec ¢ npuMmeHeHneMm RARP, B kayeCcTBe MeToAa 3arpysku annapara
Heobxoaumo BbibpaTe RARP. YT06bI 13MEHUTL MeTo 3arpy3ku, BOCMomb3ynTech MeHio “CeTb” Ha naHenu
ynpasneHuns annaparta, npunoxeHnamm BRAdDmIn, nporpammon yganeHHon HacTpownkm (ans mogenen MFC)
NN cucteMom ynpaBneHus Yepes Beb-nHTepdenc (bpaysep).

IP-agpec cepsepa nevatu Brother MoxxHO HacTpouTb ¢ nomoLlbio cpeactsa RARP (Reverse ARP) Ha xocT-
KomMnbtoTepe. [1nsa aToro Heob6xoamMmo oTpegakTupoBaTb pann / et c/ et her s (ecnu aToT hann He
CyLLLeCTBYeT, ero MOXHO co3aaTb) U 406aBUTb B HEFO 3an1cCb, aHanorM4yHyto criefyoLlen:

00: 80: 77: 31: 01: 07 BRNO08077310107 (wnu BRWD08077310107 ana 6ecnpoBOAHON ceTn)

'oe nepBas 3anuck — 310 MAC-agpec (Ethernet-agpec) cepeepa neyaTu, a BTopasi HacTb — 3TO UMsI cepBepa
neyaTtn (Heob6xoQMMO MCNONb30BaTh TaKoe Xe NMsi, KoTopoe 6bino gobasneHo B dpann / et ¢/ host s).

Ecnn gemoH RARP elle He 3anyLleH, 3anyctute ero (B 3aBUCMMOCTU OT CUCTEMbI HEOBXOANMO
ucnonb3oBaTtb komaHay r ar pd, rarpd -a,i n. rarpd -awnu gpyryo komaHgy; BBegute man rar pd nnm
CM. JOKYMEHTaLMIO Ha CMCTEMY ANS NonyyYeHnsa JononHuTensHom nHdopmauumn). Ytobsl yoeantbcs, 4To
aemoH RARP 3anyueH B cucteme Ha nnatcgopme Berkeley UNIX, BBeguTe cnefytoLlyio KomaHay:

ps -ax | grep -v grep | grep rarpd

Ons cuctem Ha nnatgopme AT&T UNIX BBeauTe:

ps -ef | grep -v grep | grep rarpd

Cepsep neuyaTtu Brother nonyunt IP-agpec oT gemoHa RARP npu BknioYeHun annapara.

MUcnonb3oBaHue BOOTP ana HacTtpouku IP-agpeca

Mepen Tem kak HacTpauBaTb IP-agpec ¢ npumeHeHnem BOOTP, B kayecTBe MeToAa 3arpy3kun annapaTa
Heo6xoanmo BbiIbpaTb BOOTP. YT06bI MU3MEHUTL METOA 3arpy3Kku, BOCNOSb3ynTeCh MeHto “CeTb” Ha naHenu
ynpaBneHus annaparta, npunoxeHnamm BRAdDmIn, nporpammon yganeHHomn HacTpowkm (ans mogenen MFC)
NN cucTteMomn ynpasreHus Yepes Beb-nHTepdenc (bpaysep).

MpoTtokon BOOTP asndetca anbTepHaTnBomn npotokony RARP 1 obnagaeT TeM npeumMyLLecTBOM, 4YTO
Nno3BonseT HacTpamBaTb Macky noaceTtu u wnto3. Ytobel ncnonb3osaTtb pexum BOOTP gna HacTpouku IP-
agpeca, ybeautecs, 4to cnyxb6a BOOTP ycTaHoBReHa 1 3anyLleHa Ha XOCT-KoMnbloTepe (OHa AoMmkHa ObiTb
ykasaHa B cpanne / et ¢/ servi ces Ha XOCT-KOMMbIOTEPE B Ka4eCcTBe pearnbHON crnyx0Obl; BBEAUTE Man
boot pd nnu cm. nnpopmanmio B gokymeHTauum k cucteme). Cnyxba BOOTP o6bI4HO 3anyckaeTcs ¢
nomouysto hanna/ et ¢/ i net d. conf , noaTomy, BO3MOXHO, ee noTpebyeTcs BKNOYUTh, yaanue cumeon “#”
nepep 3anuceto bootp B aTom danne. Hanpumep, obblvHas 3anuck bootp B channe /etc/inetd.conf Beirnsgut
cnegyrowmm obpasom:

#boot p dgram udp wait /usr/etc/bootpd bootpd -i

B 3aBMCUMOCTM OT cMCTeMbl 3Ta 3anMcb MOXET HasbiBaTbCs “bootps”, a He “bootp”.
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Mpunoxexve B

NMPUMEYAHUE

YTto0bbl BkNOUNTE cnyx6y BOOTP, BOCNONb3ynTECh TEKCTOBLIM PEAAKTOPOM M MPOCTO yAanutTe CUMBOI
“#” (ecnn cumBon “#” OTCYTCTBYET, 3Ha4uT, cnyxba BOOTP yxe BknAoyeHa). 3aTeM oTpedakTupynte
dann koHdurypaumm BOOTP (o6biuHo / et ¢/ boot pt ab) n BBegute nma, tnn cetn (1 anga Ethernet),
MAC-agpec (Ethernet-agpec) u IP-agpec, macky nogcetu u w3 cepsepa nedatu. K coxanenuio, ang
BbIMOMHEHWSsI 3TOW NpoLeaypbl He CyLLecTByeT eQUHOro cCTaHgapTHOro goopmara, nodTomy notpebyercs
BOCMOSb30BaTLCSA JOKYMEHTaUuen K cucteme Ans nonyvyeHms nHopmMaumm o BBoge 3TUX JaHHbIX
(MHorue cuctembl UNIX Takke nmetoT npumepsl WabnoHoB B channe bootptab, koTopble MOXHO
Mcnonb3oBaTh B cripaBoYHbiX Lensax). Mpumepb! TunuyHbix 3anuceni / et ¢/ boot pt ab: (npu
nogkntodeHnn k 6ecnposogHomn cetn “BRN” HUxe cnefyeTt 3amMeHnTb Ha “BRW™.)

BRN310107 1 00:80:77:31:01:07 192.168.1.2
n
BRN310107: ht =et her net : ha=008077310107:\i p=192. 168. 1. 2:

HekoTopble peanusauum nporpammHoro obecneveHna BOOTP Ha xocT-koMnbloTepe He ByayT oTBevaTb Ha
3anpockl BOOTP, ecnu B (hanne KOHpurypauumn He ykasaHo uMmsa 3arpysodHoro dpauna. B atom cniyvae
NPOCTO co3anTe NycTon (hann Ha XOCT-KOMMNbIOTEPE U YKaXUTe NMS 3TOro gpanna u nyTb K Hemy B dparne
KOHUurypaumm.

Kak 1 npn ncnons3oBaHun npotokona RARP, cepsep neyatu 3arpysuT cson IP-agpec ¢ cepeepa BOOTP
npu BKIOYEHUN annapara.

Ucnonb3oBaHue APIPA gna HacTpouku IP-agpeca

Cepsep neuyaTtu Brother nogaepxusaet npotokon Automatic Private IP Addressing (APIPA)
(aBTOMaTMyeckoe HasHadeHne YyacTHbiX IP-agpecos). MNpoTokon APIPA nossonseT knueHtam DHCP
aBToMaTuyeckn HactpamaTb IP-agpec n macky nogcetu, korga cepsep DHCP HegocTyneH. YCTpONCTBO
BblOMpaeT IP-agpec B gnana3oHe ot 169.254.1.0 go 169.254.254.255. [1ns mackn nogcetn aBToMaTU4eCcKu
yCcTaHaBnuBaeTcsd 3HadyeHue 255.255.0.0, a gna agpeca wno3a — 0.0.0.0.

Mo ymonuaHuio npotokon APIPA BkntoyeH. Ecnn TpebyeTca Bbikniounte npotokon APIPA, 3TO MOXHO
caenaTb Ha NaHenu ynpaesneHus annaparta, ¢ NoMoLLblo npunoxerHns BRAdmIn Light unm cuctemel
ynpaBneHus yepes Beb-nHtepdenc (bpaysep).
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MUcnonb3oBaHue ARP ans HacTpouku IP-agpeca

Ecnn HeBO3MOXHO ncnonb3oBaTth NnpunoxeHme BRAdmIn n B cetn otcytcreyeT cepsep DHCP, MoxHO

ncrnone3osatb koMaHay ARP. KomaHga ARP gocTynHa B cuctemax Windows® ¢ yCTaHOBMNEHHbIM
npotokonom TCP/IP, a Takke B cuctemax UNIX. [nsa ncnonb3oBaHns komaHabl ARP BBeguTe B KOMaHOHYHO
CTPOKY crefyoLlee:

arp -s ipaddress ethernetaddress
pi ng i paddress
oe et her net addr ess — ato MAC-agpec (Ethernet-agpec) cepeepa neyatu, a i paddr ess — IP-agpec
cepsepa neyatu. [Npumep:
B OC Windows®
B OC Windows® HeobxoaMmo ncnonb3oBaTb CUMBOM TUpe “-" ansa pasgeneHus undp 8 MAC-agpece
(Ethernet-agpece).
arp -s 192.168.1.2 00-80-77-31-01-07
ping 192.168.1.2
B Cucrtembl UNIX/Linux

O6bI4HO B cuctemax UNIX u Linux ncnonb3dyetcs gsoetouue “" onga pasgenenus uudp 8 MAC-agpece
(Ethernet-agpece).

arp -s 192.168.1.2 00: 80:77:31:01: 07
ping 192.168.1.2

NMPUMEYAHUE

[na ncnonb3oBaHWA KOMaHAbl arp -S HE06X0AUMO HaxoauTbCA B OAHOM M TOM Xe cermeHTe Ethernet
(mexgy cepBepomM nevaT n onepaumoHHON CUCTEMOW He A0SMKHO OblTb MapLUpyTU3aTopa).

Ecnn ncnonssyetca maplupytmusartop, Ansa HacTponku IP-agpeca Heobxoaumo mucnonb3osats BOOTP
unu gpyron cnocob, onucaHHbIV B 3TOW rnase. Ecnu agMuHUcTpaTop HacTpoun cuctemy BblgeneHuns IP-
agpecoB ¢ ucnonb3osaHnem BOOTP, DHCP nnn RARP, cepsep neuyaTtu Brother moxeT nonyuuts IP-
agpec ot nbon u3 aTnx cuctem BolgeneHuns IP-agpecos. B Takom cniyyae He TpebyeTcsa ncnonb3oBatb
komaHay ARP. KomaHay ARP MOXHO NpyMeHUTb TOMNbKO 0AuH pa3. B uensx 6esonacHocTy nocne
ycnewHon HacTponkn IP-agpeca cepeepa nedatu Brother ¢ nomolubio komaHasl ARP noBTOpHO
ncnonb3oBaTh 3Ty KOMaHAY Ans U3MeHeHust agpeca Henb3sa. Cepeep nevatu ygeT urHopuposaTtb
nobble NONbITKM UCMOMNb30BaHUSA 3TON KOMaHAb!. [Npn HeobxoanmMocTn naMeHuThb IP-agpec ncnonb3ymnrte
cucTema ynpasneHust yepes Beb-uHtepdenc (6paysep), TELNET (c nomoLbio komaHabl SET IP
ADDRESS) nnu BocctaHOBMTE 3aBOACKNE HACTPOWKN cepBepa nevaTu (3To NO3BOSNT CHOBA
ncnons3osatb koMaHay ARP).
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Ucnonb3oBaHue koHconu TELNET gna HacTpouku IP-agpeca

[ns nameHeHnsa IP-agpeca MOXHO Takxe ucnonb3osaTb komaHay TELNET.

TELNET - a10 achdektusHbIvi cnocob nameHeHus IP-agpeca annapata. Ho cepBep nevatu gomkeH ObiTb
y>Ke HacTpOeH Ans ncnonb3oBaHus aencTeytollero IP-agpeca.

BeeguTte B komaHgHowm cTpoke TELNET <komannHasa crpoka>, e <komaHnHasa cTpoka>—3To IP-agpec
cepBepa nevatu. BeinonHmB nogcoegnHeHue, HaxxMuTe knaeuwy Return nnm Enter, 4ytobbl 0TOGpasuncy
3anpoc “#". Beegute naponb “access” (naponb He oTobpaxkaeTcs Ha aKpaHe).

MNosiBuTCSH 3anpoc Ha BBO4 MMEHU MNMoJib3oBaTesA. Beegute noboe nms B OTBET Ha 3TOT 3anpoc.

MosiButcsa 3anpoc komaHaHou cTpoku Local >. Beegute SET | P ADDRESS i paddr ess, rge i paddr ess
— 970 IP-agpec, koTopbin TpebyeTca Ha3HauYNTb cepBepy nedvaTun (06paTuTech K agMUHUCTPATOPy CeTH AN
nonyyeHusa nHgopmaumm o6 IP-agpece, KoTopbi cnegyeTt ncnonb3oBarthb). [Npumep:

Local > SET | P ADDRESS 192.168. 1.3

Tenepb HeobxoaMMo HacTpouTb Macky nogcetu. [ina atoro Beeaute SET | P SUBNET macka nomcerwu,
roe macka nomceTu —3TO Macka NnogceTn, KOTopylo TpebyeTcs Ha3HauMTb cepBepy nedvaTu (obpaTuTechb K
aAMUHUCTPATOPY CeTu ANs NoNyYeHMs MHopMaLmm O Macke NnoaceTu, KOTOPYLO crnegyeTt UCNofnb30BaTh).

Mpumep:

Local > SET | P SUBNET 255. 255. 255. 0

Ecnu noaceTtv oTCcyTCTBYIOT, BOCNONb3YWTECH OQHOW U3 CReayoLWmMX Macok NOACETM NO YMOSTYaHMIO:
255.0.0.0 onsa ceten knacca A

255.255.0.0 anga ceten knacca B

255.255.255.0 ansa ceten knacca C

KpanHasa nesas rpynna paspsgoB IP-agpeca moxeT onpegensitb TMn UCNosib3yeMorn ceTu. 3HayeHue 3Tou
rpynnbl BapbupyeTcd B AnanasoHe oT 1 go 127 anga ceten knacca A (Hanpumep, 13.27.7.1), o1 128 go 191
ansa ceten knacca B (Hanpumep, 128.10.1.30) n o1 192 go 255 ansa ceten knacca C (Hanpumep,
192.168.1.4).

Mpy Hannuum Wwn3a (MapwpyTrM3aTopa) BBeAMTE €ro agpec ¢ noMoLbio komaHabl SET | P ROUTER
rout er addr ess, rge r out er addr ess — IP-agpec wnto3a, KoTopbii TpebyeTca Ha3Ha4YnTbL cepBepy
neyatu. MNpumep:

Local > SET | P ROUTER 192.168.1. 4
Beegute SET | P METHOD STATI Cans yctaHOBKM cTaTuyeckoro cnocoba HacTpowku IP-agpeca.
YTo0bl NpoBEPUTL NPaBUIBLHOCTL yKa3daHHoro IP-agpeca, Beeaute SHOW | P.

[nsa 3aBepleHunsa ceaHca paboTbl C KOHCONbIO yaaneHHoro ynpaesnerHus seeante EXI T unu Haxmute Ctrl-D
(To ecTb HaxxMuTe U yaepxumeanTe knasuuwy Ctrl, a 3atem HaxmuTe knasuuwy D).
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