Important Security Information

You can connect your printer to your computer or mobile device directly to print or use the printer's embedded web

server for admin support or configuring the NETWORK WI-FI SETUP. Use your computer or mobile device to select

the printer's SSID. No password is required. The default admin password required for changing network settings is

located on the bottom of the printer and marked “Pwd:”.

Factory Default Enabled Network Services

Service Protocol Description

Web server HTTPS The web server is used for viewing and changing the printer’s
information and settings through Web Based Management. It also
supports printing using AirPrint.

SNMP SNMP v1/v2¢c SNMP is used for viewing the printer’s information.

Port 9100 (Raw Port) Port 9100 Port 9100 is primarily used for printing. It also supports viewing
the printer’s information through the mobile Apps and driver using
a custom protocol.
Only viewing is enabled.

Name resolution NetBIOS/mDNS These protocols are used for name resolution.

You can disable Port 9100 through the admin web page. Port 9100 uses unencrypted Wi-Fi network transmission.

Printed data may potentially be exposed under certain conditions. Please ensure that it is used only in a controlled

environment, such as at home or in an office.

Product and Data Security

Product Installation

Unauthorised users may physically access or remotely manipulate the product through the network. Make sure you

install the product in a secure location.

Personal Information

There is no personal information stored in the product. Print image data from the mobile Apps and PC Wi-Fi driver is

transmitted unencrypted using Port 9100. The print image data is received and resident in the printer until the print is

complete, and then deleted.



Other Information
B Important

- Available features depend on the printer's model. For more information, see your product’s User’s Guide.

B Trademarks

- Wi-Fi is a registered trademark of Wi-Fi Alliance®.

- AirPrint is a trademark of Apple Inc., registered in the U.S. and other countries.

Any trade names and product names of companies appearing on Brother products, related documents

and any other materials are all trademarks or registered trademarks of those respective companies.
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